8.1. Device File Names

Storage devices in Linux are represented by device files.
« Device files are in the /dev directory.

« The /dev directory contains files for all types of devices, even those that do
not exist on the system.

« Not only do device files represent devices, they indicate how data is
transferred to that device.

« Deuvices, like storage devices, that receive data in block transfers by using
memory to buffer the transfers are called block devices. Devices that send
data transfers character-by-character (like the keyboard) are called
character devices.

The table below lists and describes the most common device files.
Device File Description

hd files identify IDE devices. A letter (beginning with a)
follows the hd designation. At the end is appended a
number (beginning with 1) that identifies the partition on
the drive.

Examples include:

o hdalis the first partition (1) on the primary master
IDE device (a)

/dev/hdxn « hdb3 is the third partition (3) on the primary slave
IDE device (b)

o hdc2 is the second partition (2) on the secondary
master IDE device (c)

o hdd1 is the first partition (1) on the secondary slave
IDE device (d)

IDE CD/DVD-ROMs are identified in the same way that IDE
hard disks are.



/dev/sdxn

/dev/cdrom

/dev/scdn

/dev/fdn

/dev/ttyn

/dev/ttySn

sd files identify SATA/SCSI hard drives. A letter (beginning
with a) follows the sd designation and identifies a SCSI
hard. The letter corresponds to the SCSI ID number, with
an equivalent to the lowest SCSI ID number that exists on
the chain. At the end is appended a number (beginning
with 1) that identifies the partition on the drive.
Examples include:

« sda2 is the second partition (2) on the SCSI drive
with the lowest ID number (a)

o sdclis the first partition (1) on the SCSI drive with
the third lowest ID number (c)

Note: Some systems will use /dev/srx instead.

This is a special designation used to identify the CD/DVD-
ROM in the system. In reality, the /dev/cdrom ID is just a
symbolic link to the actual device (either hdx or scdx).

scd files identify SATA/SCSI CD/DVD-ROM drives. The
number following scd identifies the CD/DVD-ROM drive
number. Numbering begins at 1, so the first SATA/SCSI
CD/DVD-ROM is scd1.

fd files identify floppy drives. Device numbering begins at
0. For example, /fd0 is the first floppy drive.

tty files identify local terminals on the system. Device
numbering begins at 0. Subsequent terminals are
represented with files that increment by one (e.g., the file
for terminal two is /dev/tty2, and so on).

ttys files identify serial ports. Device numbering begins at
0. Files for subsequent serial ports are represented by files
that increment by one (e.g., the file for serial port two is
/dev/ttyS1, and so on).



Ip files identify parallel ports. Device numbering begins at
0. Files for subsequent parallel ports are represented by
files that increment by one (e.g., the file for parallel port
two is /dev/lp1, and so on).

/dev/lpn

USB devices have their own subdirectory of files to support

d b/fil
/dev/usbffile_name up to 127 USB devices.

/dev/psaux This file is for the PS/2 (Old Technology) mouse port.

st files identify SCSI tape devices. Device numbering begins

d t
[dev/stn at 0.
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8.2. Volume

A volume is a fixed amount of storage space on one or more disks. (Sometimes
the disk itself is called a volume, but this is not correct terminology.)

e An individual disk can contain more than one volume.
e Anindividual volume can span more than one disk.

A volume can be created by subdividing a hard disk into partitions. A partition is a
division of storage space on a drive.

o A primary partition is a physical partition that is ready to receive a file
system when it is created. A hard disk is limited to four primary partitions.

« An extended partition cannot be formatted, so it cannot hold a file system.

« An extended partition can contain logical partitions which are logical (as
opposed to physical) divisions of storage sectors that can be formatted to
hold a file system.

To create a volume, complete the following steps:
1. Partition the hard disk.
2. Format the partition, selecting an appropriate file system.

3. Mount the volume (making it available for use).
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8.3. fdisk

To create partitions on a hard disk, use the fdisk command. fdisk is an interactive
system that requires you to enter values and make choices as you create
partitions (the GUI equivalent of fdisk is cfdisk). You should know the following
facts about creating partitions with fdisk:

fdisk asks you to select a beginning and ending cylinder when you create a
partition.

Instead of indicating an ending cylinder, you can indicate a size using a K
(Kilobytes), M (Megabytes), or G (Gigabytes). For example, +25G creates a
25 Gigabyte partition, which is easier than trying to figure out which
cylinder a 25 G partition would end on.

You can choose the type of partition you want by entering the appropriate
hex code (enter the | to list the hex codes). Common hex codes are:

o 0x82 Linux swap

o 0x83 Linux partition

o 0x85 Linux extended partition
o 0x8e Linux logical partition

You can create primary or extended partitions. (You'll create logical
partitions within an extended partition.)

You do not need to reboot after creating new partitions.

The table below shows common fdisk commands.

fdisk /dev/device_name

Use... To...

List the current partition configuration on the

disk -1
fdis system.

Enter fdisk to create partitions on the named
device.



d (inside fdisk interactive

Delete a partition
program)

| (inside fdisk interactive

List the partition types s orted.
program) ! partit yp upp

m (inside fdisk interactive

he help file.
program) Open the help file

n (inside fdisk interactive

Create a new partition.
program)

p (inside fdisk interactive

View the partition table for that device.
program)

q (inside fdisk interactive

Exit fdisk without saving changes.
program)

w (inside fdisk interactive ~ Write the partition table to disk (i.e., save the
program) file) and exit.

If you want to see how much free space is on a volume, use the df command
followed by a path. For example, use the df /home command to view free and
used statistics for the volume that holds the /home directory.
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8.4. RAID Volumes

For servers and some workstations, you might want to create RAID volumes to
improve performance or provide fault tolerance. For example, a RAID 0
implementation is ideal if your primary concern is storage. The list below
describes the types of volumes you would find in a RAID (Redundant Array of
Independent Disks) configuration:

Volume . L.
Description
Type
A spanned volume combines areas from two or more disks into one
storage unit. A spanned volume cannot contain system or boot files,
Spanned . . . L
and it does not provide fault tolerance (if one of the disks in the
configuration fails, all data is lost).
A striped volume breaks data into units and stores the units across a
i series of disks (as opposed to a spanned volume that fills the first area
Striped i _
with data, then the second area, and so on). A striped volume does
not provide fault tolerance, nor can it contain system or boot files.
A mirrored volume stores data to two duplicate disks simultaneously.
. It provides fault tolerant because if one disk fails, data is preserved on
Mirrored

the other disk, and the system switches immediately from the failed
disk to the functioning disk to maintain service.

Linux provides support for RAID through either hardware with a RAID controller
that performs the RAID calculations, or through software by the kernel. Linux also
supports logical or spanned volume using LVM (Logical Volume Manager). LVM
groups sets of disks into pools to allow you to more easily manage disk arrays and
large filesystems. The pools can be divided into logical volumes that you can
dynamically resize and move without rebooting the system or changing runlevels.

The table below describes the five RAID levels.



Increased Fault Increased Cost

RAID Level
Volume Size  Tolerant Performance Ratio
Yes (best
0-Striping Yes No ( 1:1
performance)
Yes (fastest | No (data is written
1-Mirroring Yes ( ( ,I Wi 2:1
recovery) twice)
3,4-Striping with
dedicated parity
(Parity is a set of Yes Yes Yes n:n-1
data written from
which lost data can
be recovered.)
5-Stripi ith
. r.|p|ng Wi . Yes Yes Yes n:n-1
distributed parity
Y fastest Y best
10-0+1 Yes es (fastes es (bes 4:2
recovery) performance)
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8.6. File System

Linux supports many different file system types. The table below describes some
common file system types.

File

System

Type

ext2

ext3

Characteristics

The second extended filesystem supports Access Control Lists (ACLs--
records of individual permissions) but does not support journaling.
This is the most common Linux file system.

Ext3 stands for third extended file system. It was introduced in 2001.
Developed by Stephen Tweedie. Starting from Linux Kernel 2.4.15
ext3 was available. The main benefit of ext3 is that it allows
journaling. Journaling has a dedicated area in the file system, where
all the changes are tracked. When the system crashes, the possibility
of file system corruption is less because of journaling.

Maximum individual file size can be from 16 GB to 2 TB. Overall ext3
file system size can be from 2 TB to 32 TB. There are three types of
journaling available in ext3 file system. Journal — Metadata and
content are saved in the journal. Ordered — Only metadata is saved in
the journal. Metadata are journaled only after writing the content to
disk. This is the default. Writeback — Only metadata is saved in the
journal. Metadata might be journaled either before or after the
content is written to the disk.

You can convert an ext2 file system to ext3 file system directly
(without backup/restore).



extd4

reiserFS

swap

ntfs

Ext4 stands for fourth extended file system. It was introduced in 2008.

Starting from Linux Kernel 2.6.19 ext4 was available. Supports huge
individual file size and overall file system size. Maximum individual file
size can be from 16 GB to 16 TB. Overall maximum ext4 file system
size is 1 EB (exabyte). 1 EB = 1024 PB (petabyte). 1 PB=1024 TB
(terabyte). Directory can contain a maximum of 64,000 subdirectories
(as opposed to 32,000 in ext3).

You can also mount an existing ext3 fs as ext4 fs (without having to
upgrade it). Several other new features are introduced in ext4:
multiblock allocation, delayed allocation, journal checksum. fast fsck,
etc. All you need to know is that these new features have improved
the performance and reliability of the filesystem when compared to
ext3.

In ext4, you also have the option of turning the journaling feature
“off”.

ReiserFS is the very advanced Linux file system. Because reiserFS was
independently built from the ground up, its journaling capability is
native and more robust, offering a great deal of reliability. It is also
more efficient at storing small files than other file systems. Because
this is a newer file system, you need to make sure your system
supports it. It is quickly becoming a popular file system choice.

A swap file system is used as virtual memory (the portion of the hard
disk used to temporarily store portions of main memory) by the
operating system. (A recommended practice is to make the swap file
equal in size to the amount of memory in your system.)

This is Microsoft's New Technology File System. Linux currently only
supports NTFS for read-only operations. Future Linux versions will
support write operations.



vfat

xfs

vfat is the DOS FAT filesystem with long name support. Support for
vfat must be compiled into the kernel for the system to recognize the
vfat format.

xfs is the file system developed for SGl's IRIX operating system. It
supports journaling and supports large directories.

You should know the following facts about working with file systems:

» You cannot format an extended partition; however, you can create logical
partitions inside the extended partition for formatting.

« The file system uses an inode table which contains several inodes
(information nodes). Each inode describes a different file or directory.
Inodes contain the following information:

o

File size

Data block locations
Last date modified
Permissions

Ownership
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8.7. Formatting Commands

Unlike other operating systems, Linux does not offer a single utility for formatting
drives. With Linux, each file system type has its own format command. However,

there is a single command (called mkfs) that acts as a wrapper command and
which launches the other formatting commands as required.

The following table lists the commands to use for each file system.

To format a
.. . Use... Example
partition with...
mke2fs mke2fs /dev/fd0
ext2 /dev/device mkfs -t ext2 /dev/fd0
mkfs -t ext2 Either command formats the floppy disk
/dev/device with ext2.
mke2fs -j mke2fs -j /dev/hdb2
ext3/extd /dev/device mkfs -t ext4 /dev/hdb2
mkfs -t ext3 Either command formats the second
/dev/device partition on IDE hard disk 2 with ext3.
mkreiserfs mkreiserfs /dev/sda2
Jdev/device mkfs -t reiserfs /dev/sda2
reiser mkfs -t reiserfs Either command formats the second
Jdev/device partition on the first SCSI/SATA hard disk
with the reiser file system.
mkswa mkswap /dev/hdal formats the first
swap /dev/d:vice partition on the first IDE drive as a swap
partition.
kntf
TcleTl /:levice mkntfs /dev/hdal
NTFS mkfs -t ntfs mkfs -t ntfs /dev/hdal

/dev/device

Either command formats the



Jfat mkfs -t vfat mkfs -t vfat /dev/hdal formats with the

/dev/device vfat file system.

mkfs -t xfs mkfs -t xfs /dev/hdal formats with the xfs
xfs ) .

/dev/device file system.

Note: You can also use the following format with the mkfs command:

mkfs.type /dev/device
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8.8. Mounting

Mounting is the process of making a device accessible to users through the
directory tree. The directory to which the device is attached is called the mount

point.

When you mount a volume, you mount it to a directory. When you access
that directory in the file system, you are accessing the volume mounted to
that directory. (Remember that device files are in the /dev directory.)

You should always mount volumes and other storage devices to empty
directories. If you mount a volume to a directory that contains data, the
mounted volume makes that data inaccessible.

The /mnt and /media directories (depending on your system configuration)
are directories that contain mount points specifically for external storage
devices (e.g., CD/DVD-ROM drives, floppy drives, magnetic tape drives). For
example, you can mount a CD/DVD-ROM device to the /mnt/cdrom
directory.

If you get a disk is busy error when unmounting a device, make sure your
current working directory is not in that file system. Also, run the command
Isof to list open files and the pid that has the files open. This will allow you
to close the file or at worse kill the process that has the file open.

Use the mount command with no arguments to show all the current mount
points. df will also show which file systems are mounted to what points.
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8.9. Mounting Commands and Files

Mounted volumes are identified by two files:

« The /etc/fstab file identifies volumes to mount each time the system boots
(it is also consulted when a user does not provide enough information with
the mount command).

« The /etc/mtab file, which you should not edit, is used by the system to keep
track of currently mounted volumes.

The fstab file contains six fields that control how a device is mounted. A common
entry is shown below:

/dev/sda3 /mnt/disk1 Ext4 auto,ro,nosuid,users 0 1

The table below describes each field.
Field Description

This field is the path to the device file or the label that

Device to mount .
describes the volume.

Mount point  This specifies where to mount the device.
Type This specifies the device's filesystem type.

This specifies the additional options accepted when mounting
the device. Options include options for permissions on the
volume (such as read only), and for how the filesystem is
mounted (either automatically or specific users who can
mount the filesystem).

Options can be strung together in a comma-separated list.

Mount options

This number is used by the dump command when backing up

d #
ump the filesystem.

The number indicates when to run fsck (filesystem check)

fsck#
¢ during boot up. The numbers are:



o« 0O=never
o 1=onlyif not unmounted cleanly

o 2=always

You should be familiar with the following mount options that are often used in
the fstab file.

Option

async

auto

dev

exec

owner
ro

rw

suid

Description
Read all I/O files asynchronously.

Allow the volume to be mounted automatically. Use noauto to
prevent the volume from being mounted automatically. Use the auto
parameter typically with floppy devices.

Allow block files to be read from the volume. For volumes with only
user data, use the nodev option to disable this feature on the
volume.

Allow programs and script files to run from the volume. For volumes
with only user data, use the noexec option to disable this feature on
the volume.

Identifies that only the device owner can mount the volume.
Mount the volume read only.
Mount the volume read/write.

Allow the SUID bit to be set on files in the volume. For volumes with
only user data, use the nosuid option to disable this feature on the
volume.



Use to identify a specific user who can mount the volume. Use the
nouser option to allow only the root user to mount the volume.

user

users Use to allow any user to mount the volume.

defaults Default settings are: rw, suid, dev, exec, auto, nouser, and async.

The table below describes the commands for mounting and unmounting devices
and volumes. (Unless otherwise specified, the mount and umount commands are

available only to root.)

Use... To...

mount -t type
/dev/device
/mountpoint

Common mount
options:

Mount a volume or device.

The -t can be optional, but if

« -amountall you mount an ext4 filesystem
filesystems in |without the -t, the system
the fstab file  recognizes it as an ext2

filesystem.
e -rreadonly nesy

(also ro)

e -w read/write
(also rw)

Example

mount -a reads the fstab
file and mounts all volumes
listed (except those with
the noauto parameter)
mount -rt reiserfs
/dev/sdc1 /mnt/reis
mounts the hdcl device
with the reiser filesystem as
read only to the /mnt/reis
mount point.

mount -t is09660
/dev/cdrom /mnt/cdrom
mounts the CD/DVD-ROM
device to the /mnt/cdrom
mount point.

mount -wt vfat /dev/fdO
/mnt/floppy mounts the
fdO device with the vfat
filesystem as read/write to
the floppy mount point.



Unmount a volume or device
from the system. You cannot
unmount a volume or device

if you are in the mount point.

umount /device Before using the command,
umount you must change to a
/mountpoint directory other than where

the files are mounted.
Otherwise, Linux returns a
message that the file system
is busy.

umount /dev/sdc1
unmounts the sdcl device.
umount /mnt/reis
unmounts the device on
the /mnt/reis mount point.
umount /dev/cdrom
unmounts the CD/DVD-
ROM device.

umount /mnt/cdrom
unmounts the device on
the /mnt/cdrom mount
point (most likely a
CD/DVD-ROM device).

Use the mount command all by itself to view currently mounted volumes (in

other words, the contents of the /etc/mtab file).
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8.10. Planning Partitions and Volumes

Prior to installing Linux, you should carefully plan you partition strategy. If you are
not careful, you might finish off the installation with a single partition that holds
all system and user files. A more efficient strategy is to create multiple partitions
based on the types of files held on the partition and the user access needs to the
data. In addition to planning which partitions you need and which files they will
contain, you should also consider the mount options for each volume.

Following are some guidelines to follow to create an efficient partition scheme:

o For multi-boot systems, create a boot partition. Normally, this will hold the
files necessary to boot the system. It is recommended that the boot
partition be a primary partition.

« Keep the root partition as small as possible. Include only those directories
that are needed during boot. Necessary directories include:

o / (the root directory)
o /bin

o /boot (if not included as its own partition)
o Jdev

o Jetc

o [initrd

o [lib

o /proc

o /[root

o /shin

o /sys

« The partition holding the root directory should be on a primary partition
and must be formatted with a Linux filesystem.



e Linux can use either a swap file or a swap partition for the swap area.
Whenever possible, create a separate swap partition. The recommended
size of the swap partition is twice the amount of RAM, up to a maximum of
2 GB on PC computers. To improve performance, you can even put multiple
swap areas on multiple disks.

« Consider creating separate partitions for the following directories. Set
mount options based on the type of files in the directory.

o /tmp mount noexec,nosuid
o /var mount noexec,nosuid
o Jusr mountro

o /home mount nosuid

» Create additional partitions for other operating systems. If your computer
already has an operating system (such as Windows) that takes up most of
the available drive space, use the FIPS utility to split the existing partition
and make room for new partitions (FIPS only resizes existing partitions by
splitting them). Use a third-party utility to resize partitions. Do not use
fdisk, as this will destroy existing data.

« Select the appropriate filesystem for each partition to support the
operating system or provide necessary features.
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