7.1. Kernel Module Commands

A kernel module is similar to a device driver. Modules extend the capabilities of
the kernel. Module types include:

o Device drivers

o File system drivers

o System calls

o Network drivers (protocols and interfaces)
o TTY line disciplines

« Executable interpreters

When the system boots, it uses one of the following files to automatically load
modules (the exact file used depends on the implementation):

o /[etc/modules.conf
o /etc/conf.modules
« /etc/modprobe.conf

You can also load and unload modules manually. The table below lists the most
common module commands.

Use... To... Example

Install modules into the kernel. insmod will

fail if the module you try to load has insmod mousedev
insmod name \unloaded dependencies. Use the -p switch |inserts the
with the name to verify that a specific mousedev module

module was loaded successfully.



rmmod name Remove a module from the kernel.

Reads the /etc/modules.conf file to identify
modaules. It then probes each module to

d d-
epmod - identify dependencies and builds a list of
those dependencies.
I d
smo List all loaded modules.
modprobe -

modprobe |Load a module and with its dependent
name modules.

modprobe -r
name

Remove a module.

rmmod mousedev
removes the
mousedev module

Use depmod -an to
perform the probe
and display the
results on the screen

modprobe reiserfs
loads the reiserfs
and all of its
dependant modules

modprobe -r reiserfs
removes the reiserfs
module
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7.2. Kernel

The compiled kernel is located in the /boot directory. It is named either
bzimageversion_number or vmlinuz. A kernel version is designated by three
numbers: major.minor.revision.

o The Major number which indicates the major revision to the Linux kernel.

o The Minor number which indicates the minor revision and stability of the
Linux kernel. An odd minor number indicates a developmental (not fully
tested, possibly unstable) kernel; an even minor number indicates a
production (fully tested, declared stable) kernel.

o The Revision number which indicates the most current changes to the
version of the kernel.

You might need to update your kernel to:
o Add features
o Patch or update the kernel
o Upgrade to the latest version

If you have a common distribution of Linux, you will often get updated kernels
along with tools to install the kernel automatically. To compile the kernel yourself,
use the following steps:

1. Download and extract the source files. Typically, the files are placed in
Jusr/src/linux or /usr/src/linux-version.

2. Build the configuration script by running one of the following:
o make menuconfig (command line)
o make xconfig (graphical environment)
o make config (command line, long listing during the build)

3. For kernels 2.4 and earlier, build a list of dependencies by running make
dep (otherwise skip this step).

4. Compile the kernel and modules:



o Run make bzlmage to compile the kernel.

o Run make modules to compile the modules.
Note: For 2.6 kernels, simply type make

5. Install the modules and kernel:
o Run make modules_install to copy the modules to /lib/modules.

o Run make install to install the kernel.
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7.3. X Windows

X Windows is a group of components that function together to create a graphical
display. X Windows is the core of this system. X Windows manages the output of
X clients (applications) that process input and return output. Because the user can
manage input from one computer and send output to another computer, X
Windows is referred to as a server component, or X Server. (When you set up X
Server, it is essential that you know what video chipset you are using to ensure
that you install the correct driver.)

The list below shows two common X Windows configuration files:

o /etc/X11/XF86Config--An X Windows implementation system supported by
the XFree86 Project.

o /etc/X11/xorg.conf--An X Windows implementation system newer than
XF86Config supported by x.org.

Although these are two separate X Windows implementations, xorg.conf is
virtually identical to XF86Config. You can edit and customize each file according to
your system's needs.

The easiest way to make changes to the X Windows system is by using one of the
following utilities:

« XF86Config (command-line) or XF86Setup (GUI) for XFree86 version 3.
« Xconfigurator or Xf86cfg for XFree86 version 4

The table below gives descriptions and examples of the most common XF86Config
file sections (the xorg.conf file is virtually identical). You should know that an
actual XF86Config file contains descriptive lines preceded by the pound (#) sign.
The # sign indicates a comment that the system should ignore when reading the
file.



Section

ServerLayout

Files

Modules

Description

This section ties the Screen,
Pointer, and Keyboard sections
together, linking the screen
configuration to one or more
input devices.

This section provides paths to
font information and the RGB

database. The FontPath may be
a path to a font server, which is a
server that sends fonts to clients

on local and remote
workstations. A font server
reduces the work of manually
managing fonts on multiple
workstations in a network. The
RGB database determines the

names of and RGB values for the

colors the system recognizes.

This section specifies which X
server modules to load. load

Xserver modules

3-D rendering, font emulator

Example

Section "ServerLayout"
Identifier "Default Layout"
Screen 0 "Screen0"00
InputDevice "Mouse0"

"CorePointer"

InputDevice "KeyboardQ"

"CoreKeyboard"

InputDevice "DevinputMice"

"AlwaysCore"

EndSection

Section "Files"

RgbPath "/usr/X11R6/lib/X1
1/rgb"

FontPath "unix/:7100"
EndSection

Section "Module"
Load "dbe"
Load "extmod"
Load "fbdevhw"
Load "glx"



InputDevice

Monitor

This section provides
information about the system's
keyboard and mouse (at least).
There should be multiple
InputDevice sections to
accommodate settings for a
mouse and keyboard at a
minimum.

This section provides
information about monitor
specifications, options, and
video modes.

Load "record"
Load "freetype"
Load "typel"
Load "dri"
EndSection

Section "InputDevice"
Identifier "Keyboard0"

Driver "keyboard"

Option  "XkbRules"
"xfree86"

Option  "XkbModel"
"pcl05"

Option "XkbLayout" "us"
EndSection

Section "InputDevice"
Identifier "Mouse0"

Driver "mouse"

Option  "Protocol"
"IMPS/2"

Option "Device"
"/dev/psaux"

Option "ZAxisMapping" "4
g

Option "Emulate3Buttons"
"o

EndSection

Section "Monitor"
Identifier "MonitorQ"
VendorName "Monitor

Vendor"

ModelName "Gateway

EV700"



Device

Screen

DRI

This section provides
information about the video
card. There may be more than
one Device section, but there
must be at least one.

This section links the video card
and the monitor. An active
screen section is referenced in
the ServerLayout section. This
section must include at least one
subsection that to configure the
color depth (which depends on
the driver) and the mode (i.e.,
video modes, the way text and
graphics are displayed on the
screen) among other options.

This section is optional. It
provides information for DRI
(Direct Rendering Infrastructure)
which enables the use of
hardware accelerated 3D
graphics.

DisplaySize 330 240

HorizSync 30.0-70.0

VertRefresh 50.0 - 120.0

Option "dpms"
EndSection

Section "Device"

Identifier "Videocard0"

Driver "s3virge"

VendorName "Videocard
vendor"

BoardName "S3 VIiRGE
(generic)"

VideoRam 4096
EndSection

Section "Screen"
Identifier "Screen0"
Device "Videocard0"
Monitor  "MonitorQ"
DefaultDepth 24
SubSection "Display"
Depth 24
Modes "1024x768"

"800x600" "640x480"
EndSubSection

EndSection

Section "DRI"
Group O
Mode 0666

EndSection



After you have made changes to a file, you need to log out of X Windows
(Ctrl+Del+Backspace) and restart X Windows (startx at the command line). If you
edit an X Windows file, do so at runlevel 3 or below. If you need to troubleshoot X
Windows, use the XFree86.0.log log file in /var/log, which shows you the results
of the last execution of the Xfree86 server. You can also use the XFree86 server,
which can query the hardware to generate an XF86Config configuration file.
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7.4. Managing Printing

The two most common Linux printing services are:
e lpd--line print daemon

e CUPS--Common Unix Print System

CUPS uses IPP (Internet Printing Protocol) which provides a common set of
network printing protocols. It is replacing lpd as the primary Linux print service
(daemon). Use the URL http://servername:631 to manage CUPS printing through
a Web browser. In addition, CUPS (as well as Ipd) supports the commands listed in
the table below.

Use... To... Example
Ipr options filename Send a job to the print queue Ipr prospectus prints
Common Ipr options: (puttlng print jobs |nt.o the the prospectus file
queue is called spooling). to the default queue
o -#x print x number Ipr -P production
of copies prospectus sends

the print job to the
production printer's
print queue
Ipr -#33 prospectus
prints 33 copies of
« -rremove the job the prospectus file
from the queue
after printing

e -h print without a
banner page

e -P printer print to
the named printer



Iprm -P production 6
removes job ID 6
from the production
print queue

Iprm - removes all
jobs from the default
printer

Iprm removes the
current job from the
default printer

Remove jobs from the print
gueue. If executed by a regular
user, the command removes
Iprm -P printername only that user's jobs; if executed
user(s) job#s by the superuser, the command
removes every users' jobs.

Ipq options users’ job #s

Common lpq options:

« -ashow the Query a print queue. If users are Ipq -l tjones 56
contents of all listed, only jobs for those users shows a long listing
gueues are displayed, likewise for job of user tjones' job

numbers. number 56

e -lverbose (long
listing)

o -Pprintername
show the contents
of a specific
printer's queue

You should know the following facts about adding a printer manually.
« To add a printer manually, you need to edit the /etc/printcap file.

« After you modify a printer configuration file manually you need to restart
the printer service. Use one of the following commands to restart the print
service:

o [etc/rc.d/init.d/lpd restart to restart the print service on a system
using BSD or LPRng print daemons.



o Service cups restart to restart the print service if you are using Red
Hat or a derivative.

o /etc/rc.d/init.d/cups restart to restart the print service for other
distributions if you are using CUPS for printing.
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7.5. Samba Printing

Samba provides print support that allows non-Linux clients to access and print to
Linux-based printers. Samba takes print jobs from the clients and sends them on
to the printer, communicating with both the non-Linux client and the Linux print
system. The steps below outline the process through which a Windows client goes
to print to a Linux printer (sometimes you must perform the additional, final step
of deleting the print job from the Samba spool):

1. Windows opens a connection to the printer share.

2. Samba authenticates the client.

w

Windows sends a copy of the printfile to the Samba spool.

E

Windows disconnects from the printer share.
5. Samba sends the job to the printer spool (using the print command).

6. The job prints.

You set the printing parameters in the /etc/smb.conf Samba configuration file.
The table below describes parameters for a minimal Samba print configuration.

Parameter Description Example
[global]

The printing parameter tells Samba which

printing = bsd
print subsystem it should expect to work

fintin with when interfacing with the printer. This tells the Samba
P & lsamba supports several printing s.ystem to use th? BSD
subsystems, including CUPS, LPD, and (i-e., LPD/LPR) print

LPRNG, among others. subsystem.



load
printers

total print
jobs

[printers]

path

printable

public

This parameter, when set to yes, as in the
example, allows Samba to load all the
available printer shares. Using the
parameter this prevents you from having
to specify a separate share for every
printer. If you only want to restrict access
to certain printers or share printers
separately, set the parameter to no.

load printers = yes

This setting designates the maximum
number of jobs that the Samba spool
accepts. Users who send a job after the
spool is full receive an error message. A
setting of O (zero) designates an unlimited
maximum number of jobs.

total print jobs = 50

This parameter defines the location of the
Samba print spool. It must be different
from the print spool for the printing
subsystem.

path =
/var/spool/samba

This parameter lets users submit and
manage jobs at the Samba spool. It should
always be set to yes; if not, smbd will not
load smb.conf.

printable = yes

This parameter allows users to connect

ublic = yes
and print to Samba without a password. P y



This parameter prevents users from
creating or modifying files in the print
spool. Users can perform modifications by
way of print spooling operations (if their
privileges allow them), but they cannot
perform normal read/write functions.

writable writable = no
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7.6. Permissions

As with many other system resources, you can restrict access to printers using the
/etc/lpd.perms file. An lpd.perms file contains a set of rules.

The system attempts to match each request with a rule.

When the system finds a match, the matched action is taken. If the action is
accepting, the system grants permissions.

If the action is rejecting, the system denies permissions. In addition to the accept
or reject parameter, a rule contains a keyword which is part of the pattern the
request must match to activate the rule.

The table below describes keywords commonly found in an Ipd.perms file.

Keyword Description

Use the default setting, which is often accept but can also be set
to reject.

DEFAULT

HOST The host named in the print job.

REMOTEHOST The host making the request.

REMOTEIP The IP address and subnet mask of the host making the request.
REMOTEUSER The user making the request.

SAMEHOST  The HOST and REMOTEHOST are the same.

SAMEUSER  The USER and REMOTEUSER are the same.

SERVER The request originates on the Ipd server itself.



The SERVICE keyword accepts the following arguments:
o C=lpc control request
e Ms=lprm removal request
e P=job printing
SERVICE o Q=lpqg status request
o R=lprjob transfer
o S=lpc status request
o X=connection request

These arguments allow Ipc actions on the print files.

USER The user named in the print job.

Below you can see a typical Ipd.perms file with comments.

#This line allows the root user and the user named
#dbagwell to use Ipc commands on the Ipd server.

#The next line rejects all other Ipc requests.

ACCEPT SERVICE=C SERVER REMOTEUSER=root,dbagwell
REJECT SERVICE=C

#This line allows a user to use the [prm command on
#print jobs as long as he uses it from the machine where
#the request originated.

ACCEPT SERVICE=M SAMEHOST SAMEUSER

#These lines allows root and dbagwell to use Iprm commands.
ACCEPT SERVICE=M SERVER REMOTEUSER=root,dbagwell
REJECT SERVICE=M

#This line allows all other types of operations.
DEFAULT ACCEPT



