6.1. Software Installation

Software for Linux system traditionally comes as source code that users compile
themselves as part of the installation process. Newer methods allow users to
acquire pre-compiled binary programs that can be used with a package manager.
The formats in the list below are the formats in which Linux users can acquire
software.

Format Description

This is a compressed archive of files. Tarball software can be either
source code or pre-compiled binary, but it is generally source code.
« Tarball software comes with a .tar extension.

Tarballs
« A .gz extension appended to the .tar extension means the

tarball file is zipped using the gzip utility.

« A .bz2 extension identifies a file zipped with the bzip2 utility.

Software used with package managers is pre-compiled. Users do not
need to compile it as part of the installation process. Two leading
Package |package managers are

managers ,
« RPM--Red Hat Package Manager (.rpm extension)

« DPKG--Debian Package Manager (.deb extension)

Package managers offer some key advantages over open source tarball
installations. Package managers use a central database to store software package
information such as the following:

o Software version number
o Software release information
o Installation date

« Dependency tracking (ensuring the appropriate software libraries and
programs are present to run the software)



6.2. Tarball

Tarball format is supported by all Linux distributions, so it is useful for distributing
software. Use the following general steps to perform a tarball software
installation.

1. Download the software. Use the tar command to uncompress and extract
the files. Extracting the files creates a subdirectory under the working
directory that contains the source code.

2. The subdirectory contains a README file and an INSTALL file with
information about the software and installation instructions. If these files
exist, read them for detailed instructions on how to install the software.
Most tarballs install using the following process.

3. Move to the subdirectory and run ./configure to allow the program to
check your system configuration and prepare a list of what to compile
inside a file called makefile.

4. Run the make command to use the information in the makefile to compile
the software through the GNU C Compiler (GCC).

5. Switch to the root user and run make install to move the compiled binary
files to the appropriate location in the filesystem (generally into the
subdirectories of the /usr/local directory).

When using the tar command, use the following syntax: tar option(s) filename

The following table lists the most common options for the tar command.

Option Description
-f Identifies the source as an archive file.
-X Extracts the files in the tarball.
-v Enables verbose mode to list files as they are extracted.

Unzips a file compressed with the gzip utility (check for the .gz
extension in the file).



Unzips a file compressed with the bzip2 utility (check for the .bz2
extension in the file).

The following table lists several examples of extracting software with the tar
command.

Example Action

Uncompresses and extracts the appl.tar.gz file.
tar -xzvf /root/appl.tar.gz Because the file was compressed with gzip (.gz
extension), use the -z switch with the command.

Uncompresses and extracts the appl.tar.bz2 file.
tar -xjvf /root/app2.tar.bz2 Because the file was compressed with bzip2 (.bz2
extension), use the -j switch with the command.

Extracts the app3.tar file.
tar -xvf /root/app3.tar  The file is not compressed, and therefore does
not require the -z or -j switches.
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6.3. Package Manager

A package manager is a software application that installs and maintains software.
The package manager maintains a database of software information that you can
guery to view installed software. However, package managers do not allow users
to compile the software as part of the installation process.

Two common package managers include:

« RPM--The Red Hat Package Manager is the most widely supported package
manager.

o DPKG--Similar to rpm, the Debian Package Manager is designed to manage
software for Debian Linux. It offers functionality equal to rpm, but it is not
as widely supported or distributed.

While a package manager alleviates software installation problems, it does not
take care of all the problems. Because packages have dependencies, you may find
that you need to find and install three or four separate packages to install a single
software package. However, there are front-end package manager applications
that track dependencies and find packages for you. Common front-end
applications include:

o APT--Advanced Package Tool originally developed for use with Debian
(used with both RPM and Debian). APT is a command line tool. Use Synaptic
for a GUI interface to APT.

e YUM--Yellow Dog Update Manager originally developed by Yellow Dog
Linux (used with RPM).

o URPMI--Works like APT but developed by Mandrake (used with RPM).

These package management tools work by using a list of software repositories
where the package tool can find software packages. When you install a new
software package, the package manager tool:

o Checks to see if the necessary dependencies are installed on the system.

« If not, the package tool uses the source list to find and install the proper
dependencies.



6.4. Package Manager Commands

The table below lists the most common rpm commands.

Use...

rpm option(s)

To...

Install a software

filename.version.architecture.rpm |package.

Common installation options:

e -iinstall

e« -vverbose

e -h hashmarks (to show

progress)

rpm -U

filename.version.architecture.rpm

rpm -e filename

rpm -F filename

Upgrade an existing
software package. If
the software does
not exist on the
system, -U acts as
the -i option.

Erase (uninstall) a
software package.

Upgrade a package
that is already
installed on the
system. If the
package does not
exist on the system,

Example

rpm -ih mozilla-1.7-
0.2.0.i386.rpm installs
the Mozilla Web
browser and mail
reader.

rpm -Uh mozilla-
1.7.2-0.2.0.i386.rpom
upgrades the Mozilla
Web browser and mail
reader with the newer
file.

rpm -e mojo-2.8.3-
1.i386.rpm uninstalls
a Web-based mailing
list manager.

rpm -F mojo-2.9.1-
1.i386.rpm locates the
package and upgrades
it if an older version is
currently on the

rpm -F will not install |system.

it.



rpm -q filename

Options that commonly follow -q:

e -iinfo (detailed listing)
o -llist package files

o -aall (show all installed
packages)

rpm -qa | grep string

rpm -V package name

Query the rpm
database to find
information about
installed software
packages.

Query the database
for text that matches
string. This is useful
if you know part of
the file name of a
software application.
The | (pipe)
parameter redirects
the results of the -qa
options to the grep
shell command
which filters out all
information that
does not match
string.

Identify missing files
in a package or
package
dependency.

rpm -qi crafty-16.6
returns information
on the crafty chess

game.

rom -qa | grep
voicecontrol returns
information on a voice
recognition software
package.

rpm -V bash identifies
any files missing from
the bash package.

Note: When using rpom to update software, you might get a message stating:
cannot get shared lock on database. When you update the rom database, the
program creates a lock on the database to prevent other processes from
modifying the database at the same time. To correct the error:



o Close any other programs that might be using the rom database.

« Check for stale lock files (lock files that were not deleted properly) and
remove them.

Another area of concern when working with software is shared libraries. Shared
libraries are code that is loaded into memory and reused by several different
programs. Be aware that you can experience shared library problems if you install
two different packages that include the same shared library.

You can also run the rpm flag checksig atrpm to check the digests and signatures
in the package to ensure the integrity and origin of the package.

The table below lists common APT and YUM commands.

APT
YUM Command Purpose
Command
Download package lists (lists of the latest versions
of software). You should run this command before
apt-get . . :
yum list upgrading or updating packages so that you work
update . .
off the latest listings. You can also schedule this to
run periodically to keep your listings current.
Aptcet Upgrade the packages on your system by
L8 yum update |downloading, configuring, and replacing packages
upgrade
that have been changed.
apt-get Upgrade an entire distribution. This can be a very
dist- yum upgrade |dangerous procedure and can break the rpm
upgrade database.
Install or upgrade listed software packages. You
apt-get d I k t a time by listing th
-p ge yum install can do several packages a ? ime .y isting the
install names of the packages behind the install
package . .
package command. This command installs new

dependencies, as well.



6.5. Archive and Backup

Archiving is the process of moving data to a more permanent storage location.
When files are archived, they are often compressed and moved to a media other
than hard disk. Backups are one form of archival whose purpose is to create
copies of data for retrieval in case of a storage failure.

Following are several common archive and backup utilities in Linux.

Utility

tar

dump
restore

cpio

Description

tar (short for tape archiver) creates an archive file directly on a
filesystem or directly on a device. tar allows you to create new archives,
extract files from existing archives, update files in existing archives, or
store additional files in existing archives.

dump saves the entire contents of a volume. Use restore to restore data
saved with dump.

cpio is an archive utility. You can use cpio to do three things:
« Copy files to an archive (copy-out mode).
o Extract files from an archive (copy-in mode).
o Copy files to a different directory tree (copy-pass mode).

cpio differs from tar in the way that it accepts file names from input. tar
assumes that you want to archive everything under the current
directory. cpio, on the other hand, requires you to specify exactly which
files you want to archive; it wants a one-filename-per-line list of files for
archiving like you would get from Is or find.

When used with the Is command, cpio archives only the files in the
current directory. When used with the find command, cpio archives files
recursively (the current directory, its contents, and all subdirectories and
their contents). By default, cpio neither creates directories nor
overwrites files during extraction. You need to include options to force
cpio to perform both actions.



Keep in mind the following recommendations for performing backups:

« Regularly back up directories holding user data (such as /home, /etc, and
/usr/local). You want to back up files that change often more frequently.

« Occasionally back up files that change periodically (such as /root or /boot).

« Rarely (if ever) back up files that are static in content and which can be
restored from other places (such as /usr).

o Never back up temporary files that have meaning only while applications
are running (such as /tmp, swap areas, or application executable
directories).

o Schedule the tar command to run at regular intervals to automatically
perform backups.

« Verify backups after they are finished.

o Do not do backups during busy system times. Some files might be open,
and the backup process could affect system performance.

o Test your backups to make sure that nothing important is being missed and
to ensure you can recover important data when you need to.
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6.6. Archive and Backup Commands

The basic format for using tar for backups is:
« tar -cf filename source(s) to create the file
« tar -xf filename to extract the file

The following table lists the most common options for the tar command.
Option Description

-f  |Identifies the source as an archive file.

-c  |Creates the archive file.

-x  |Extracts the files in the tarball.

-v  Enables verbose mode to list files as they are extracted.

Zips or unzips a file using the gzip utility (hormally named with a .gz
extension).

Zips or unzips a file using the bzip2 utility (normally named with a .bz2
extension).

-C |Includes the directory path structure in the tar file.

Following are several examples of using the tar command to create backups.

« tar -cvf myfiles.tar /home/userl backs up all files in the /home/userl
directory and creates the myfiles.tar file.

o tar-cvf/dev/st0/2004a.tar /var backs up all files in /var to the stO device.
o tar-czvf myzips.tar.gz /sales1 creates a gzip (-z) compressed backup file.

o tar -cjvf myzips.tar.bz2 -C /sales1/report creates a bzip2 (-j) compressed
archive of the report file and includes the directory path in the archive file
(-C).

The table below describes common cpio options.



Option Description
-0 |Creates the archive by invoking copy-out mode.

Invokes verbose output, showing file names as they are added to the
archive.

-i |Extracts files by invoking copy-in mode.

-u  |Overwrite existing files.

-d  |[Extract (recreate) directories during an extraction.
-t View archive contents without extracting files.

-p  |Pass (copy) files to a new directory (copy-pass mode).

The following table gives several examples of the cpio command.

Example Action

Use a command like this to archive
the contents of the current directory.
Use the | with the Is command to
send the files to cpio. The o option
creates the archive; the v option lists
the files as they are archived; and the
> redirects the cpio output to the file,
which you give a name of your choice
(you can end the file with a .cpio
extension so that you can keep track
of it).

Is | cpio -ov > filename.cpio



Use a command like this to extract the
contents of filename into the current
directory. Remember, however, that
cpio does not recreate directory

cpio -i < filename.cpio structures by default. Any directories
that appear after using this command
will be empty. To recreate the
directory structure, include the d
option.

Use a command like this to archive a
directory tree (the current directory,
its contents, subdirectories, and their
contents. The d option used with the

find -d . -print | cpio -ov > filename.cpio find command prevents file
permissions from interfering with the
backup. The print option sends the
find results to standard input, which is
piped to cpio.

Use a command like this to copy a

find -d . -print | cpio -pvd directory . _
directory structure to a new directory.
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