4.1. Permission

Every file has an inode (information node) that stores information about the file,
including when the file was last modified, file size, data block location,
permissions, and ownership (remember, directories are also files in the Linux
system). The portion of the inode that stores permission information is called the
mode. The mode has three sections:

o User (owner) permissions
o Group (group owner) permissions
o Other (everyone on the Linux system) permissions

There are three types of permissions contained in the mode, each of which is
described in the table below.

L. Letter Allowed Actions Allowed Actions on
Permission L. Octal Value . ) .
Abbreviation on Files Directories

List directory contents

100 (binary |Open and read  |if the execute
Read r

4 (decimal) the file permission is also
present
Add, delete, and
. 10 (binary) Open, read, and rename files if the
Write wW ) ] ) C
2 (decimal) ledit the file execute permission is
also present
) Execute the file )
1 (binary |, _. . Enter the directory
(if it is a program o
Execute X and ) and work with its
, file) or the shell
decimal) ; contents
script

When you identify permissions, you can either use the letter abbreviation (r, w,
x), or the octal number that corresponds to the permission. The following graphic



shows a detailed depiction of how permissions are displayed and how they can be
referenced.
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You should note the following facts about the mode:

o Ad preceding the permissions indicates that the object is a directory. A -
identifies a file (the example above is for a file).

o Permissions are grouped according to user, group, or other permissions.
« If a permission has not been assigned, a - takes its place in order.

o When using numbers to represent permissions, add the decimal numbers
together within each permission group. Then string the numbers together.
For example, the permissions in the graphic above can be represented by
the number 764.

o The root user has all permissions to files and directories regardless of what
the mode indicates.

Default Permissions and Umask
By default, files receive rw-rw-rw- (666) permissions, and directories receive
rwxrwxrwx (777) permissions when they are created.

In most cases, the default assignment gives excessive permission to files and
directories.

You can customize the default permission assignments by setting a umask. The
umask identifies which permissions are removed from the default permissions
when files and directories are created. The following table shows what happens
when you set a umask value of 022.



Files Directories

. . 666 777
Default Permission
rw-rw-rw- rwXrwxrwx
Umask 022
644 755
Result
rw-r--r-- rWXr-Xr-x

In the example above, when you create a file, the umask value (022) is subtracted
from the default permissions for new files (666). This gives you permissions of 666
- 022 =644 or rw-r--r--.

Note: When subtracting permissions using the umask, use binary math (not
decimal math) to identify the exact permissions removed. Be sure to remove
permissions from the system defaults, not from all permissions (777 for both files
and directories).

Additional examples of umask calculations are:

o A umask of 066 results in file permissions of rw-------- (600) and directory
permissions of rwx--x--x (711).

o A umask of 033 results in file permissions of rw-r--r-- (644) and directory
permissions of rwxr--r-- (744). Notice that the file permissions are not 633
as you would get if you performed decimal math using the umask setting.

o A umask of 011 results in no changes to file permissions (the x permission is
already removed by default) and directory permissions of rwxrw-rw- (766).
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4.2. Ownership

When a user creates a file (or directory), the user and the user's primary group
receive ownership for the file (or directory). File ownership determines which
users are allowed to change the file's ownership and permissions. Only a file
owner and the root user can change file ownership or permissions.

The three permission settings in the table below comprise a "fourth group" that
also affects file ownership. You need to understand how to work with these
settings in conjunction with permissions.

Settin Letter Octal Description
& Abbreviation = Abbreviation P
If the SUID bit is set, the program
will run with the permissions of the
file owner, not with the
permissions of the user who runs
s in the execute the program.
permission The most common use of SUID is
SUID (Set position of the 100 (binary) t© allow users to run a command
User ID) u?er' 4 (decimal) 35 the root user. Users do not
permissions become the root user, but rather
Example: the command or program runs as if
rwsrw-rw-

executed by the root user.

Some programs require the SUID
bit set for proper functionality.

Be careful in setting the SUID bit as
it could give a program too many
permissions.



s in the execute

permission If the SGID bit is set, the program
osition of the will run with the group permissions
SGID (Set | P 10 (binary) group p
group . of the group owner.
Group ID) . 2 (decimal) _ o
permissions This can also present security risks
Example: to your system.
rwxrwsrw-
tin the execute
. This marks the file in such a way as
permission o .
. to prevent the file's deletion from
position of the .
. . 1 (binary and the system by anyone except the
Sticky Bit other . . , . .
e decimal)  [file owner. Setting the sticky bit
permissions , _
works particularly well with shared
Example: .
files.
rwxrw-rwt

Each fourth group setting precedes the standard octal representation of a set of
permissions. For example:

e 4421 sets the SUID

o 2421 sets the SGID

o 1421 sets the sticky bit

e 6421 sets both the SUID and SGID
e 7421 sets all three

Notice how in each case, only the first number changes to identify the fourth
group settings. User, group, and owner permissions remain the same in each
example.
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4.3. Permission Commands

The table below lists the most common commands for managing file permissions.

Use...

chmod

To...

Add a permission for a

category+permission user, group, or other

filename

chmod category-

(category) to a file.

Remove a permission for

permission filename a user, group, or other

chmod

from a file.

Makes the permission

category=permission equal to the permission

filename

chmod number
filename

umask

specified for the user,
group, or other for the
file.

Sets the permissions for
the file according to the
numbers represented for
each mode category.

View the current umask
setting

Example

chmod u+x,g+x,0+x myfile

This syntax adds the execute
permission to the file myfile for
user, group, and other.

chmod g-w,o-w myfile

This syntax removes the write
permission for group and other
from the file myfile.

chmod u=rwx myfile

This syntax grants the user read,
write, and execute permission
for the file myfile.

chmod 711 myfile

This syntax grants the user read,
write, and execute permission
(7) while group and other both
receive execute permission (1)
for the file myfile.

022 is the typical umask setting.



umask number  |Change the default
umask (normally 022).

umask 007

This syntax sets the umask to
remove nothing from the user or
group but to remove all
permissions from other.
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4.4. Ownership Commands

The table below lists the most common commands for managing file ownership.
Use... To... Example

View a long file listing. A
long file listing shows the
ownership, permissions, drwxr-xr-x 22 root root 4096 Jun 19

Is -l

and names for the files  15:01 sales

(among other

information).

Change the ownership of

chown user a file (or directory). Only chown. pmorril /sales/report makes
. the root user or owner of pmorril the user owner of the
filename

the file can execute this |/sales/report file
command.

Change the ownership of
the file recursively
throughout the directory

chown -R pmorril /sales makes

chown -R user pmorril the owner of all files in the

filename /sales directory (and below)
tree.
chown Change the user and chown pmaxwell:sales /sales/report
user:group  |group ownership of the ' makes pmaxwell the user owner and
filename file. sales the group owner of the file

chown :sales -R /sales makes the
sales group the owner of all files in
the /sales directory

chgrp sales /sales/report makes the
sales group the group owner of the
file

chown :group Change the group owner
filename of a file.
chgrp group
filename



4.5. File Management Commands

The table below lists the most common file management commands.

Use...

cat filename
filename

cdrecord
options

dev=###
speed=#

filename

cp source
destination

diff filename

filename

To...

Append the second

file to the end of the
first and display the
output on screen.

Write a fileto a

CD/DVD-RW device.

Copy a file to a new
location. When you

copy a file, you

create a new file. File

ownership and

permission comes
from the user who
ran the cp command.

Find the differences
between two files.

Example

cat cam_proj new_specs combines the
new_specs file with the cam_proj file.

cdrecord -v dev=0,0,0 speed=2 -data
/home/jwalton/multimedia_project
writes the multimedia_project file to the
CD/DVD-RW device as a data file.

The -data option creates a data cd, and
the -audio option creates an audio cd.
The -v (verbose) option allows you to see
recording progress.

cp proj /ongoing/projects

cp proj /ongoing/projects/proj

Either command copies the proj file to
the /ongoing/projects directory.

diff cam_proj cam_proj1 finds the
differences between the two named
files.



file filename(s)

In filename
filename

mkdir directory
name

mkdir -p path

mv source
destination

View the file type(s)
for the designated
file(s).

Create a hard link
between files. A hard
link creates an exact
copy of a file. You can
create an unlimited
number of hard links
to a file, but they all
have to be on the
same file system.
Using the -s option
allows you to create
a symbolic link to a
file. A symbolic link is
a shortcut to the
original file.

Create a directory.

Create a directory
tree structure.

Move a file to a new
location. This is also
the command used
to rename an existing
file using a new
name. When you

file /bin/* | less shows the file type for
each of the files in the /bin directory.
(This command pipes the output to less
to allow you to view each file line-by-line

or page-by-page.)

In /home/jsmith/projects
/home/edunford/projects creates an
exact copy of /home/jsmith/projects in
/home/edunford/project.

mkdir projects creates a projects
directory in the current working
directory.

mkdir -p completed/projects creates the
completed/projects subdirectory in the
current working directory.

mv ongoing/projects/proj
completed/projects/proj moves the proj
file from /ongoing/projects to
/completed/projects.



rm filename

rm -f filename

rmdir directory

rm -r directory

touch filename

du path
Common
switches
include:

e -clista
total

move a file,
permissions stay the
same (although you
need the permissions
to move the file).

Delete a file.

Delete a file without
a warning prompt.

Delete a directory
(the directory must
be empty).

Delete a directory
and its contents (use
the -rf switches
together to delete
without prompting).
Take care with this
command because
rm -rf* deletes all
files in the system.

Change a file's
timestamp.

List files and file sizes
in and below the
specified directory.

rm proj removes the proj file the
system.

rm -f proj immediately removes the proj
file from the system without prompting.

rmdir /projects -- Removes the projects
directory from the system.

rm -rf completed/ removes the directory
structure beginning with the /completed
directory.

rm -rf * removes all files without
prompting (do not use this command).

touch proj changes the access and
modification times of the proj file to the
current time.

du -c /home/badams lists all files and
directories in badams' home directory
along with a file size and a total amount
of space taken up by the directory.



number du -c -s /home/badams shows the total
for the amount of space taken up in badams'
size home directory.

-h display
the
output in
human
readable
format
(bytes,
KB, MB,
GB)

-s list only
the total,
not each

file

List the free space in

the partition holding

the specified df /home lists the free space on the
directory. (Use the -h |partition that holds the /home directory.
option to get human

readable output.)

df path

You should also know the following facts about working with files:

Hidden files (files not shown by the Is command) are files that start with a
period.

To show hidden files with the Is command, use the -a option.

Commonly used commands often use aliases (an alias is a shortcut to a
command). Two common aliases are

o Il=ls-I



e You can set up command aliases of your own in .bash_profile file in your
home directory. This is one of several files that set the system
configuration. .bash_profile executes after the systemwide profile file,
/etc/profile.

« To execute programs:

o Enter the executable name to run a program directly. (This only
works for files that are on your path.)

o Enter ./filename to run an executable when you are in a directory
that is not on your path.

o Enter the full pathname to the file to run an executable from
anywhere.
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