3.1. User and Group

User accounts control the ability to log on to a system, access resources, and
perform certain actions. Groups provide a means of grouping users for
administrative purposes such as assigning permissions to files.

When you work with users and groups, you will use a friendly name (such as mary
or sales) to refer to the user or group. However, the system uses ID numbers to
identify users and groups.

o The user ID (UID) and the group ID (GID) are typically automatically
assigned by the system (although in some cases you can modify the ID
number if you like).

o The root user has a UID of 0.
« Users you create are assigned UIDs 500 and above.
Users can be members of two different group types:

o Primary group (also called the private group). By default, when you create
a user, a corresponding group is also created. The user is the only member
of this group. When you create files and directories, the primary group is
automatically made the owner of those files.

o Secondary groups. Secondary groups are groups you create. You assign
members to those groups, and then use permissions to control access to
files.

Note: The primary group is just a group like any other group. The only difference is
that the user account specifically identifies the primary group for each user.

The user and group databases are stored in the following files:

File Description

Holds user account information including the username, UID,

etc/passwd
[etc/p primary group membership, and the home directory location.



Holds passwords and password expiration information for user
/etc/shadow |accounts. Using a separate file increases the security of the
user passwords.

Holds group information including the group name, GID, and

t
/etc/group group membership information.

/etc/gshadow |Holds passwords for groups.
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3.2. User Commands and Files

User account information is stored in two different files. The table below
describes these files and their sample content.

File

[etc/passwd

Contents

Each line identifies a user account.
Each line contains multiple fields, with each field separated by a

colon.

Shown below is a sample line from the passwd file:

pclark:x:501:501:Petunia Clark:/home/pclark:/bin/bash

The fields within this line are as follows:

1.
2.

User account name.

Password. An x in the field indicates passwords are stored
in the /etc/shadow file.

User ID number.

Primary group ID number, typically this number matches
the UID number.

GECOS field, typically used for a description or the user's
full name.

Path to the home directory.

Path to the default shell.



Like the /etc/passwd file, each line corresponds to a user
account.

Each line consists of fields separated by colons.

Shown below is a sample entry:

pclark:$ab7Y56gu9bs:12567:0:99999:7:::

The fields within this line are as follows:
1. User account name.

2. Password. The S in front of the password identifies the
password as an encrypted entry.

3. Last change. The date of the most recent password
/etc/shadow change, measured in the number of days since 1 January
1970.

4. Minimum password age. The minimum number of days
the user must wait before changing the password.

5. Maximum password age. The maximum number of days
between password changes.

6. Password change warning. The number of days a user is
warned before the password must be changed.

7. Grace logins. The number of days the user can log in
without changing the password.

8. Disable time. The number of days since 1 January 1970,
after which the account will be disabled.

Although it is possible to edit the passwd and shadow files manually to manage
user accounts, doing so can disable your system. Instead, use a GUI utility or the
following commands to manage user accounts.



Use...

useradd name

useradd -c text name

useradd -d path name

useradd -u /ID name

usermod name

usermod -l newname name

To...

Create a user account. By
default, when you create a

Example

user account, you create a \useradd pmaxwell

home directory for that

user with the same name

under
/home/<username>

Add a description for the

account in the GECOS field

of /etc/passwd

Assign an absolute
pathname to a custom
home directory location.

Assign the user a custom
UID. This is useful if you

want to assign ownership
of files and directories to a

different user.

Modify an existing user
account.

usermod uses the same
switches as useradd.

Rename a user account.
When renaming the

creates the pmaxwell
user account

useradd -c "Paul
Morrill" pmorril creates
the pmorril account
with a comment

useradd -d
/tmpusr/sales1 sales1
creates the salesl1 user
account with home
directory located at
/tmpusr/salesl

useradd -u 789 dphilips
creates the dphilips
account with user ID
789

usermod -c "Paul
Morril" pmorril
changes the comment
field for user pmorril

usermod -l esmith -d
/home/esmith -m

account, use the -d switch |ejones renames the



to rename the home
directory, and use the -m
switch to copy all files
from the existing home
directory to the new home
directory.

Modifies the default shell
usermod -s path name  setting for the user
account.

Remove the user from the
system.

userdel name

Remove the user and the

userdel -r name , ,
user's home directory.

ejones account to
esmith, renames the
home directory, and
moves the old home
directory contents to
the new location

usermod -s /bin/tsch
esmith points the shell
for esmith to /bin/tsch

userdel pmaxwell
deletes the pmaxwell
account while leaving
the home directory on
the system

userdel -r pmorril
removes both the
account and the home
directory

Note: If you ever edit the user database files manually, use the vipw command.
This command locks the user files and opens them in vi for editing.
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3.3. Group Commands and Files

Group information is stored in two different files. The table below describes these
files and their sample content.

File Contents

Each line identifies a group.
Each line contains multiple fields, with each field separated by a

colon.
Shown below is a sample line from the passwd file:

sales:x:510:pclark,mmckay,hsamson

The fields within this line are as follows:
[etc/group

1. Group name.

2. Group password, this field will have an x if group
passwords are contained in the gshadow file.

3. Group ID.

4. Group members, a comma-separated list of user accounts
that are members of the group.

Like the /etc/group file, each line corresponds to a group.
Each line consists of fields separated by colons.
Shown below is a sample entry:

sales:!:pclark:pclark,mmckay,hsamson

/etc/gshadow
The fields within this line are as follows:

1. Group name

2. Group password. The group password allows users to add
themselves as members of the account. If the field contains
a single exclamation point (!), the group account cannot be



accessed using the password. If the field contains a double
exclamation point (!!), no password has been assigned to
the group account (and it cannot be accessed using the
password). If there is no value, only group members can
log in to the group account.

3. Administrators. This field contains a list of users (in
comma-delimited format) who have authorization to
administer the account.

4. Group members, a comma-separated list of user accounts
that are members of the group.

Use the commands in the table below to manage Linux groups.
Use... To... Example
groupadd name Create a group. groupadd sales creates the sales group

groupmod -n Change the name of a \groupmod -n sales2 sales renames the
newname name group. sales group to sales2

groupdel name Delete a group. groupdel mktg deletes the mktg group

Change a group

password (use the -r [ Typing gpasswd sales prompts you to
option toremove a  |type the group password

group password).

gpasswd name

Log in to a new group.

You must have the Typing newgrp sales prompts you for
newgrp name |group password to the password for the sales group so you

complete this can login

command.



usermod -g  Assign a user to a
group user  primary group.
Assign a user to a
secondary gro or
usermod -G y group (
rounl.aroup? groups). Follow the
groupL.group< | o imand with a
user

comma-separated list
of groups.

useradd -g pmaxwell pmaxwell assigns
primary group membership for user
pmaxwell to the pmaxwell group

usermod -G sales,mktg pmorril
removes all existing group assignments
for pmorril and makes the user account
a member of the sales and mktg
groups. (You can remove a user from all
secondary groups by using the
command usermod -G "" user.)

Note: When you assign a user to one or more secondary groups, all existing
secondary group membership is removed before assigning the user account to the

listed groups.
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3.4. Quota Commands

Hard disk quotas limit the amount of space users and groups have available for
either restricting the number of files and directories they can create or the total
size of all their files and directories. There are two types of quotas:

o Soft limits--A soft limit allows the user to extend the limits of the disk
quota.

o Hard limits--A hard limit is a fixed limit that the user cannot modify.

To use quotas, the /etc/fstab file must contain quota entries for the filesystem.
There are two quota entries:

« usrquota (to establish quotas for users)

« grpquota (to establish quotas for groups)
A typical quota entry in an /etc/fstab file looks like this:
LABEL=/ / ext3 defaults,usrquota,grpquota 1 1

With quota entries in the /etc/fstab file, the quotas initialize during the boot
process. You can also turn quotas on and off using the quotaon and quotaoff
commands.

The table below describes common commands for working with quotas.
Command Description

The quota command by itself returns the user's quota.
By including the -u option and a username, you can
view the quota of another user.

quota
quota -u username

You must run this command after placing the quota
entries in /etc/fstab to create the /aquota.user and
/aquota.group files. The -m option allows the quota
database to update even if other processes are
running on the filesystem. The -a option updates the
guota database. The -v option runs the command in

quotacheck -mavug



quotaon /

quotaoff /

edquota -u username
edquota -u -t username

verbose mode. The -u and -g options run the database
updates for users and groups.

Use this command to turn quotas on for the
filesystem.

Use this command to turn quotas off for the
filesystem.

Use this command with the -u switch to edit a user's
guota. If you include the -t switch, you can also
increase or decrease the default time (seven days)
during which a user can extend soft limits.
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3.5. The root User Account

The root user account is the Linux system superuser. It is created during the
installation process, and it receives the account number 0 (zero). (Normal user
accounts receive ascending numbers beginning at 500.) As such, the root user can
perform any task. Because of this, it is important that you protect the root user
account. Follow these recommendations.

« As an administrator, create a user account that gives you sufficient
permissions to perform most of your daily accounts. Use this account
instead of the root user account when logging in to the system.

« When you have to perform tasks that require the root user account, use
the su command to switch to the root user and execute the command.
When you are finished executing commands, use the exit command to
revert to your regular account.

In particular, you will use the su command to switch users (log on as a different
user) and perform system tasks.

Use... To... Example

su -l root
Log in to a different |su - root
su-l name |useraccount.lfno  su-
su-name |name is specified, the su -/
root user is assumed. [Each command here switches to the root
user.

su -c "Is /home/rgurate" -I switches to the
su -C Execute a single root user and executes the Is command on
‘command' -I command, logging in the user rgurate's home directory. (You can
name as a different user.  enclose the command in either single or
double quotation marks.)



You can also give individual users or groups the ability to execute commands as
the superuser by using the sudo command. You should know the following facts
about the sudo command:

« Users and the commands they are entitled to execute are stored in the
/etc/sudoers file.

« To give a user the ability to execute a command, create an entry in the
/etc/sudoers file. For example, if you want the user tsampson to execute
programs in the /bin and /sbin directories, enter tsampson ALL= /sbin/,
Jusr/sbin in the sudoers file.

o When users need to execute the command, they use the sudo command
followed by the command they want to execute.

o Users will be prompted for a password before the command will execute.
This is the current user account password, not the root account password.

« sudo logs information about the users and the commands they run (or try
to run).

As you administer the system and switch users to perform system tasks, you
might need to identify the currently-logged in user or all logged in users. Use the
following commands to help identify logged in users:

e who -u shows all users logged in to the system.

e whoami shows the current user's login name.
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3.6. Password and User Account Security

The first step to securing user accounts on your system is to use the shadow
password file. When you use shadow passwords, passwords are removed from
the /etc/passwd file, encrypted, and placed in the /etc/shadow file.

By default, shadow passwords are enabled during installation.

You can use the following commands to control use of shadow passwords after
installation:

o Enter pwconv at the command line to use shadow passwords (use
/etc/shadow instead of /etc/passwd). Enter grpconv at the command line
to use the /etc/gshadow file for groups.

« Enter pwunconv at the command line to stop using shadow passwords (use
/etc/passwd instead of /etc/shadow). Enter grpunconv at the command
line to stop using the group shadow file.

Another way to protect user accounts is by using complex passwords.
Complex passwords:

o Contain a minimum of eight characters

o Must contain a mix of lower case and upper case letters and numbers

« Do not contain recognizable patterns (such as words or the user account
name)

Linux automatically enforces complex passwords. However, as the root user you
can set a password that does not meet these complexity requirements.

Finally, you can protect user accounts by setting passwords, disabling accounts,
and configuring password expiration times.

The following table shows the commands to configure user account security.



Use... To...

Assign or change the
password for a user. You will
be prompted to enter the
password.

passwd name

Remove the password from

passwd -d name
an account.

Set the number of days a
password can be used
(password expiration time).

passwd -x # name

Set the minimum number of
passwd -n # name |days a password exists
before it can be changed.

Set the number of days
passwd -w # name before the password expires
that the user is warned.

Set the number of days

passwd -i # name ¢o||owing the password
expiration that the account
will be disabled.

Example

passwd badams changes the
password for the badams
account.

Use passwd without a user
account to change the current
user password.

passwd -d badams removes
the password from the
badams account.

passwd -x 40 badams requires
badams to change his
password every 40 days.

passwd -n 10 badams means
that badams cannot change
his password for 10 days
following the most recent
change.

passwd -w 2 badams means
that badams will be warned 2
days before his password
expires.

passwd -i 7 badams will
disable the badams account
after 7 days if the password is
not changed.



Disable (lock) an account.
usermod -L name These commands inserta! Passwd -l badams locks the

passwd -l name |pefore the password, badams account.

effectively disabling the
account.

passwd -u badams unlocks

usermod -U name
Enable (unlock) an account.  the badams account.

passwd -u name

As you examine the /etc/passwd and /etc/shadow files, be aware of the
following special cases:

« Anxinthe password field of /etc/passwd indicates that shadow passwords
are used.

o A !forthe first character in the password field for a user account identifies
the account as disabled.

o Any single-character entry in the password field means the account is
disabled and no password is set.
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