2.1. Shell

The shell is the interface between the user and the operating system. Via the
shell, users and programs send commands to the kernel. Commands sent through
a graphical interface or through applications interface directly with the shell
without any noticeable events. In many ways, the shell is much like the CMD
command interpreter. You can also open a terminal session or a command
prompt window to type commands and receive responses back (similar to a CMD
prompt in Windows).

Although most Linux distributions now include a graphical interface, and many
administration tools have been converted to a graphical format, as an
administrator you will find that some tasks are best performed from the
command prompt. In addition, while graphical elements vary between
distributions, shell commands are more likely to be consistent between
distributions.

The shells you are most likely to encounter come from two different derivations:

Shell

Description
Type

Bourne shells use syntax and conventions similar to a UNIX shell. sh is
Bourne the original shell created by Steve Bourne. The bash shell (Bourne-
shells again shell) includes many improvements and is the default shell for
new Linux installations.

C-shells use syntax similar to the C programming language. The original
C-shells |C-shell (csh) has given way to more powerful derivations like tcsh, zsh,
and ksh.

Like everything else in Linux, the shell is just a component. This means that you
can choose the shell you want to use, or have multiple shells installed on your
system at the same time. A list of shells on your system is stored in the /etc/shells
file. The default shell for a user is stored in the user account database.

Despite their differences, all shells shares some common characteristics:



All shells are interfaces with the kernel, separate and distinct from it.
Users can customize every shell using the shell's commands.

Shells are run both interactively by end users and non-interactively by the
system.

Shells can be run within one another either interactively when a user starts
a second shell at the first shell's command line, or non-interactively by the
system when running scripts or programs.

Shells use configuration files to establish their operating environments.

All shells pass environment variables to child processes.

In this course, you will learn to use the bash shell and command prompt to
execute commands and perform system maintenance tasks. Keep in mind the
following tips for working in the shell.

When entering commands, remember the format: command + switches +
options. Unlike Microsoft CMD commands, switches come immediately
following the command, not at the end.

Use the clear command to clear the screen.

If you hit the tab key while typing, bash searches for letters that complete
what you have typed. If you have typed enough unique letters, bash
completes the string for you.

To access commands, you have already entered into the system, use the
arrow up or arrow down key. Find the command and hit enter to re-
execute it. Alternatively, you can modify the command with new options,
paths, or variables to make it a new command
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2.2. Path

To work effectively at the command line, you should be familiar with the

following terms:

o Path--A path is the location of an object in the file system.

o PATH variable--The PATH variable stores the list of directories that are
searched to execute a command without an absolute or relative path.

« Working Directory--The working directory is the directory a user is currently
in (access the working directory absolute path by typing pwd at the

command line).

The table below describes the two different types of paths, both of which you will

need to work with.

Path Description
Type i
The full path name of
h ified fil
Absolute the specified file or

directory starting from
the root (/) directory.

A path to a target
directory or file relative

Relative to your current location
in the directory tree is a
relative path.

Example

/dev/tty1 is the absolute path for the ttyl
device.

/usr/X11R6/lib is the absolute path to the
libraries directory in the directory that stores
X Windows components.

If you are working directory is
/usr/X11R6/lib, the path test is a relative
path referring to the /usr/X11R6/lib/test
directory (a subdirectory of the working
directory).

You should be aware of the following
additional relative path designations:

« Asingle period. identifies the current
directory



« Adouble period .. identifies the parent
of the current directory (removing one
directory from the path)
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2.3. File System Commands

The following table lists some common commands for navigating the file system.
Use... To...

Is

View a list of files in a directory.
Is path

View a long listing of files, including file type, permissions, owners, file

Is -1 i )
size, and access times.

Is-a View a listing of all files, including hidden files.

View a listing of files, including hidden files, and including files in all

Is -aR
subdirectories (recursive).
When used with an absolute path, changes the current working
cd /path | .. . -
directory to the directory indicated by /path.
cd path When used with a relative path, moves down the directory structure
4 from the current working directory.
cd Move up one level in the directory structure from the current working
“ directory. cd ../.. moves up two levels and so on.
cd . . ' :
od ~ Change the working directory to the user's home directory.
pwd Shows the current working directory as screen output (stands for

print working directory).

Be aware of the following facts when working with files:

« The file name of a hidden file begins with a period. There is no hidden
attribute in Linux.

« To move to the root directory, simply type cd /



« If the output from a command scrolls, add the | more switch to the end of
the command show the output one screen at a time. For example, use Is -
aR | more to list the contents of all directories and subdirectories one
screen at a time.

o To run a file from the current directory, you must precede the filename
with ./ For example, to run the shell script myscript in the current working
directory, type: ./myscript Alternatively, you could run the script by
specifying the absolute path.
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2.4. Viewing and Searching Commands

The table below shows common commands for searching for and viewing files.

Use...

>>

To...

Redirect the output of
one command to use it
as input for another
command. The pipe (])
is one of several
redirectors.

Redirect the output of a
command into a file.
This is the single
redirector, which
overwrites the file
contents.

Redirect a file to the
standard input of a
command.

Redirect the output of a
command into a file.
This is the double
redirector, which
appends the redirected
output to the end of the
file.

Example

Is -1 | less redirects the
output of the Is command
into the less paging
program.

Is -1 | more splits the
output between multiple
screens.

echo 'This file has been
overwritten' > oldspecs
redirects the output of
the echo command to the
file oldspecs, overwriting

any data in the oldspecs
file.

cat </etc/hosts redirects
/hosts file to act as input
for the cat command.

echo 'These
specifications no longer
apply to the project' >>
oldspecs redirects the
output of the echo
command to the file
oldspecs, appending the
text to the end of the
oldspecs file.



cat filename

cat filename filename2

cat filename | more

cut options filename

Common cut options:

-b Show bytes as a list

-c Show characters as
a list

-d Set field delimiter
-f Show fields

echo 'text

Display the contents of
a file. You can use a
second filename
parameter with cat to
concatenate two files.

Append filename2 to
the end of filename and
display the result on the
screen.

Show the contents of a
file, one screen at a
time. More is an older
version of the less
paging program.

View the selected
columns or fields from
one or more files.

Display the text as
output.

cat /etc/lilo.conf displays
the contents of the
lilo.conf file.

cat /etc/lilo.conf
/etc/passwd appends the
passwd file to the end of
the lilo.conf file and
displays the results on
screen.

cat /etc/passwd | more
displays the passwd file
one line at a time.

cut -d: -f1 /etc/passwd
displays usernames (in
the first colon-delimited
field) from the passwd
file.

echo 'This text displays
on the screen’ displays
the message on the
screen. (Quotation marks
are optional.)



find path options 'string'

grep 'text string' filename

head filename

locate filename

tail filename

whereis options filename
Common whereis options:
e -bbinary
e -Ssource
e -m manual

e -Uunusual

Descend through

directories searching for

files with certain
attributes or executing
commands.

Search for the text
string and display lines
from text files that
match the text string.

View the first ten lines
of a file.

Locate files with the
designated file name.

View the last ten lines
of a file.

Locate the binary,
source, or manuals
(man) files for the
designated file name.

find /etc -name '*.conf'
finds all files in the /etc
directory (and its
subdirectories) that end
in .conf. (Quotation
marks are optional.)

grep 'root' /etc/passwd
finds and displays all lines
in the passwd file
containing the text string
root. (Quotation marks
are optional.)

head /etc/passwd
displays the first ten lines
of the passwd file.

locate usr displays all files
matching the usr file
name.

tail /etc/passwd displays
the last ten lines of the
passwd file.

whereis passwd displays
the paths to the source,
binary, and man pages of
the passwd file.



Find and display the
pathname for the
designated command's
executable file.

which vi displays the path
for the vi program
executable.

which commandname

Paging Programs

The table above mentions more and less. These are both paging programs, which
are programs that allow you to open a file with a command line at the last line of
the file. To execute most commands in less or more, simply enter them at the
command line, and the command will execute them (there is often no need to hit
Enter). Less is a newer, more powerful version of more.

Man pages open in less by default. When you call a man page, the man command
invokes /usr/bin/less -isr. To move in a man file (or any other file open in less),
use the keys listed below:

o Enter--move line-by-line (also up and down arrow keys)
« Space--move page-by-page (also page up and page down keys)

o (g--exit less
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2.5. vim Commands

A text editor allows you to create and modify text files. vim (vi improved) is the
most common command-line text editor included with Linux. Other common text
editors include pico (PIne COmposer), mcedit (Midnight Commander Editor),
emacs (Editor MACroS), gedit (GNOME Editor), kedit (KDE Editor), nano (an open
license pico clone).

The table below lists some of the most common commands in vim.
Use... To...
Vi Start vim. Enter the command at the shell command prompt.

Start vim and immediately begin working on the named file
vi filename (either a new, nonexistent file or an existing file). Enter the
command at the shell command prompt.

<Esc> Change from insert to command mode.

Character that must precede certain command mode

commands.
a Place the cursor after the current word and enter text.
i Place the cursor before the current word and enter text.
o Open a new line below the cursor and enter text.
(0] Open a new line above the cursor and enter text.

Move the cursor to the last line in the document. Entered in
command mode without the preceding : (colon).

Move the cursor to the specified line number. For example,
:lineG 82G moves the cursor to line 82 in the document. Entered in
command mode without the preceding : (colon).

:q (quit) Exit vim.



:q! Exit vim without saving.
:w (write) Save the current document.
:w filename Name and save the file.

:wq (write and

) Save the document and exit vim.
quit)
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2.6. sed and awk Commands

sed is an editing utility that takes text or commands from the command line as
input and modifies the text document named in the command line. sed is
particularly useful under the following circumstances:

« When afile is too large to open and edit conveniently in a text editor.

« When the series of edits (e.g., adding line spacing, margins, replacing text)
is too complex to perform easily in a text editor.

o When it is easier to perform a series of global document changes.

The table below describes common sed commands and options.

Command

Description Example
or Option P P

This command is the

substitute command. It

replaces the text behind the |sed 's/Nancy/Nanci' originalfilename
first / with the text behind > newfilename

® the second /. To save the This command replaces every
results of the command, use occurrence of "Nancy" with "Nanci."
the > to redirect the output
to a new file.
sed -n '/there were no
This command limits the sed |credible/,/transfer assets abroad/p'
screen output to only the filename
number of lines specified. By This command displays only the text
default, sed displays the of a paragraph beginning with "there
-n entire file as output. The -n  \were no credible" and ending with

option limits the display to  "transfer assets abroad."

what you specify in the

command using the p sed -n 56,89p filename

command. This command displays lines 56
through 89 of the specified file.



sed -e 's/J.K.W/James K. Whitworth,
Esq./' -e 's/Hillary Stuart/Ms. Mary
Edwards' -e s/Johnson, Gabriel, and
Hawkins/McPhee, Larkin, Simmons'
originalfilename > newfilename
This command allows three
substitution commands to occur at
the same time.

This command allows you to
-e include multiple commands
in a sed operation.

This command allows you to
call a file filled with editing
commands (one command
per line) to perform a
number of operations at one
time instead of doing them
individually from the
command line.

sed -f scriptfilename originalfilename
>newfilename

This command treats the
scriptfilename file as a script file,
running each command against the
text in the original file and saving the
results to the new file.

awk is a utility similar to sed, but it is more powerful. While you can use awk for
the same reasons you would use sed, awk also allows you to

« Create reports based on the data you retrieve from files.
« Build databases.
o Perform mathematical operations against numbers in text files.

In fact, awk statements actually constitute a programming language. However, its
uses as a language are limited by the fact that awk is an interpreted language,
which means that it must be run by the awk utility and is therefore limited to
running on systems that have awk installed. A further difference between awk
and other languages is that Awk is data driven. awk performs operations on the
data you tell it to retrieve. Other languages work procedurally, and you must
provide a detailed description of the data you want to work with. Being data
driven makes awk easier to use but less flexible than other programming
languages.



The syntax for an awk statement looks like this: awk <pattern> {actions}

For example, to print a sorted list of the usernames in /etc/passwd, use the
awk -F: '{print $1}' /etc/passwd | sort command.
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2.7. Environment Variable

An environment variable is a setting that the operating system or programs
working in the operating system access. Environment variables make up the user
environment. The standard for writing variables names (called variable identifiers)
is to use upper case. When you create a variable (called a user-defined variable),
it applies only to your current session. You can, however, export the variables so
that they apply to child sessions. Another way to set user-defined variables is to
set them automatically using a shell script.

The table below lists the most common environment variable commands.
Use... To... Example

echo SSHELL displays the current

_ View the variable shell's path.
echo Svariable |, e . :
identifier's value. echo STERM displays the terminal
settings.

Display all the variables in
env

the system.
Export a user-defined export HOMEDIR makes the
export variable variable to make it HOMEDIR user-defined variable
available to child sessions. |available to child sessions.
Display the set
set play

environment variables.

unset HOMEDIR removes the

unset variable |Remove a variable. i
HOMEDIR variable.

i HOMEDIR=/projects creates the
Create a user-defined i )
VARIABLE=value } HOMEDIR variable with a value of
variable. )
/project.

The table below lists common environment variables.



Variable Description
DISPLAY Redirects X Windows output to another computer.
HISTFILE The filename where past commands are stored.
HISTFILESIZE The number of past commands HISTFILE stores.
HOME The absolute path of the user's home directory.
LANG The language the operating system uses.

Used by the man command to specify the program in which to

PAGER )
display man pages.

The directory prefixes used to search for programs and files. Use a

PATH
colon to separate entries in the PATH variable.

SHELL  The user's login shell.
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2.8. Script Files

At its most basic level, a script is a command or commands stored in a file. When
the shell reads the file, it executes the commands as if you were entering the
commands through the keyboard. The table below describes some common script
files in the order they execute. (Remember that settings in file that execute later
in the process take precedence.)

File Description

This file executes immediately after a user logs in. It is a
[etc/profile systemwide initialization file that is used primarily to set
environment variables.

This file executes after /etc/profile. It is also a systemwide
/etc/bashrc file that is often executed by individual users .bashrc file. It
is most commonly used for aliases and functions.

After /etc/profile executes, the system searches for these
files in the user's home directory. These are optional files in

~/.bash_profile _ _ . .
which users can create settings specific to their systems.

or
~/.bash_login ~/.bash_login only executes in the absence of
. or_ ¢ ~/.bash_profile. ~/.profile only executes in the absence of
~/ profile the other two. (The ~/ is a bash home directory variable. It
P eliminates your need to know where a user's home
directory is.)
~/ bashrc This file executes when bash runs. It is often used to

include /etc/bashrc in its scripts.

This script file relates to the init process. Scripts in this file
/etc/rc.d/rc.local execute after all the entries in the /etc/inittab file have
executed.



Typically, you modify the /etc/bashrc file by adding aliases and functions.
e Analias is a shortcut to a longer command.
o A function lets you create more complex command constructions.

You can use the alias or function commands to create each type of script at the
command line, but the script would only apply to your active session. Instead, use
a text editor (such as vi) to add aliases and functions to the script files listed
above. In that way, they will run when you log in.

You can also write additional scripts and run them from the scripts listed above or
run them from the command line. However, you must make the script executable
before you can run it.

© Sergey Gorokhod

AWS SysOps/MCT/MCAAA/MCSE/MCITP/MCSA/CCSE/CCSA/CCNA/A+®
Web: https://infosec.co.il/

E-mail: sergey@infosec.co.il

Mob: (+972) 526848757

https://linkedin.com/in/mctexpert/




2.9. Scripting Syntax

The following table lists the syntax for completing several tasks through scripts.

Method @ Description Syntax Example

An alias

Alias associates a  alias
shortcut word shortcut='command(s)

alias I='"Is -I' means you can
type | at the command line
to run the Is -l command.

with a

command.

A function function STAT { who; date;

associates a mount; pwd } creates a

shortcut function NAME { function STAT that runs the
Function (c3lled the command; command;  [four listed commands.

function command; } Typing STAT at the

name) with a command line runs the

set of function.

commands.

Enter normal Place each command on L .
A script file with the

commands its own line in the script i )
L . ) following entries:
inside a script (file. who
Script file. The You can insert alias and date
Lines |commands function lines in a script
. . mount
run each time file as well to
pwd

the script automatically establish

Runs all four commands.
runs. shortcuts.



A decision

. . The following block:
construct in a |if [statement]; then

if [USER=root]; then

script file lines to run

Decision P . PATH=/root/bin:SPATH
makes fi .

Construct . . fi
running script Be sure to end the .
, o Adds /root/bin to the PATH
lines construct with fi. ]

. variable for the root user.

conditional.

As you write script statements, you might need to check values of system
variables (such as environment variables). To use variables in a script, add S to the
front of the name of the variable you want to use. For example, SSHELL returns
the SHELL environment variable.

When you run a script file, special variables are created that, correspond to the
command you used to run the script. If necessary, you can use these inside the
script to perform actions or create decision constructs. SO is the name of the
script file, while S1, $2, $3, etc. are variables for parameters included on the
command line. For example, running a script file /root/myscript as follows:

/root/myscript Monday February

Creates three variables, one for the script name ($0), one for the first parameter
(S1=Monday), and one for the second parameter (S2=February).
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2.10. Help

Any regular Linux distribution can contain upwards of 1,000 commands. It would
be impossible for most users to memorize each command, its syntax, and
available options, so Linux provides several different help options which are
described in the table below.

Help
Method

Man
(manual)
pages

Description Syntax and Examples

A man page is on-line help  To view a man page, type:

for a specific command. Help i man command

shows the command's (where command is the command for
syntax, options, and related 'which you need help)

files and commands.
e man userdel shows the man

When you use the man pages for the userdel command
command, the
corresponding file is opened
in the command prompt
window using the default-  Use the -k option to search the man
paging program (typically pages for a command:

less).

o man man shows the man pages
for the man command

o man -k user lists all the

Man pages are typically commands with user in the
stored in the /usr/man or command name or description
/usr/share/man directory.

Subdirectories store man

pages for different types of

commands or languages.

You can specify a different
location for man pages with
the MANPATH environment



whatis
database

variable. The system sets this
variable through the
/etc/man.config script, but
you can also set the variable
for individual users. For
example, you can edit the
user profile script to specify
an alternate location for the
man pages, for example if
the user needs to use a
language other than the
default system language.

The whatis database is an
index of the man pages on
the system. You can search |To search the database, use

the whatis database to find

man pages that contain a
specific word.

apropos keyword OR
whatis keyword

Before you can search
the database, you
must create it. Run

(where keyword is the word you want
to search on)
[usr/shin/makewhatis o5 commands will return a list of
to create the whatis  the man pages containing the search
database. string. Then use the man command
Use the makewhatis - |With the corresponding command

u command to update Name to display the page with the
the database after search string.

changes have been

made to the man

pages.



Info pages

Help
switch

For GNU software, info
pages are the primary
documentation source. Info
pages allow you to use
hypertext links by using the
Tab key to move among links
and the Enter key to follow
links. As in man pages, press
g to exit an info page.

Many commands include on-
line help as one of the
switches for the command.
In most cases, help gives you
a listing of the command
syntax and available options.
However, what each option
means is often not explained
in help.

For many commands, if you
type the command with an
incorrect or missing
parameter, the help
information will be shown
automatically.

If you need more
information than help
provides, try viewing the
man or info pages.

To see the info page, type:

info command

(where command is the command for
which you need help)

« info mkfifo opens the info page
for the mkfifo command

e info man opens the info page for
the man command

To view the help available for a
command, type:

command --help or command -h
(where command is the command for
which you need help)

o jobs --help for help with the jobs
command

e echo -h for help with the echo
command

Note: Although some commands
support both switches, the --help
switch is the most common.



Internet
resources

Because of its open source
nature, you can find nearly
anything you need to know
about Linux on the Internet.
Two common sources of
information include:

HOWTOs. HOWTO
documents describe
how to perform
specific tasks. You can
access them through
The Linux
Documentation
Project Web site in a
wide variety of
formats.

Forums. Forums allow
you to post questions
to a wide number of
users. Forums
generally also contain
searchable discussion
archives where you
may find answers to
questions.

Linux user groups
(LUGS)

For HOWTOs, go to
www.tldp.org for The Linux
Documentation Project

For a list of groups and forums,
go to www.deja.com (now part
of Google groups).



Before posting a question to
a forum, be sure you have
read the man pages and
other documentation on
your own.

Many people choose to
create a HOWTO
subdirectory under /usr/doc
and copy the HOWTO
documentation to their
systems. Another common
place to create a HOWTO
subdirectoryisin a
usr/shar/doc directory.
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