
9.1.  File Services 

Add the File Services role to manage network file sharing. When you install the 
File Services role, you can choose the following role services: 

Role Service Description 

File Server 

 
Adding the File Server role service adds the Share and Storage 
Management console where you can manage:  

• Shared folders that are available to network users.  
• Offline file settings on folders that allow for 

synchronization of files in shared folders when the user 
disconnects and reconnects to the shared folder.  

• Disk partitions, volumes, and drive letters assigned to 
volumes.  

Note: You can share folders on the server without adding the 
File Server role. 

Distributed File 
System (DFS) 

Add the Distributed File System (DFS) service to provide a way 
to store copies of shared folders on multiple servers. Using DFS 
provides fault tolerance of shared folders by creating multiple 
copies, and improves shared folder access by placing copies 
(replicas) of shared folders on servers that are closer to the 
users. DFS services include:  

• DFS Namespaces group shared folders located on 
multiple servers into a single logical storage space. To the 
end user, all shared folders appear as subfolders beneath 
a single root folder.  

• DFS Replication is the service that is used to replicate 
shared folder data between servers where multiple 
copies of a shared folder exist.  



File Server 
Resource 
Manager 
(FSRM) 

File Server Resource Manager (FSRM) is a collection of tools and 
features that help you manage folders and files on the file 
server. Features provided by FSRM are:  

• With quotas, you can monitor or limit the disk space used 
by files within a folder.  

• With file screening, you can monitor or control the file 
types that can be saved in a folder.  

• Reporting tools let you easily gather statistics about files.  

Services for 
Network File 
System (NFS)  

Services for Network File System (NFS) add the capability to 
provide access to files through the NFS protocol, commonly 
used by UNIX computers. Regular file access on the server uses 
the SMB protocol. 

Windows 
Search Service 

Windows Search Service allows client computers to perform 
fast file searches on the server.  

Windows 
Server 2003 
File Services 

Windows Server 2003 File Services are services included for 
backwards-compatibility with pre-Windows Server 2008 
servers.  

• Add the File Replication Service (FRS) to add support for 
DFS replication with non-2008 (and later) servers. Prior to 
2008 (and later), DFS used FRS for replication.  

• Add the Indexing Service to catalog files for fast file 
searches. Install the Indexing Service to support clients 
that are not capable of using the Windows Search Service 
(pre-Vista computer). You cannot install both Windows 
Search Service and the Indexing Service at the same time.  

In addition to these role features, managing file services on the server includes 
the following features and options:  

• NTFS permissions control both local and network access to files. Access 
control lists identify users and groups with their corresponding permissions 
to the folders or files.  

• NTFS quotas add volume-level disk space restrictions for individual users.  



• Shadow copies takes periodic, automatic snapshots of volume contents. 
You can view and restore data from these snapshots using the Previous 
Versions feature.  

• Server Backup is added as a server feature, and allows for system and 
volume backup and restore. Server Backup replaces the Ntbackup tool 
included with previous Windows versions.  
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9.2.  Shared Folder 

A shared folder is a folder whose contents are made available to network users. 
Be aware of the following facts about shared folders: 

• You can create and manage shared folders through Explorer, the Shared 
Folder snap-in, or Server Manager. Use the Shared Folder snap-in or Server 
Manager to manage shares on remote computers, view connected users 
and open files, or disconnect users.  

• You must be a member of the Administrators, Power Users, or Server 
Operators group to share a folder or configure share permissions. (Unless 
you use the Share and Storage Management snap-in, in which case, you 
must be a member of the Administrators group.)  

• You can share folders on any volume type or disk format.  
• You can share folders on both client and server systems.  
• Client operating systems have a limit of 10 connections per share. If you 

need more than 10 concurrent users, the share must exist on a server 
operating system.  

• Shared folder permissions control who can access the share through a 
network connection. Shared folder permissions do not limit access for 
interactive users (users logged on to the computer console).  

• Shared folder permissions are assigned using two different methods:  
o Assigning share permissions to the shared folder.  
o Assigning a user (or group) to a shared folder role. The role includes a 

corresponding level of access.  

The following table compares the shared folder permissions and roles:  

Permission Role(s) Capabilities 

Read Reader 

o Browse the shared folder and its files  
o Open files in the shared folder and its 

subfolders  
o Copy files from the shared folder  
o Run programs  



Change Contributor 

o All Read actions (browse, open files, copy 
files from the folder, run programs)  

o Write to files and change file attributes  
o Create new files and subfolders  
o Copy files to the shared folder  
o Delete files or subfolders  

Full 
control 

Owner 
Co-owner 

o All Read and Change actions  
o Configure share permissions  

Note: The Owner is typically the author or user 
most responsible for the document or folder 
resources. This is not the same as the NTFS file 
owner. 

• Both share and NTFS permissions must be configured to allow access 
through the share.  

• To access a shared folder, browse the network or use the UNC path with 
the following syntax: \\computername\sharename  

• To prevent a share from showing up while browsing, append a dollar sign    
( $ ) to the end of the name (this type of share is called an administrative 
share). For example, the share named Admin$ will be a hidden share. When 
using hidden shares:  

o Users must type the UNC path to the share in order to connect to the 
share.  

o The share still shows up in the Shared Folder snap-in in Computer 
Management.  

o Hiding a share does not affect the permissions to access the share. 
Users with permissions will still be able to access the share, even if 
they cannot see it through browsing.  

• Windows Server 2003 SP1 and later support access-based enumeration on 
shared folders. Access-based enumeration filters the list of folders and files 
such that users see only the content that they have access to.  

o Access-based enumeration is not enabled by default.  
o Edit the share properties to enable it on a shared folder.  
o The list of files is filtered based on NTFS permissions, not the hidden 

file attribute.  



9.3.  Offline Files 

Offline files are a feature of Windows that lets you work with documents in 
shared folders even when you are not connected to the network.  

• When network files are made available offline, the network versions of files 
and folders are copied to the local hard disk.  

• When users are not connected to the network, they have access to the 
offline versions of the files and folders as though they were connected to 
the network.  

• When they reconnect to the network, the stored files and folders are 
synchronized with the network versions of the files.  

Be aware of the following when working with offline files: 

• To prevent a shared folder from being available offline on the client, right-
click Always Available Offline to clear the arrow next to it.  

• For offline files to work, users must have at least the Contributor role. This 
allows them to make changes to the file offline and upload it back to the 
network.  

• On the network share, you can control how caching works.  

Setting Description 

Only the files and 
programs that users 
specify are available 
offline 

When you share a folder, this is the default 
configuration. This option allows the caching of 
documents that a user manually selects. Users 
manually identify files that should be cached by 
right-clicking on the shared folder and selecting 
Always Available Offline. 

All files and programs 
that users open from 
the share are 
automatically available 
offline 

This option allows the caching of files that a user 
opens on the local machine. When the user 
opens the file, it will be cached automatically. 
This feature requires the Offline Files feature to 
be enabled on the client before it works.  



This setting is accompanied by the Optimized for 
performance option. This option allows 
executable files accessed by the client on the 
network share to be cached on the client 
machine. Each time the client accesses the files, 
they are run from the client machine rather than 
the network share, saving bandwidth and 
network resources. (Note: Only those 
components of the program that the user 
executes will be available offline.) This setting, 
however, does not affect Vista (and later) client 
computers. 

No files or programs 
from the share are 
available offline 

This option prevents caching of offline files. 

• You can configure offline file settings manually on the client, or enforce 
them through Group Policy. You must be a computer administrator to 
enable offline files.  

• Offline files are stored on the local system in the offline file cache. Files are 
stored in one cache, even if multiple users use offline folders on the same 
computer.  

• You can protect offline files by encrypting the offline file cache. There are 
two ways to encrypt the offline files cache:  

o You can encrypt the cache manually on each client using the Offline 
Files applet in the Control Panel.  

o You can enforce or disable encryption through the Encrypt the 
Offline Files cache policy in Group Policy. When using Group Policy, 
users will not be able to modify the cache encryption settings on 
their local computers.  

• When you encrypt the offline files cache:  
o Prior to Windows Vista (and later) and Server 2008 (and later), the 

system key is used. The result of this is that all users can read the 
offline files cache, which can lead to security issues.  

o With Windows Vista/7/10 and Server 2008/2012/2016, the user key 
is used. The result of this is that only the user who encrypted the files 



has access to the files. Not even local administrators can access the 
file without the user's private keys. If multiple users share a 
computer and more than one user tries to use an encrypted, cached 
copy of a particular file, only the first user to cache the file can access 
the offline copy of the file.  

• NTFS permissions on files stored on the server also apply to cached copies 
of the files stored on the local hard drive, even if the offline file cache is not 
on an NTFS folder. This means that users can only access cached files if they 
have the necessary permissions on the original files.  

• Synchronization settings on the client control when the cached files and the 
original files will be synchronized. For example, you can configure 
synchronization to occur when logging on and/or before logging off. You 
can manually synchronize a folder or file by right-clicking it and selecting 
Sync.  

• When sync conflicts occur, you can do the following:  
o Choose to keep the version being uploaded from the client  
o Choose to keep the version already on the server  
o Keep both versions (the version being uploaded will be renamed) and 

merge the changes manually  
• Some types of files should not be made available offline to prevent file 

conflicts and data loss. For example, by default you are not allowed to 
make Microsoft Access Application (.mdb) files available offline. You can 
prevent other types of files from being cached by configuring a group policy 
with a Files not cached setting.  

• If files are not being cached on the client:  
o Make sure that offline files are enabled on the client and that the 

share is configured for offline files.  
o Make sure there is sufficient hard disk space to store cached files. 

When disk space is low, some files might not be cached.  
o If manual caching is being used, have the user identify the files to 

cache using the Always Available Offline setting. Also, make sure the 
client computer has offline files enabled.  

o If automatic caching is being used, have the user run the program or 
open the necessary files.  

 



9.4.  NTFS Permissions 

NTFS permissions control access to folders and files stored on an NTFS partition. 
With NTFS permissions, each file and folder has an access control list (ACL). The 
ACL identifies the users or groups and their level of access to the folder or file. 
NTFS permissions are in effect when files are accessed through the network or 
when they are accessed locally. 

The following table summarizes the permissions for folders and files. 

Permission Allowed Actions 

Read View folder details and attributes. View file attributes; open a 
file. 

Write  Change folder or file data and attributes. 
List Folder 
Contents  

Includes all Read actions and adds the ability to view a folder's 
contents. 

Read & Execute Includes all Read actions and adds the ability to run programs. 

Modify  Includes all Read & Execute and Write actions and adds the 
ability to add or delete files. 

Full Control Includes all other actions and adds the ability to take ownership 
of and change permissions on the folder. 

In addition to the standard permissions, there are special permissions that offer 
finer control over the actions that can be performed on the file or the folder. To 
edit these permissions, click the Advanced button on the Security tab. 

You should understand how file ownership affects access and assigning 
permissions. 

• Every object, including files and folders, has an owner.  
• The owner is typically the user who created the file.  
• The owner has full control over the file and can assign permissions to the 

file.  



• Administrators have the Take Ownership right to all objects. Administrators 
can assign ownership of a file or folder even if they do not have permissions 
to access the file.  

• You can reassign ownership of a file or folder to easily give a user all 
permissions. You might reassign ownership when someone leaves your 
organization.  

• If you cannot access a file because of insufficient permissions, take 
ownership of the file and modify the permissions.  

Copying or moving files with NTFS permissions set can affect the permissions on 
the file or folder. 

• To copy a file or folder, you must have Read permissions to the source file 
and Write permission to the destination location.  

• To move a file or folder, you must have Read and Modify permission to the 
source file, and Write permission to the destination location.  

• If you copy or move a file to a non-NTFS partition, all permissions are 
removed.  

• If you copy a file or folder within or between NTFS partitions, the new copy 
inherits the permissions of the destination location.  

• If you move a file or folder on the same NTFS partition, the permissions 
remain the same.  

• If you move a file or folder to a different NTFS partition, you are essentially 
copying the file to the new location, so it inherits the permissions of the 
destination.  
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9.5.  Effective NTFS Permissions 

Users and groups are added to the access control list of a folder or file. The ACL 
entry identifies the actions that can be performed. In many cases, however, a user 
will have more or less permissions than what might be shown on the ACL. As you 
try to determine the permissions any one user has to a folder or file, it's 
important to identify the effective permissions. Effective permissions are the sum 
of all permissions from the following sources: 

Source Description 

Explicit 
Assignment 

An explicit assignment exists when an object is added to the 
access control list (ACL) of a folder or file. The ACL entry 
identifies:  

• The user or group with permission  
• The specific permissions assigned to the user or group  
• Whether the permissions are allowed or denied  

Group 
Membership 

All users who are members of a group have the same permissions 
that are assigned to the group.  

Note: When granting NTFS permissions, you should give 
permissions to groups and make users members of those groups 
as much as possible instead of assigning permissions directly to 
users. 

Inheritance 

Inheritance means that permissions granted to a parent container 
object flow down to child objects within the container. 
Inheritance as a general principal works with most types of 
security assignments. For example, a user given the Read 
permission to a folder has the Read permission to all files within 
the folder. 

When trying to determine a user's effective permissions, remember that NTFS 
permissions are cumulative. To find a user's effective permissions, examine the 
access control list of the target file or folder. Look for:  



• Permissions the user has for the object (including inherited permissions).  
• Permissions for every group the user belongs to (including inherited 

permissions).  
• The allow or deny settings for each permission. Deny permissions always 

overrides Allow permissions. For example, if a user belongs to two groups, 
and a specific permission is allowed for one group and denied for the other, 
the permission is denied. However, the exception to this rule comes with 
inherited permissions. If an object has an explicit Allow permission entry, 
inherited Deny permissions does not prevent access to the object. Explicit 
permissions override inherited permissions, even Deny permissions.                 

Following are three examples of effective NTFS permissions: 

 



 

 

 



 

Note: You can also use the Effective Permissions tab to view the effective 
permissions of any user to a folder or a file. 

Use these suggestions to help you plan NTFS permissions. 

• Identify the users and their access needs (i.e., the actions they need to be 
able to perform).  

• Based on the types of users you identify, create groups for multiple users 
with similar needs, and then make users members of groups.  

• Assign each group (not user) the permissions appropriate to the group's 
data access needs. (Grant only the permissions that are necessary.)  



• As you assign permissions, take inheritance into account. Set permissions as 
high as possible on the parent container and allow each child container to 
inherit the permissions.  

• When necessary, you can override inheritance on a case by case basis.  
• Deny always overrides Allow, so be careful when you use it.  
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9.6.  Share and NTFS Permission 

Share permissions work together with NTFS permissions to control access. Be 
aware of the following when managing share access: 

• Share permissions are in effect only when files are accessed through the 
network share. If files are accessed locally, share permissions will not 
control access.  

• NTFS permissions restrict access to both local and network users.  
• Both share and NTFS permissions must be configured to allow access 

through the share. If a user is allowed share access, but no NTFS 
permissions are set for the user or a group to which the user belongs, no 
access will be allowed.  

• Deny permissions overrides Allow permissions.  
• Effective permissions to shared folders are the more restrictive of either 

share or NTFS permissions. A user's effective permissions cannot be greater 
than the share permissions assigned to the user or a group to which the 
user belongs. For this reason, a common strategy for combining NTFS 
permissions is to:  

o Assign Full Control share permissions to Everyone.  
o Use NTFS permissions to control access. Add only necessary groups 

to NTFS permissions and assign only the necessary permissions.  

Even though Everyone has share permissions, only the users or groups with 
NTFS permissions will have access.  

• Whenever possible, assign permissions to groups rather than users. Users 
get the permissions assigned to the groups to which they belong.  

The following table lists several scenarios of combined share and NTFS 
permissions. In this scenario, the D:\Reports folder has been shared as the 
Reports shared folder. The user Mary is a member of the Sales group as well as 
Everyone and the Users group. For these examples, assume that no other 
permissions exist except for those listed.  

 



Scenario Reports Share 
Permissions 

D:\Reports NTFS 
Permissions Mary's Effective Permissions 

Scenario 
#1 

Everyone = 
Change 

Users group = List 
contents, Read & 
Execute, Read 

Mary's effective permissions = 
List contents, Read & Execute, 
Read 
Mary gains share access 
because she is a member of 
Everyone.  
The NTFS permissions are 
more restrictive than the 
share permissions, so the 
NTFS permissions are her 
effective permissions.  

Scenario 
#2 Everyone = Read 

Sales = Modify, List 
contents, Read & 
Execute, Read, Write 

Mary's effective permissions = 
List contents, Read & Execute, 
Read 
Mary gains share access 
because she is a member of 
Everyone. 
The share permissions are 
more restrictive than the 
NTFS permissions, so the 
share permissions are her 
effective permissions. 

Scenario 
#3 

Administrators = 
Full Control 

Sales group = List 
contents, Read & 
Execute, Read, Write 

Mary's effective permissions = 
None 
Mary is not a member of the 
Administrators group, so she 
does not get access to the 
share at all.  
Mary does get local access to 
files when logged in, but does 
not have network access. 

Scenario 
#4 

Everyone = Full 
Control 

Administrators = Full 
Control 

Mary's effective permissions = 
None 
Everyone has access to the 



share, but there are no NTFS 
permissions granted for 
Everyone or any group that 
Mary belongs to.  
The NTFS permissions are 
more restrictive (no access), 
so they take effect. 

Scenario 
#5 

Everyone = Full 
Control 

Everyone =List 
contents, Read & 
Execute, Read, Deny 
Write 
Sales = Write, List 
contents, Read & 
Execute, Read, Write 

Mary's effective permissions = 
Modify, List contents, Read & 
Execute, Read 
NTFS permissions for the 
combination of Everyone and 
the Sales group are more 
restrictive and therefore take 
effect.  
The Deny permission 
overrides any allowed 
permission from other groups 
or the share permissions. 

Note: When you change permissions, the permissions might not take effect for 
currently-logged on users. Users might need to log off and back on again to get 
the updated permissions.  
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9.7.  Encryption 

Keep the following information in mind as you work with EFS.  

• EFS is available in Windows Server 2008, Windows Vista Business, Windows 
Vista Enterprise, and Windows Vista Ultimate.  

• You must have the Write permission to a folder or file to encrypt it. You 
cannot encrypt System or Read-only files.  

• Windows transparently unencrypts and encrypts folders and files as users 
use them.  

• Encryption and compression cannot be used on folders or files at the same 
time.  

• Only the following users can open an encrypted file:  
o The user who originally encrypted the file.  
o Any additional users designated as additional users. You can only add 

authorized users for files, not entire directories, and the system must 
have access to the user's public key.  

o Any designated recovery agents (DRAs). When the file is encrypted, 
the DRA's public key is also used, allowing the DRA to recover the file.  

• In Windows XP and later, there is no default data recovery agent (DRA).  
• Implement encryption through the file or folder properties, or use the 

Cipher command. Use the Cipher \r command to create recovery agents.  
• To recover encrypted files, the files and recovery key need to be on the 

same computer. If the recovery key is not on the local computer, export 
and import the recovery key.  

• By default, only the user or the DRA can copy or move encrypted files. 
(When a DRA performs a move or copy operation, the files are encrypted 
using the DRA keys, not the original user's.) Without the private key or 
recovery key:  

o You can back up the files and restore them to the computer where a 
recovery key is located.  

o You can use the Robocopy /efsraw command to copy EFS files. The 
copies remain encrypted with the original user's encryption key. You 
do, though, need the appropriate NTFS permissions on both the 
source and destination folders to be able to perform the copy 
operation.  



• Some programs save temporary copies of data. Therefore, to ensure that 
data is never saved in an unencrypted format, encrypt the folder where 
temporary data is stored.  

• One way to help determine where temporary folders are located is to look 
at the user and system environment variables. While logged on as the user, 
open the System applet in the Control Panel. On the Advanced tab, click the 
Environment Variables button. Look for TEMP, TMP, TMPDIR, and similar 
variables. User environment variables override system environment 
variables. Despite this method, you must ultimately understand the 
program’s behavior because a program can potentially store temporary 
data anywhere.  

• You can enforce encryption settings for offline files by enabling the Encrypt 
the Offline Files cache policy setting in Group Policy. If this setting is 
enabled, each file in the offline cache is encrypted. If disabled, the offline 
file cache is not encrypted. When Group Policy settings are enforced, users 
cannot manually encrypt or unencrypt the offline files cache.  

• You can use EFS to encrypt the Windows paging file with a key that is 
generated when the system starts up and destroyed when the system shuts 
down. Pagefile encryption is supported on Window Vista and Server 2008, 
and can be enforced by editing the Encrypting File System policy and 
checking the Enable pagefile encryption setting.  

• EFS in Windows Server 2008/2012/2016 and Vista/7/10 allow you to use a 
certificate stored on a smart card for encryption. Smart card certifications 
can also be used for DRAs (this allows you to eliminate the offline recovery 
station and makes remote recovery possible). To use this feature, configure 
the GPO setting Require a smart card for EFS. (If you enable this option, 
you cannot use software certificates for EFS.)  

• To switch from software certificates to smart cards, run the rekeying wizard 
(Rekeywiz) or Cipher. You can also use these utilities to replace the 
certificates used to encrypt files.  

• Windows Backup supports backup of EFS files in Windows Server 
2008/2012/2016.  

• If you are having trouble opening encrypted folders or files, make sure you 
are logged in to the user account that encrypted the folder or file and that 
you still have permissions for the file.  

Copying and moving files might change the encrypted state of the file. To 
determine the final state of a file, remember the following rules. 



• If you copy or move an encrypted file or folder to a non-NTFS partition, the 
file or folder is unencrypted (other file systems do not support encryption).  

• If you copy or move an encrypted file to an NTFS partition (either to the 
same one or to a different one), the file remains encrypted.  

• If you copy an unencrypted file to an encrypted folder, the file is encrypted.  
• If you move an unencrypted file into an encrypted folder, the file remains 

unencrypted.  
• Encryption is preserved when the file is backed up.  

Normally, encrypted files are meant to be stored and read on the local computer 
only. When saving encrypted files on a remote computer, be aware of the 
following:  

• You can only encrypt files stored on remote computers if the computer is 
trusted for delegation in Active Directory.  

• With delegated server mode, users save encrypted files on a network 
server. The following conditions must be met to be able to save files on a 
network server:  

o The server must be trusted for delegation. Enable this setting on the 
properties of the computer account.  

o The user account must be enabled for delegation. Enable this setting 
in the user account properties.  

o The destination share must be on an NTFS partition.  
o The server and the user must be in the same forest.  
o Smart card certificates cannot be used for encryption.  
o The server must have access to a copy of the user certificate. This can 

be done by:  
 Storing the certificates in Active Directory.  
 Having the user log on interactively to the server.  
 Configuring a roaming user profile for the user.  
 Copying the certificate to the server manually.  

• When moving files encrypted on your local system to another computer 
(for use on that computer), make sure your certificate and private key are 
available on the other computer. Otherwise, you might be unable to open 
the file.  

• When moving encrypted files to another computer over the network, files 
are not encrypted while they are in transit. Files might be intercepted as 
they are transferred. Use IPSec to secure network communications.  



9.8.  DFS 

The Distributed File System (DFS) provides a way to logically organize shared 
folders on multiple servers into a single logical folder hierarchy. Users can access 
multiple shared folders from a single network path, and without understanding 
the underlying structure of shared folders. DFS includes the following 
components: 

Component Description 

Namespace 

A namespace is a group of shared folders. Shared folders appear as 
subfolders beneath a single logical shared folder. There are two 
types of namespaces:  

• A stand-alone namespace stores DFS information on a single 
server in the local registry.  

• A domain-based namespace stores DFS information in Active 
Directory. Because the data is shared in Active Directory, you 
can have multiple servers hosting DFS information.  

Note: With either namespace type, you can have shared folders on 
multiple servers. 

Namespace 
server 

A namespace server is a server that holds the information for a 
namespace. Users connect to the namespace server to view the 
logical folder hierarchy. 

Namespace 
root 

The namespace root is the starting point of a namespace. The 
namespace root is like the top-level shared folder, under which all 
other shared folders are organized. Users connect to the 
namespace using one of the following UNC paths:  

• For a stand-alone namespace, use the format: 
\\servername\namespace  

• For a domain-based namespace, use the format: 
\\domainname\namespace  



Folder 

Folders are used beneath the namespace root to organize the DFS 
structure and to provide links to shared folders hosted on other 
servers.  

• A folder that has a target is a folder that points to a shared 
folder that has shared content. The folder target identifies 
the UNC path to the shared folder. Users who browse to a 
folder with a target are automatically redirected to the 
shared folder. A single folder can have multiple targets (i.e. 
point to multiple servers that have copies of the shared 
folder).  

• Folders without a target are used for organization only and 
do not contain data.  

Note: A folder in DFS can contain folders with targets or folders 
without targets, but not both at the same level. 

For fault tolerance and to improve access, you can place multiple copies of a 
shared folder on different servers, and configure a single folder with multiple 
targets, each pointing to a different server. Configure replication to keep folder 
contents synchronized. With Windows Server 2008/2012/2016, you have two 
choices for the replication method used. Be aware that the replication method is 
used by both DFS and Active Directory to replicate the SYSVOL volume.  

• The File Replication Service (FRS) is the original replication method used by 
Windows 2000/2003 for DFS and SYSVOL replication. Use this replication 
type if you have Windows 2000/2003 R1 servers that hold DFS data.  

• DFS replication is a newer replication method introduced with Windows 
Server 2003 R2 and supported on Windows Server 2008/2012/2016.                  
DFS replication uses the Remote Differential Compression (RDC) protocol to 
update files over the network. RDC detects changes to files and replicates 
only those changes instead of the entire file. RDC conserves bandwidth by 
only updating changes to files. (Note: RDC is not used on files smaller than 
64 KB.)  

DFS replication uses the following components to control replication: 

 



Component Description 

Replication 
group 

A replication group is a set of servers that participates in 
replication. Each server is called a member of the replication 
group. Replication settings configured for the group apply to all 
servers and folders in the group. 

Replicated 
folder 

A replicated folder is a folder whose contents are synchronized on 
each member.  

• You can have multiple folders within a single replication 
group.  

• Folders do not need to be shared folders or part of a DFS 
namespace (although they can be).  

• Configure filters on the folder to prevent files or subfolders 
from being replicated.  

Connection 

A connection is a logical link between replication group members. 
Connections identify how and when data is replicated between 
members.  

• In a hub and spoke topology, replication occurs only 
between the group members specified in the connection. 
For example, ServerA might only replicate with ServerB, and 
ServerB might replicate with both ServerA and ServerC (but 
ServerA will not replicate directly with ServerC).  

• In a full mesh topology, every server replicates with every 
other server. For example, ServerA replicates with both 
ServerB and ServerC.  

Note: Connections are one-way between servers. Best practice, 
however, is to establish two one-way connections so that data is 
replicated in both directions. 

 

 
 



9.9.  DFS Configuration 

Be aware of the following when configuring DFS: 

• To configure a server to host a DFS namespace or target, add the File 
Services and DFS Replication roles.  

• Choose the namespace type based on the following criteria:  

Namespace 
Type Criteria 

Stand-alone 

A stand-alone namespace:  

o Resides only on a single server. However, you can use 
a failover cluster to provide redundancy for the 
namespace server.  

o Does not use Active Directory. Use a stand-alone 
namespace if you do not use Active Directory Domain 
Services.  

o Supports namespaces with more than 5,000 targets.  

Domain-
based 

A domain-based namespace:  

o Allows for multiple namespace servers.  
o Requires Active Directory Domain Services.  
o When used with 2000/2003 R1 servers, has a limit of 

about 5,000 targets. When used with 2003 
R2/2008/2012/2016, can support over 5,000 targets.  

o Supports access based enumeration when configured 
with Windows Server 2008 mode.  

o Hides the namespace server name. Users access the 
namespace using the domain name instead of the 
server name.  

• You can host multiple namespaces on a single server if the server is running 
an Enterprise or Datacenter edition of Windows Server 2003 or 
2008/2012/2016. Otherwise, each server can host only a single namespace.  



• Folder targets must be on NTFS volumes.  
• Files and folders encrypted using Encrypting File System cannot be 

replicated using DFS Replication. If a user applies EFS to a previously 
replicated file, DFS deletes the files from all members of the replication 
group except for the encrypted file.  

• You can only use DFS replication if all of the following are true:  
o All replication group members must be running Windows Server 

2003 R2 or 2008/2012/2016.  
o You must be using Active Directory Domain Services.  
o The domain must be at the 2008 functional level.  

• Use FRS replication if your DFS structure includes servers running Windows 
2000/2003 R1. To manage FRS replication, open the DFS console on a 
2000/2003 server.  

• When using DFS Replication for more than one folder on a single server, 
make sure that each folder has a unique root path.  

• You should not use DFS Replication when multiple users simultaneously 
update or modify files on different servers as conflicts can occur. DFS 
moves conflicting copies of files to the hidden 
DfsrPrivate\ConflictandDeleted folder.  

• DFS Replication tracks files using a unique ID. Thus, when you rename a file 
in one location, the name is replicated to all other members of the 
replication group.  

• To change a path of a replicated folder, you must delete the folder in the 
DFS Management snap-in and then re-add the folder as a replicated folder.  

• Replication groups can span domains in a forest, but they cannot span 
different forests.  

• You cannot configure file system policies on replicated folders because the 
file system policy applies NTFS permissions every time the Group Policy 
refreshes which can result in sharing violations because file replication only 
occurs after a file is closed.  

• Use Dfsradmin.exe to manage DFS replication from the command prompt.  
• When a folder has multiple targets, a user is automatically directed to a 

server in the current site. When there is not a server in the user's site, you 
can configure the namespace to direct the user to the lowest connection 
cost site. You can also use target priority to determine the order in which 
servers are placed in the referral (the list of servers sent to the client when 
a folder is accessed).  



• Client failback is the ability of the client to return to the target folder after 
the folder becomes available after an outage. For client failback support, 
use one of the following:  

o Server 2008/2012/2016  
o Vista Business, Enterprise, or Ultimate editions, Windows 7/10  
o Server 2003 R2  
o Storage Server 2003 R2  
o Server 2003 SP2 (or SP1 with the 2003 client failback hotfix)  
o XP Professional SP3 (or SP2 with XP client failback hotfix)  

• When creating connections, choose Create a second connection in the 
opposite direction to create a second connection, effectively creating a 
two-way connection. Although possible, you should not configure one-way 
connections without a corresponding connection in the opposite direction. 
To control how data can be changed, allow changes only on certain servers, 
and use permissions to prevent making changes on specific servers.  

• A hub and spoke topology requires at least three members. A full mesh 
topology should only be used with ten or fewer members.  

• After configuring replication, replication might take up to 60 minutes to 
occur.  

• You can delegate permissions so that other administrators can manage the 
DFS namespace or replication group. In the DFS console, right-click the 
desired level (either the namespace, replication node, or replication group) 
and choose Delegate Management Permissions. Creating a namespace or 
adding a namespace server also requires membership in the local 
Administrators group on the server.  
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9.10.  Shadow Copy 

Shadow copy is a feature that automatically makes copies of files at regular 
intervals. Enabling shadow copies allows you to:  

• Recover deleted files or folders.  
• Recover a previous version of a modified file.  
• Compare a file with a previous version of that file.  

You should know the following facts about using shadow copies: 

• Shadow copies are enabled on a volume, not specific folders or files.  
• By default, the system takes two snapshots (shadow copies) of volume data 

each day (Monday through Friday). You can modify the schedule to 
customize when and how often snapshots are taken. You can also manually 
take a copy.  

• By default, shadow copies are saved on the same volume. You can 
customize where these snapshots are stored. Note: When changing the 
storage location, you must delete existing shadow copies before the 
location can be changed.  

• By default, up to 10% of the volume will be used for storing shadow copies. 
You can customize how much disk space is used for past copies either using 
a percentage or a fixed amount. At least 300 MB of free space must be 
available.  

• The system can store up to 64 shadow copies.  
• When no more disk space is available, or when the 64 copy limit is reached, 

the oldest copy will be deleted when a new copy is scheduled to be made. 
Once deleted, a shadow copy cannot be retrieved.  

• Use the Shadow Copies tab to enable shadow copies and configure storage 
locations and schedules.  

• Use the Previous Versions tab of a volume, folder, or file to view and 
manage previous versions.  

• End users can restore previous versions if they have the shadow copy 
previous versions client software installed.  

o Windows Vista, Server 2008, and Server 2003 come with the client 
software already installed.  

o For Windows XP, the client software is available in service pack 2.  



o You can download the client software for other operating system 
versions.  

• You can recover a file, folder, or a volume using the following:  
o For a volume, you can revert the entire volume to a previous copy. 

When you revert a volume, all changes made since the previous 
version are lost. You cannot revert a volume that contains system 
files.  

o Open a volume, folder, or file to view the contents of the previous 
version. The previous version is opened read-only, so you cannot 
make changes. If you open a previous version of a file, save it to a 
new location or with a new name to save the previous version.  

o Copy a previous version to restore the previous version to a new 
location.  

o Restore a previous version to recover files from a previous state.  
 Restoring files overwrites existing files.  
 Restoring folders restores deleted files and overwrites existing 

files, but does not delete any new files that have been added 
since the shadow copy was made.  

• NTFS permissions on previous versions depend on the action taken:  
o Restoring a file retains the file's permissions.  
o Copying a file to a different location sets the file permissions to the 

default permissions for the directory.  
• The amount of disk space required for each shadow copy is typically less 

than the size of current files. This is because shadow copy only saves 
incremental changes that have been made to each file, not the entire file 
(unless necessary).  

• Using shadow copy does not affect your regular backups and should not 
replace a backup solution.  

Keep in mind the following recommendations for using shadow copies:  

• Place shadow copies on a different volume. Doing so improves 
performance and ensures that certain conditions will not affect the ability 
to save copies. Configure the copy location when enabling shadow copies 
to prevent losing existing copies.  

• Base your shadow copy scheduling on client work patterns. If possible, 
schedule copies to occur during off hours. If necessary, schedule copies to 



occur more or less frequently depending on how often the data changes 
and the types of previous versions you want to capture.  

• Do not schedule copies to occur more frequently than once an hour.  
• Do not enable shadow copy on volumes that use mount points, or on dual-

boot computers.  
• You should not enable shadow copy on volumes that use mount points 

because the mounted drive is not included when shadow copies occur.  
• Always do regular file server backups. Shadow copy does not replace 

regular backups.  
• Before deleting a volume, disable shadow copy. If the volume is deleted 

first, the task that takes shadow copies continues to run and will generate 
Event ID: 7001 errors when the shadow copy event fails.  

• If possible, restore individual files instead of directories. Restoring large 
directories has a negative impact on performance.  

• To allow defragmentation without causing previous versions of files to be 
deleted, format source volumes on which you plan to enable shadow copy 
with allocation unit sizes of 16 KB (kilobytes) or larger. If you plan to use 
NTFS compression on the source volume, do not use an allocation unit size 
larger than 4 KB, or you may lose older shadow copies faster than 
anticipated on very fragmented drives.  

 

 
 
 
 
 
 
© Sergey Gorokhod 
MCT/MCSE/MCITP/MCTS/MCSA/CCSE/CCSA/CCNA/A+® 
E-mail: sergey@infosec.co.il 
Mob: (+972) 526848757 

mailto:sergey@infosec.co.il


9.11.  Windows Backup 

Windows Server Backup provides backup and recovery for Windows Server 2008. 
It replaces the NTbackup.exe backup utility in previous Windows versions. 
Windows Server Backup allows you to manage backup and recovery from either 
the command line or the Windows Server Backup console snap-in. 

You should know the following facts about Windows Server Backup: 

• Windows Server Backup uses Volume Shadow Copy Server (VSS) and block-
level backup to back up and recover the system.  

• Full backups take less time than they did in previous Windows versions.  
• As you restore a specific item from an incremental backup, you do not need 

to run every backup on which the item was restored. You need only select 
the date on which you backed up the version of the item.  

• To install and use Windows Server Backup, you must be a member or either 
the Administrators group or the Backup Operators group. Alternatively, you 
can receive permissions to use Windows Server Backup through delegation.  

• You can recover the operating system to the same machine, or in the event 
of a hardware failure, to a new machine.  

• Windows Server Backup automatically manages disk usage. It will 
automatically reuse the space of old backups when it creates new backups.  

• You cannot use Windows Server Backup to recover backups created with 
NTbackup.exe. To recover these backups, download the version of 
NTbackup.exe for Windows Server 2008. This tool can only be used to 
restore previously-created backups, not perform backups. 

Windows Server Backup provides three ways to run backups: 

• Windows Server Backup MMC snap-in. Using the snap-in, you can run 
wizards for scheduling backups. It also allows you to connect to other 
computers and manage backups. To do so, click the Action menu and select 
Connect to Another Computer.  

• Wbadmin from the command prompt. It allows you to perform the same 
operations as the snap-in from the command line.  

• PowerShell cmdlets for Windows Server Backup. The cmdlets allow you to 
write scripts to perform backups. 



Note: Because there is no GUI for the Server Core installation of Windows Server 
2008/2012/2016, you must administer Windows Server Backup either remotely 
using the Windows Server Backup snap-in or from the command line using the 
Wbadmin command. The PowerShell cmdlets are not supported because 
PowerShell does not run on server core. 

When you create a backup, you need to specify the volumes to include. Windows 
Server Backup allows you to select the following types of volumes                                      
(Note: These volumes must be NTFS-formatted and on a locally attached disk): 

• Full server, which includes all the volumes. Best practice dictates that you 
choose this option as it allows you to recover the full server.  

• Critical volumes contain the operating system. This option allows you to 
recover the operating system or system state.  

• Non-critical volumes contain files, applications, and data.  

Note: Windows Server Backup does not allow you to back up individual files or 
directories 

Windows Server Backup can save backups to the following storage types: 

Storage 
Type Description 

Local 
disk 

Backups to local disk are saved on a separate, dedicated disk.  

• Backups on disk can be used to recover the full server, critical 
volumes, non-critical volumes, individual files and folders, and 
applications and their data.  

• Disks used for backup are not visible in Explorer and cannot be 
used for saving data.  

• Windows Server Backup formats the disks as part of the 
preparation for performing backups.  

• You can store a maximum of 512 backup copies on a disk. This 
number varies according to the storage capacity of the disk and 
the extent of the changes in each backup. If you need to store 
more backup copies, use multiple disks.  



External 
disk 

Backups to external disks are much the same as backups to a local 
disk.  

• Backups to an external disk can be used to recover the full 
server, critical volumes, non-critical volumes, individual files and 
folders, and applications and their data.  

• Disks are reformatted prior to use, and are not visible in 
Explorer.  

• Best practice dictates that you use USB 2.0 or IEEE 1394 disks 
with 2.5 more times capacity than the set of items you back up.  

• You can use multiple disks for automatic backup storage. When 
you create the schedule, all the disks must be attached and 
available. However, you do not have to leave the disks attached 
after the backups begin. Best practice dictates that you use only 
one connected drive at a time. When you want to use a new 
disk, detach the current disk and attach another disk from the 
series. This allows you to rotate the disks for offsite disaster 
protection or other reasons. If you want to force the backup to 
go to a specific disk among several attached disks, detach or 
disable the other disks in the backup series.  

Shared 
folder 

Backups to a shared folder are saved to a network share.  

• Backups to a shared folder can be used to recover the full 
server, critical volumes, non-critical volumes, individual files and 
folders, and applications and their data.  

• Backups stored on a shared folder are not saved consecutively. 
Rather, each backup operation overwrites the previous backup. 
If a backup operation fails, you may be left without a backup. 
You can avoid this by storing your backups in subfolders of the 
shared folder.  

• If you enable IPSec in your domain, you must save the backup to 
a shared folder on an IPSec boundary computer. If not, you 
cannot access the shared folder when you use a Windows Setup 
Disk to access the Windows Recovery Environment.  



DVD 

Backups can be stored on DVD. However, this backup media has more 
limitations than other media.  

• Backups stored on optical or removable media only allow you to 
recover volumes, not applications or specific files.  

• When the DVD backup contains all critical volumes, you can use 
the backup to perform a system restore.  

• Backups to DVD are compressed, so it's likely that the backup 
size on the DVD is smaller than the actual size of the volume.  

• Backups to DVD can span multiple DVDs if necessary. When one 
DVD reaches capacity, the system prompts you to insert the 
next DVD.  

• When you create a backup to DVD, the destination has to be 
larger than 1 GB in size, or it is blocked from the list of available 
devices.  

Note: You cannot back up to tape. Windows Server Backup does not support 
backups to tape devices. 
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9.12.  Backup Operations 

The table below describes the types of backups you can perform using Windows 
Server Backup. 

Backup Type Description 

Automatic 
backup 

You can create automatic backups using the Backup Schedule 
Wizard in the Windows Server Backup console or using the 
wbadmin enable backup command.  

• By default, automatic backups run once a day. You can 
modify the schedule to take backups more often, but you 
cannot schedule automatic backups less frequently than 
once a day.  

• When you create the backup, you need to determine 
whether to back up the full server or specific volumes. By 
default, volumes that hold operating system components 
(the system volumes) are included, and you cannot 
exclude them. However, you can include or exclude data 
volumes as needed.  

• You can only use local or external disks for the backup. If 
you want to back up to a different medium, choose a 
method other than automatic backups.  

• When you use the wizard, you can only use local or 
external disks. However, you can save scheduled backups 
to a volume when you use the wbadmin enable backup 
command.  

• Use wbadmin disable backup to stop the automatic daily 
backups.  

Manual backup 

You can run backups manually by using the Backup Once Wizard 
or the wbadmin start backup command.  

• You can save backups to local disk, DVD, removable 
media, or a shared folder.  



• When backing up to shared folder or local disk, you can 
recover individual folders and files. When backing up to 
DVD or removable media, you can only restore full 
volumes.  

• To use a shared folder, DVD, or removable media, you 
must select Different options in the Backup options 
page. Otherwise, the settings used for automatic backups 
will be used (and only local disks will be supported).  

• Best practice dictates that you use manual backups only 
to supplement regularly scheduled backups.  

Scheduled 
backup 

To run backups automatically but avoid running them on the 
default at-least-once-a-day schedule, use Task Scheduler and 
the wbadmin start backup command. You can do this by either 
running the command through a series of scheduled tasks or by 
launching a batch file. However, make sure that this custom 
schedule doesn't conflict with any regular backup schedule or 
one of the backup operations will fail.  

Using the wbadmin start backup command allows you to have 
full control over the types of data you wish to back up. For 
example, when you create a comma-delimited list of volumes to 
back up using the -include switch, you do not have to include 
system volumes as you do with other types of backups. Use the 
-backupTarget switch to designate the storage location for the 
backup. 

System state 
backup from 
command line 

If you want to create a backup of the system state, use the 
wbadmin start systemstatebackup command (this backup 
option type is not available through snap-in). A system state 
backup can only be saved to a locally attached disk (the disk can 
be either internal or external), not a DVD or shared folder. 
When recovering data from a system state backup, you can only 
recover the system state and system applications. You cannot 
recover volumes or files from a system state backup.  

While you can't configure a scheduled backup for system state 
backups, you can still script the wbadmin start 



systemstatebackup command to perform backups on a 
schedule. 

Be aware of the following when using Server Backup: 

• Configuring backups to disk using Wbadmin requires you to know the disk 
ID. Use wbadmin get disks to view information, including the disk ID, for 
installed disks.  

• After you create the first backup, best practice dictates that you perform a 
test recovery.  

• You can monitor the status of a backup or recovery using the following 
sections in the snap-in:  

o Messages  
o Status  
o Scheduled Backup  
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9.12.  Restore Operations 

To perform a system recovery, you can use the following wizards or tools: 

Recovery Type Description 

Files and 
folders 

To recover files or folders you can use either the Recovery 
Wizard or wbadmin start recovery. You should know the 
following about recovering files and folders:  

• You can't recover files and folders from DVD, removable 
media, or a system state backup. You can only recover 
files and folders from backups stored on an external disk 
or in a shared folder.  

• When you recover files or folders, you can select Original 
Location or Another Location to save the objects to a 
different storage location.  

• When backup finds duplicate files, you can select from 
the following three options:  

o Create copies so I have both versions of the file or 
folder  

o Overwrite existing files with recovered files  
o Don't recover those files or folders  

Volumes 

To recover files or folders you can use either the Recovery 
Wizard or wbadmin start recovery. You should know the 
following about recovering volumes:  

• You can restore a volume from a shared folder, disk, DVD, 
or removable media backup.  

• When you restore a volume, the restore operation 
overwrites the data on the destination volume. Make 
sure the destination does not contain data that you may 
need later before performing the restore. 



Applications 

To recover files or folders you can use either the Recovery 
Wizard or wbadmin start recovery. You should know the 
following about recovering applications and their data:  

• To be able to recover an application, the application must 
have a VSS (Volume Shadow Copy Service) writer. This 
allows the application to register with Windows Server 
Backup. The VSS writer must be running when you create 
the backup.  

• You cannot recover an application from a DVD or 
removable media backup.  

• If you are recovering from your most recent backup and 
the application supports "roll-forward" of the application 
database, the Do not perform a roll-forward recovery of 
the application database option appears. Select this 
option if you do not want Windows Server Backup to roll-
forward the application database currently on the server.  

• When you recover an application, you can copy the 
application to a different location, but you cannot recover 
the application to a different computer of a different 
name. 

Backup catalog 

The backup catalog stores information about the backups, such 
as the volumes backed up and where those backups are located.  

• The backup catalog is stored in the same location as your 
backups.  

• If the catalog becomes corrupted, you receive an alert, 
and an Event is registered in the Event log. You cannot 
perform more backups until you either restore the 
catalog using an available backup or delete the catalog.  

• If you delete the catalog, you can't use the Windows 
Server Backup snap-in to access the backups.  

You can use either the Catalog Recovery Wizard or wbadmin 
restore catalog to recover a corrupt catalog. In fact, you only 
see the Catalog Recovery Wizard in Windows Server Backup if 
the catalog is corrupted. 



Operating 
system or full 
server 

To perform a recovery of the operating system or a full server 
recovery, you need to use a Windows Setup disc and a Windows 
Server Backup backup.  

• To begin the recovery, boot the computer from the 
Windows Setup disc and select the Repair your computer 
option.  

• Restoring only the critical volumes restores volumes that 
contain operating system files, but not volumes that 
contain user data only.  

• Restoring the entire PC restores critical and non-critical 
volumes.  

• When you restore volumes, existing disks are 
repartitioned and reformatted, resulting in all existing 
data on the disks being lost. You can keep disks by 
excluding them from the restore process. This keeps the 
existing data, but does not restore those disks from the 
backup.  

You can also use the wbadmin start sysrecovery command to 
recover the volumes that contain the operating system's state, 
but you can only use it when you also use the Windows 
Recovery Environment. 

System state You can recover a computer's system state using the wbadmin 
start systemstaterecovery command line command. 

Backup 
created with 
Ntbackup 

In the event that you need to recover backups created with 
Ntbackup, you can download a version of Ntbackup for use with 
Windows Server 2008/2012/2016. However, you can only 
recover backups created with Ntbackup; you cannot create new 
backups with Ntbackup. 

When you perform a recovery to a new disk, best practice dictates that the new 
disk be as big as the disk on which the backups were stored. For example, if you 
saved your backups to a 1 TB disk, the new disk must be 1 TB even if the backed 
up volumes came from a 100 GB disk. 



9.13.  Disk Quota 

Disk quotas is a feature that tracks and can be used to restrict the amount of 
space that a user's files can use on an NTFS volume. Be aware of the following 
facts regarding disk quotas: 

• Disk quotas can only be set on NTFS volumes.  
o The Quota tab will not be shown for FAT volumes.  
o Each NTFS volume has its own set of disk quotas, even if they are on 

the same hard disk or if the volume has disk space from multiple 
physical drives.  

• Disk quotas are set on the volume, not on individual folders or files.  
• Quotas are tracked on a per-user basis. With quotas enabled, each user has 

a quota limit.  
o All files owned by the user count towards the quota limit, regardless 

of which directory the files are in.  
o System and application files count toward disk quotas, so the user 

who installs software needs a higher limit.  
• When you enable disk quotas, you configure a default quota limit. This limit 

applies to every user.  
• You can create custom quota entries to specify greater or lesser quota 

limits for specific users.  
• You cannot set a quota limit on the built-in Administrator account.  
• For both default and specific quota entries, you configure a disk limit and a 

warning level. For notification, you can configure quotas to log an event 
when either the warning or disk limit is reached.  

• Disk quota configuration on a volume is one of three settings:  
o When quotas are disabled, disk space is not limited and disk space 

usage information is not tracked.  
o When quotas are tracked, data on disk use is collected, but storage 

space is not limited. Users can exceed their quota limit.  
o When quotas are enforced, warning levels and restrictions are 

enforced to prevent users from exceeding disk space limitations. 
Enable the Deny disk space to users exceeding quota limit option to 
prevent users from exceeding their quota limit. 

• If a user exceeds the quota limit, you can take the following actions to allow 
the user to save more files:  



o Delete files owned by the user.  
o Change ownership of files.  
o Move files to other volumes.  
o Increase the quota limit for that user.  

You cannot reduce the amount of space used by files by compressing them. 
Quotas count the uncompressed size of a file toward the quota limit.  

• You cannot delete a user's quota entry if that user owns files on the 
volume. To delete a quota entry for a user, move all owned files off of the 
volume, or change ownership for all files owned by that user.  
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9.14.  FSRM Features 

New with Windows Server 2008/2012/2016, a server that has the file server role 
installed can enforce quotas on volumes or folders.  

• Use the File Server Resource Manager snap-in to manage folder and 
volume quotas.  

• Folder and volume quotas are enabled on a volume or a specific folder. The 
limit applies to the folder, not to files owned by users. Tip: You can enforce 
a quota on a folder for a user only if that user has permissions to save files 
to the folder.  

• There are two types of quotas:  
o A hard quota sets a limit on the amount of space that the volume or 

folder contents can use. Once the limit is reached, no new files can 
be saved in the volume or the folder.  

o A soft quota tracks disk space used by files, but does not prevent the 
limit from being exceeded. Use a soft limit to enable disk space use 
tracking without limiting disk space use.  

• For both hard and soft quotas, you can define notifications when a 
percentage of the quota limit is reached. Notifications include logging an 
event, sending an e-mail to the user or an administrator, or running a 
command or a script.  

• You can create a custom quota for each volume or folder, or use a 
template. The template contains pre-defined space limits and notification 
thresholds and actions.  

• When you create a quota using a template, all settings in the template are 
applied to the quota. In addition, the quota entry keeps track of the 
template used to define the quota.  

• When you create a quota using a template, choosing Auto apply template 
and create quotas on existing and new subfolders creates a quota for the 
volume or folder you specify in addition to current and future subfolders 
directly beneath the chosen quota path. For example, if you set a space 
limit of 100 MB on D:\Users, each of the subfolders in D:\Users also 
receives a 100 MB space limit.  

o If you were to create the D:\Users\MSmith folder, that subfolder 
would automatically have a quota applied from the template.  



o The auto feature extends only to the direct subfolders in the original 
path, not beyond. If MSmith creates the 
D:\Users\MSmith\Documents folder, the contents of that folder 
would count towards the quota limit on the D:\Users\MSmith folder 
(a new quota would not be applied to the 
D:\Users\MSmith\Documents folder).  

• If you create a quota from a template, you can edit the quota to customize 
(deviate) from the template settings. For example, you can edit the quota 
to increase the space limit or to modify notifications and thresholds. 
Modifying a quota does not modify the original template.  

• When you modify a quota template, you have three options for applying 
the changes:  

o Choose Apply template to all derived quotas to apply the changes to 
all quotas created using the template. This setting removes any 
custom settings for specific quotas.  

o Choose Apply template only to derived quotas that match the 
original template to apply the settings only to quotas that have not 
been changed from the template.  

o Choose Do not apply template to derived quotas to modify the 
template without modifying any quotas.  

• To see a report about files in the monitored folders, edit the quota entry 
and the notifications. Use the Report tab to generate and send reports on:  

o Duplicate files  
o Files by file group  
o Files by owner  
o Large files  
o Least and most recently access files  
o Quota usage  

Reports are automatically generated when the threshold is reached, and 
are saved in the %systemdrive%\StorageReports\Incident folder. You can 
configure these reports to be e-mailed after they are generated, or you can 
view a report immediately.  

With File Server Resource Manager, you can also configure file screens. A file 
screen prevents specific types of files from being saved in the specified volume or 
folder.  



• Like quotas, file screens are enabled on the volume or a folder. Screens 
apply to the volume or folder, not to specific users.  

• There are two types of file screens:  
o An active screen prevents files of the identified types from being 

saved in the file system path.  
o A passive file screen monitors file types, but does not prevent saving 

files.  
• For both active and passive file screens, you can configure notifications 

when an attempt is made to save a specific file type.  
• File types are identified by predefined and custom file groups.  

o File groups identify common characteristics of files, such as the file 
extension.  

o Predefined file groups include executable files, graphic files, audio 
and video files, or office files.  

• When you create a file screen, you identify the screening type (active or 
passive), the file group(s) to block, and the notifications that occur when an 
attempt is made to save a file that matches the files defined by the file 
group.  

• You can edit the predefined file groups or create your own. Within a file 
group:  

o Extensions and filenames added to the Files to include list are 
blocked or tracked.  

o Extensions and filenames added to the Files to exclude list are 
allowed.  

• Like quotas, file screens can use predefined templates. Changes made to 
the templates can be applied to file screens created with that template.  

In addition to generating reports for specific quotas, you can generate volume 
and folder reports, and then schedule those reports to be generated at specific 
intervals. Reports are automatically saved in the 
%systemdrive%\StorageReports\Scheduled directory, and you can choose to e-
mail reports as they are generated. 

 

 



9.15.  Quota Method Comparison 

Server 2008/2012/2016 has two different methods for configuring quotas.  

Quota Type Description 

NTFS Disk 
Quotas 

• Quotas are enabled at volume level only  
• Quotas are enforced on per-user basis  
• All files owned by a user count towards the quota limit  
• Quotas are calculated according to logical file sizes, not 

actual disk space  
• Notification for exceeding quota limits are recorded as 

an event in the event log  

Folder and 
Volume Quotas 

• Quotas are enabled at the volume or folder levels  
• Quotas are enforced on a per-volume or per-folder 

basis  
• Quotas are calculated according to actual disk space 

occupied by files  
• Quotas can be configured for multiple volumes and 

folders simultaneously using quota templates  
• Notification for exceeding quota limits include:  

o Log an event  
o Send an e-mail  
o Execute a command or script  

• Detailed reports regarding disk use are available 
including:  

o Duplicate files  
o Files by file group  
o Files by owner  
o Large files  
o Least and most recently access files  
o Quota usage  

Note: You should not implement both disk quotas and volume and folder quotas 
at the same time.  



9.16.  Print Services 
The following table lists some key definitions with which you should be familiar. 

Term Definition 
Print 
server The computer where printing is established. 

Printer A virtual device inside the print server that can be configured to send 
output to a printing device. 

Print 
device 

The physical device connected to the print server where print output 
occurs. 

Print 
driver 

The software that allows the printer to communicate with the print 
device. 

Print 
queue 

The portion of the hard drive where print jobs are stored before going 
to the print device.  

By default, print spool files are stored in the system drive in 
\Windows\System32\Spool\Printers. For best performance, move this 
to a separate drive. 

Printer 
port 

The means by which a print device connects to a print server (parallel 
port, serial port, or to the printer's NIC). 

You can manage printing on a Windows Server 2008 system through the Control 
Panel or the new Print Management snap-in.  

• To use the Print Management snap-in, add the Print Services role.  
• Using Print Management, you can view and manage printers running on 

print servers from Windows Server 2000, 2003, 2008, 2012, 2016 and Vista, 
7, 10.  

• To access the full Print Management feature set, you must log in as an 
administrator or be a member of the Administrators group on the print 
server you are managing.  

The Print Services role is composed of three services: 



Service Description 

Print 
Server 

Adding the Print Server service installs the Print Management snap-in.  

Note: You can still add, share, and manage printers through the 
Control Panel even without adding the Print Services role.  

LPD 
Service 

The LPD (Line Printer Daemon) Service uses the LPDSVC service 
(TCP/IP Print Server) to allow systems using the Line Printer Remote 
(LPR) service (typically UNIX- and Linux-based machines) to print to 
shared printers.  

• Adding the LPD Service configures an inbound exception in the 
Windows Firewall with Advanced Security for port 115.  

• The LPDSVC service does not automatically restart when you 
restart the Print Spooler service.  

• You can print from Windows Vista/7/10 or Windows Server 
2008/2012/2016 to a UNIX print server if you install the LPR 
Port Monitor feature.  

Internet 
Printing 

Installing the Internet Printing option allows you to use a Web site to 
print to, share, and manage printers through a Web browser.  

• Use the following URL to view Internet-enabled printers: 
http://print_server_name/printers  

• To print, computers must have the Internet Printing Client 
installed. On Vista,7,10 use the Control Panel to turn on the 
Windows feature. On Server 2008/2012/2016, add the feature 
using Server Manager.  

Note: You can run Print Management on Windows Vista/7/10. However, you 
cannot monitor more than 10 remote print servers because Vista only allows 10 
concurrent network connections. To monitor a large number of print servers 
remotely, use Windows Server 2008/2012/2016. 

 

 



9.17.  Printing Configuration 
Print Management automatically detects the printers on the same subnet as the 
print server. It also does the following automatically: 

• Installs drivers  
• Establishes the queues  
• Shares the printers  

When you configure printing, you create a logical printer object that references a 
print device or points to another logical printer on the network. The following 
table lists the configuration choices to make to configure each type of printer. 

Print Device Location Printer 
Type Port Type 

Connected to the LPT, USB, or 
COM port of the local 
computer 

Local LPT, USB, or COM 

Connected directly to the 
network through a NIC 
connected to the printer 

Local TCP/IP (identify the IP address of the 
print device NIC) 

Connected to a shared printer 
that is configured on a remote 
computer  

Network UNC path 
(\\computername\sharename) 

As you manage printing, be aware of the following features. 

Feature Description 

Printer 
permissions 

Printer permissions control the actions that users can perform 
on a printer. Printer permissions apply to both local and 
shared printers. Printer permissions are:  

• The Print permission allows users to send print jobs and 
manage their own documents in the queue.  



• The Manage Documents permission allows users to 
manage all documents in the print queue, such as 
pausing, reordering, or deleting print jobs.  

• The Manage Printer permission allows users to change 
printer configuration settings and permissions.  

In addition to the printer permissions, you can make a user a 
member of the Print Operators group. Members of this group 
can: 

• Create and share printers.  
• Edit printer properties.  
• Log on to systems and shut them down (including 

domain controllers).  
• Perform all tasks available through all printer 

permissions (print, manage documents, manage the 
print server).  

Printer pooling 

Printer pooling uses a single printer object to represent 
multiple print devices.  

• With printer pooling, users send print jobs to a single 
printer object. The print server decides which print 
device to send the job to, performing load balancing 
between the printers.  

• When creating a printer pool, all print devices in the 
pool must be the same model (using the same printer 
driver).  

• Because users can't control which physical device is 
used for the print job, both print devices should be in 
the same physical location.  

• Printer pools speed printing by reducing the time that 
documents spend waiting for a free print device.  

• Printer pools simplify printer administration because 
you manage multiple devices through a single printer 
object.  



Multiple printer 
objects 

You can use multiple printer objects for a single physical print 
device to customize access to the printer based on job roles. 
To configure multiple printers:  

1. Create multiple printer objects, one per group or user 
with distinct access.  

2. For each printer, configure permissions to restrict 
access.  

3. Fine-tune access by editing the Advanced properties for 
the printer to modify priority (99 is the highest) and 
restricting printer availability times.  

List in Active 
Directory 

When you share a printer, you can choose to list the printer in 
Active Directory. Listing the printer in Active Directory makes 
the printer name and its characteristics appear in Active 
Directory. Users can then search Active Directory to find the 
printer by name or by special features (such as location or 
color support).  

Note: Listing the printer in Active Directory does not 
automatically add a printer to client computers. Users must 
still connect to the printer. 

Deploy with 
Group Policy 

When you deploy a printer using Group Policy, printer objects 
are automatically created on client computers that point to 
the deployed printers.  

• You can only deploy printers using the Print 
Management snap-in or by editing the Group Policy 
Object (GPO) in the Group Policy Management snap-in.  

• Deploying the printer to computers adds the printer to 
the computer, regardless of what user is logged on. 
Deploying the printer to users adds the printer for the 
user, regardless of which computer they log on to.  

• Machines that run Windows 2000 only support per user 
connections. Machines that run XP or later support both 
per user and per machine connections.  



• For pre-Vista computers, you must run the 
PushPrinterConnections.exe utility to have the 
workstation pull printer information from the Group 
Policy. You must run this on a periodic basis so that 
changes to the deployed printers are updated on the 
client. As a best practice, run 
PushPrinterConnections.exe as a script in the same 
GPO where you have deployed the printer.  

Export/import 
printers 

Using Print Management, you can export and import printer 
settings including print queues, port and printer settings, and 
language monitors. Once you export the settings to a file, you 
can import them to another print server. The import options 
are as follows:  

• Import Mode. Determines the action to take if a print 
queue exists at the destination computer.  

• List in the Directory. Determines if the import print 
queue is published in Active Directory directory service.  

• Convert LPR Ports to Standard Port Monitors. 
Determines if Line Printer Remote (LPR) printer ports 
from the printer settings file are converted to the faster 
Standard Port Monitor standard.  

You can do also perform printer migration from the command 
line using the Printbrm.exe command. 

Manage print 
drivers 

When you configure a shared printer, computers that connect 
to the shared printer automatically download the necessary 
print driver. When managing print drivers on shared printers, 
keep in mind the following:  

• On the print server, install additional drivers that 
correspond to the hardware platform for the installed 
printers. You can add drivers by editing the printer 
object, or through the print server properties.  

• Windows NT, 2000, XP, 2003, Vista, 7, 10 and 
2008/2012/2016 systems will download any new or 



updated drivers associated with the shared printer. 
When you change the driver on the shared printer, the 
clients will download the new driver.  

• Windows 9x systems (95/98/ME) will not download 
drivers automatically. You will need to manually 
configure and update drivers.  

Manage 
documents in 
the print queue 

For documents in the print queue:  

• Users can delete or pause their own print jobs. Those 
with Print Operator permissions can manage all 
documents in the queue.  

• Pausing the queue prevents any document from 
printing.  

• Change the document priority to change the order that 
documents print. Documents with a higher priority 
number print first.  

• Use the Reliability and Performance Monitor to gather 
statistics about print queues. Statistics you can monitor 
include:  

o Jobs, jobs spooling, and job errors  
o Not ready and out of paper errors  
o Total bytes, jobs, and pages printed  

• Use printer filters in Print Management to view the 
current state of printers and print queues, and to 
configure e-mail notifications for printer error 
conditions. You can also use alerts in Reliability and 
Performance Monitor to receive notifications about 
print queue statistics.  

o Print Management allows you to track more error 
states than Performance Monitor, but 
Performance Monitor lets you view performance 
statistics that are not available through Print 
Management.  

o Performance Monitor also lets you capture 
information about print queues and save that 
data to a file, while Print Management lets you 



see the current status or send e-mail notifications 
only.  

If a print device fails, modifying the printer object properties to reflect a new 
printer is easier than creating a new printer and then configuring a new printer on 
each client system. The following table summarizes several methods you can use 
to fix printing problems if the print device fails. 

Situation Configuration Actions 

You have a replacement printer 
of the same type. 

Simply connect the new printer to the 
existing physical port. The logical print object 
does not need to be reconfigured. 

You need to replace the physical 
print device with a printer of a 
different make or mode. 

Take the following actions:  

1. Attach the new print device to the 
computer.  

2. Edit the properties of the printer and 
change the driver.  

3. If necessary, change the printer port 
used by the print device.  

You cannot replace the physical 
printer. 

If you cannot replace the print device, you 
can redirect the print queue to another 
shared printer on the network.  

1. Pause the printer.  
2. Edit the printer properties. Redirect 

the port to a shared printer (use a UNC 
path).  

3. If necessary, change the print driver 
associated with the print device.  

4. Unpause the printer.  

 

 


