/.1. Remote Access Connection

When a client uses a dial-up connection, it connects to the remote access server
across the telephone system.

Windows client and server operating systems use the Point-to-point
Protocol (PPP) for the dial-up connection.

PPP can be used by multiple protocols, including TCP/IP, IPX/SPX, and
AppleTalk.

PPP supports automatic IP address assignment, compression, and
encryption.

An older connection protocol, Serial Line Internet Protocol (SLIP), is no
longer supported on Windows remote access servers. Windows Vista does
not support SLIP on client connections.

A Virtual Private Network (VPN) is used to support secured communications over
an untrusted network.

A VPN works over an existing network connection. This connection can be
an existing dial-up, Internet, or LAN connection.

VPNs work by using a tunneling protocol that wraps and protects packets in
transit. Only the destination device can unwrap the packets to read them.
Windows Server 2008/2012/2016 and Windows Vista/7/10 support the
following VPN protocols:

Protocol Description
PPTP:

o Is based on Point-to-Point Protocol (PPP)
Point-to-Point Uses standard authentication protocols, such
Tunneling Protocol as CHAP or PAP
(PPTP) o Supports TCP/IP only
o Does not encrypt data (PPTP is used in
conjunction with Microsoft Point-to-Point
Encryption for encryption)

o



Layer Two
Tunneling Protocol
(L2TP)

Secure Socket
Tunneling Protocol
(SSTP)

(0]

(0]

Is supported by most operating systems and
servers
Uses TCP port 1723

L2TP is making PPTP obsolete.

L2TP:

SSTP:

Supports multiple protocols (not just IP)
Can use certificates for authentication

Uses IPSec for encryption (requires
certificates)

Is not supported by older operating systems
Uses TCP port 1701 and UDP port 500

Transports PPP traffic through an SSL channel
Includes encryption through SSL

Supports password- and certificate-based
authentication

Uses port 443

Works through most firewalls without a
modification of the firewall rules
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7.2. Authentication Protocol Comparison

Authentication protocols ensure that remote users have the necessary credentials
for remote access. The following table compares the authentication protocols
supported by a Windows 2008 remote access server. Protocols are listed in order,
from least secure to most secure. As a rule, select the highest level of
authentication supported by the clients.

Protocol

Password
Authentication
Protocol (PAP)

Challenge
Handshake
Authentication
Protocol
(CHAP)

Characteristics

PAP sends the username and password in plain text. You should
use PAP only when no other form of authentication is
supported. Vulnerabilities associated with PAP include:

With PAP, the password can be easily intercepted. It does
not protect against replay attacks, remote client
impersonation, or remote server impersonation.

You cannot use MPPE (Microsoft Point-to-Point
Encryption) with PAP.

If your password expires, PAP cannot change passwords
during the authentication process.

A variation of PAP is SPAP, Shiva Password Authentication
Protocol. Use SPAP when you have Shiva devices on your
network.

CHAP is a three-way handshake (challenge/response)
authentication protocol.

CHAP uses the MD5 (Message Digest 5) hashing of the
shared secret for authentication. Only the hash, and not
the password, is sent during authentication.

CHAP does not protect against server impersonation, and
a plaintext version of the password must validate the
challenge response.

If your password expires, CHAP can't change passwords
during the authentication process.



MS-CHAP v2 is the highest level of authentication possible

Microsoft without using EAP. MS-CHAP v2:

Challenge

Handshake « Uses a challenge/response mechanism
Authentication| « Encryptsthe shared secret

Protocol o Allows for mutual authentication (where the server
version2 (MS- authenticates with the client)

CHAP v2) o Allows users to change the password

EAP allows the client and server to negotiate the characteristics
of authentication. This means that the authenticator requests
authentication information (name, PIN, card token value in the
case of security token cards) from the client. To authenticate,
the client must return the proper responses.

o EAP is used for smart cards, biometric authentication, and
certificate-based security environments.

Extensible o An EAP authentication scheme is called an EAP type. Both
Authentication the client and authenticator have to support the same
Protocol- EAP type for authentication to function.

Transport o By default, Windows Server 2008 supports the following
Layer Security EAP types (if you want another EAP type, you must install
(EAP-TLS) it on the server):

o EAP-TLS uses client certificates, either on the local
system or on a smart card.

o Protected EAP (PEAP) MS-CHAP v2 uses simple
passwords on the client for authentication. Use this
method when the client does not have a certificate.

o PEAP-EAP-TLS uses client certificates, either on the
local system or on a smart card.



7.3. Remote Access Authorization

Authorization is the process of granting or denying remote access based on
connection and other criteria. While authentication validates the user or
computer identity, authorization determines whether access is granted. In
Windows Server 2008, authorization for remote clients is handled by the Network
Policy Server component.

Remote access is allowed or denied based on network policies (previously called
remote access policies). A network policy includes the following components:

Component Description

Conditions identify which network policies apply to incoming
connections.

o Conditions defined in the network policy identify
characteristics of the connection. Common conditions
include group membership, day and time, operating system,
IP address, and authentication method used.

When an incoming connection is requested, the network
policy server compares the connection with the conditions in
the listed network policies.

« If all of the conditions in the policy are matched, the server
stops checking policies and checks the other components in
the matched policy.

« If all of the conditions in the policy do not match, the server
checks the next policy in the list, until a match is found.

Conditions

Constraints are additional connection characteristics that must be
matched before the connection is granted.

Constraints « Constraints include many of the same criteria that can be
defined for conditions, and include authentication method,
idle and session timeout, called station ID, day and time, and
port type.



« Constraints are a distinct group of criteria that is evaluated
after the conditions are met.

« If all of the criteria specified by constraints are met, the
server continues checking the other components of the
network policy.

« If all of the criteria in the constraints are not met, the
connection is denied.

« If the connection meets all of the conditions in a policy, but
not all of the constraints, no other policies will be checked
and the connection will be refused.

Permissions determine whether remote access is granted or denied.
Permissions come from a combination of settings in the user
account and the remote access policy.

« When you create a network policy, the default is to ignore
the setting in the user account and to allow access.

« If you use the user account settings to allow or deny access,
the setting in the network policy is not used. For example,
consider the following settings:

o The network policy is configured to deny access.
o The network policy is configured to use the user
account settings to determine the remote access
Permissions permissions.

o The user account allows remote access.

In this example, the remote access connection will be
granted (the setting in the user account is used).

« The user account could be configured to use the setting in
the network policy instead of explicitly allowing or denying
the request. For example, consider the following settings:

o The network policy is configured to deny access.

o The network policy is configured to use the user
account settings to determine the remote access
permissions.



o The user account is configured to use the network
policy settings.

In this example, the remote access connection will be denied
(the setting in the policy takes effect).

Settings are connection configuration parameters that are applied if
the connection is granted.

« Settings include configuration parameters that are sent to
the client, NAP enforcement settings (i.e. whether the client
has unlimited or restricted access), bandwidth consumption

Settings limits, IP filters, encryption settings, and IP addressing
information.

« Settings are only applied if all of the following are met:

o All conditions are met.
o All constraints are met.
o Remote access has been allowed.

As a review, the following process is used for authentication when a remote
access connection is requested:

1. The remote client establishes the connection and supplies authentication
information to the remote access server.

2. The remote access server contacts the Network Policy Server to determine
whether access is allowed.

3. The Network Policy Server checks the parameters of the remote access
connection and compares those to the conditions defined in the first
network policy.

o If all of the conditions in the policy are not met, the server checks the
next network policy in the list.

o If the connection does not match all of the conditions in any policy,
the connection is denied.

o If all of the conditions in the policy are met, then the constraints and
permissions in that policy are checked. No other policies will be
checked after a match is found, even if the matching policy
eventually denies the connection.



4. If the connection matches all of the conditions in a network policy, the
constraints in that policy are then checked.

o If all of the constraints are not met, the connection is refused. The
system will not check any other network policies (i.e. the conditions
of other policies are not checked).

5. If the connection matches all constraints, the permissions are checked.

o If the policy is configured to ignore the user account settings, the
policy setting is used to allow or deny access.

o If the policy is configured to use the user account settings, the
connection is allowed or denied based on the user account setting.
However, if the user account setting is configured to use the network
policy, the connection is allowed or denied based on the permission
in the policy.

If the permissions deny access, then no other network policies are checked.

6. If the permissions allow access, then settings are applied to the connection.
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7.4. Remote Access Server Configuration

To allow a remote client to connect to a remote access server, the following
configuration tasks must be performed on the server:

Task

Enable
remote
access

Configure
ports

Description

Remote access must be enabled on the server. To enable remote
access:

Install the Network Policy and Access role on the server
with the Remote Access service. This automatically enables
remote access on the server.

To allow a server previously configured as a router to act as
a remote access server, enable remote access through the
server properties in Routing and Remote Access.

o To allow remote clients to access resources on both
the remote access server and the local network,
enable both remote access and LAN routing.

o To restrict access to only the remote access server,
enable only remote access.

Ports are logical connections that identify a single client
connection to the remote access server. When you enable remote
access on the server, the Ports node is automatically added, with
all known ports identified automatically.

Each physical modem is represented by a single port. If you
have multiple modems installed in the server, you will see a
port listed for each modem. To add more ports, you must
install additional modems in the server.

Additional ports are added for logical VPN connections
(PPTP, L2TP, and SSTP). For VPN ports, you can add more
ports to allow additional connections.

Each port must be enabled for remote access. Make sure
the ports you use show RAS or RAS/Routing in the Used By
column. To prevent a port from being used, disable remote



Configure
addressing

Configure
network
policies

access on the port. For example, you can disable remote
access on PPTP ports to prevent PPTP VPN connections
from being established.

When a client connects to a remote access server, it must have an
IP address to identify it on the network. Configure client
addressing in the following ways:

Configure the remote access server to use DHCP to obtain
addresses for remote clients. When the client requests a
remote access connection for the first time:
1. The server requests 10 addresses from the DHCP
server.
2. The server uses one address for its own remote
access port.
3. The server assigns other addresses in the range to
incoming clients.
4. If needed, the server requests additional IP addresses
in blocks of 10.
Configure a static pool of addresses on the remote access
server. One address is automatically assigned the remote
access port on the server. Clients are assigned an IP address
from the address pool configured on the server.
Configure a static address on the client. When you do this,
you must also configure the remote access server to allow
clients to identify their IP address.

Network policies identify which users and computers are allowed
to connect to the remote access server. Use the Network Policy
Server console to configure network policies.

Define conditions to identify which network policies apply
to incoming connections. Common conditions include
group membership, day and time, operating system, IP
address, and authentication method used.

Configure constraints to specify additional connection
characteristics that must be matched before the connection



is granted. Constraints include many of the same criteria
that can be defined for conditions, and include the
authentication method, idle and session timeout, called
station ID, day and time, and port type.

« Configure permissions to allow or deny the connection.
Permissions can be controlled through the network policy
or the Active Directory user account setting.

« Configure settings to identify connection configuration
parameters that are applied if the connection is granted.
Settings include configuration parameters that are sent to
the client, NAP enforcement settings (i.e. whether the
client has unlimited or restricted access), bandwidth
consumption limits, IP filters, encryption settings, and IP
addressing information.

The following process is used for authentication when a remote access
connection is requested:

1. The remote client establishes the connection and supplies authentication
information to the remote access server.

2. The remote access server contacts the Network Policy Server to determine
whether access is allowed.

3. The Network Policy Server checks the parameters of the remote access
connection and compares those to the conditions defined in the first
network policy.

o If all of the conditions in the policy are not met, the server checks the
next network policy in the list.

o If the connection does not match all of the conditions in any policy,
the connection is denied.

o If all of the conditions in the policy are met, then the constraints and
permissions in that policy are checked. No other policies will be
checked after a match is found, even if the matching policy
eventually denies the connection.

4. If the connection matches all of the conditions in a network policy, the
constraints in that policy are then checked.



o If all of the constraints are not met, the connection is refused. The
system will not check any other network policies (i.e. the conditions
of other policies are not checked).

5. If the connection matches all constraints, the permissions are checked.

o Ifthe policy is configured to ignore the user account settings, the
policy setting is used to allow or deny access.

o If the policy is configured to use the user account settings, the
connection is allowed or denied based on the user account setting.
However, if the user account setting is configured to use the network
policy, the connection is allowed or denied based on the permission
in the policy.

If the permissions deny access, then no other network policies are checked.

6. If the permissions allow access, then settings are applied to the connection.
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7.5. Remote Access Client

Dial-up and VPN client connections have similar configuration settings. The
following table compares various settings for these connections.

Setting Description

The General tab identifies the remote computer that the client
connects to.

o For a dial-up connection, specify the phone number of the

remote access server.
General o For a VPN connection, specify the IP address or hostname of

the VPN server.

o Fora VPN connection, you can configure the connection to
use an existing dial-up connection. When not configured, the
VPN connection tries to establish communications with the
VPN server through a LAN connection.

Use the Options tab to configure redial options such as how many
attempts to make and what to do when a connection is lost.

o If your client and server have multiple modems, you can
configure both to use multi-link. With multi-link, multiple
physical connections are established to increase the
bandwidth of a single connection. On the client, click the PPP
Settings... button to enable multi-link.

e On the server, you can configure callback. With callback, the
server disconnects the user after authentication then
immediately calls the user back. The server can use a preset
phone number for each user, or the user can enter a callback
phone number after authentication. You cannot use multilink
and callback together.

Options



Use the Security tab to configure authentication and encryption
settings for the connection.

» Use the Advanced button to specify encryption and specific
authentication protocols to use.

o For dial-up connections, encryption is optional; for VPN
connections, encryption is required.

Security

Use the Networking tab to enable or disable protocols and client
components that run on the connection.

o The client must be running all networking protocols (such as
IP or IPX) that are used on destination computers.

o For dial-up connections, you would typically disable File and

Networking Printer Sharing for Microsoft Networks.

o For VPN connections, you can choose the specific VPN
protocol to use, or allow the client to automatically detect
the protocol.

e When using L2TP, you can configure a pre-shared key or
certificates for machine authentication.

Use the Sharing tab to share the connection with other computers.
Sharing the connection configures the computer for Internet
Connection Sharing (ICS).

o The Sharing tab only shows if the computer has at least two
connections.

« Share the connection that connects to the Internet.

Sharing « When you share the Internet connection, the LAN connection
is automatically reconfigured with 192.168.0.1/24 for its IP
address. The computer will be a limited DHCP server for other
hosts on the LAN connection.

o Choose Establish a dial-up connection whenever a computer
on my network attempts to access the Internet to
automatically connect whenever another computer needs to
use the Internet connection.



e You can configure port mappings to map incoming ports to
hosts on the private network. You cannot configure IP
address mappings, where you map a public IP address to a
private host.

Note: Both the remote access client and the remote access server must use a
common WAN protocol (such as PPP). Windows Vista clients now support only PPP
for dial-up connections.
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7.6. SSTP

Secure Socket Tunneling Protocol (SSTP) uses HTTP over SSL to establish the VPN
connection. Some features of SSTP include the following:

o NAP (Network Access Protection) integration to allow system health
requirements enforcement for connecting clients.

« Native support for IPv6 traffic sent inside the SSTP tunnel.

o Lower network overhead and easier load balancing through the use of a
single HTTP over SSL session from client to server (other SSTP solutions use
two sessions).

« Fullintegration with Server 2008/2012/2016 and Vista SP1/7/10 client
components and Routing and Remote Access in Server 2008/2012/2016.

The table below describes the client and server requirements for using SSTP.

Component Description

SSTP has the following client requirements:

o Windows Vista SP1/7/10 or Windows Server
2008/2012/2016.

o The client must trust the VPN server's certificate. For the
client to trust the certificate, install the certificate of the

Client issuing CA on the SSTP client.

o Choose SSTP as the VPN protocol.

e For the host name of the connection, use the name in the
Subject Name field in the server certificate. (You can find the
Subject Name value on the Details tab of the certificate
properties dialog.)

SSTP has the following server requirements:

« A member of an Active Directory domain.

« The NPS server role installed.

« Avalid certificate that has an Enhanced Key Usage (EKU)
property value of either Server Authentication or All
Purpose.

Server



« Remote access allowed on the server.
« Adequate SSTP ports enabled and allowed for remote access
(configure on the ports node in Routing and Remote Access).
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7.7. CMAK

You can use Connection Manager to easily configure client remote access
connections. Connection Manager stores connection settings in profiles.
Connection Manager includes the ability to design profiles for VPN and dial-up
connections, for the latter of which you can even provide a custom telephone
book that lists the phone numbers a user can dial to make a connection. The table
below describes the components of Connection Manager.

Component Description

CMAK is a wizard you use to configure profiles. Before you
can build profiles, you must have membership in the local
Administrators group (or equivalent), and you must install
the Connection Manager Administration Kit. The wizard
allows you to define the following:

« Target operating system
« Connection type (e.g., VPN or dial-up)
o Custom phone book

Manager o Proxy settings

Administration Kit « Custom help file
(CMAK) o Custom user support

Connection

Once you create the profile, CMAK builds it as a
compressed, self-installing executable that you can
distribute to users through the following methods:

e Asacomponentinanew computer image.
« Onremovable media.
o With a software distribution tool.

Connection Point Services has two components:

Connection Point o The Phone Book Administrator is an optional

Services component that you can use to create and maintain
phone book files for your profiles. A phone book is a
collection of points of presence (POPs) that include a



local access number and connection settings for the
region from which the client is connecting. The
Phone Book Administrator publishes the phone
books to servers running the Phone Book Service. If
you don't intend to use phone books with your
profiles, you don't need to install PBA.

The Phone Book Service allows Connection Manager
to update phone books for profiles configured to
receive updates.
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