2.1. IPv4 Address

IP addresses allow hosts to participate on IP based networks. An IP address:

o Isa32-bit binary number represented as four octets (four 8-bit values).
Each octet is separated by a period.

« |P addresses can be represented in one of two ways:

o Decimal (for example 131.107.2.200). In decimal notation, each octet
must be between 0 and 255.

o Binary (for example 10000011.01101011.00000010.11001000). In
binary notation, each octet is an 8-digit number.

o The IP address includes both the network and the host address.

o The subnet mask is a 32-bit number that is associated with each IP address
that identifies the network portion of the address. In binary form, the
subnet mask is always a series of 1's followed by a series of 0's (1's and Q's
are never mixed in sequence in the mask). A simple mask might be
255.255.255.0.

« Slash notation allows you to represent the subnet mask at the end of the IP
address by using a slash (/) followed by the total number of ones in the
subnet mask (e.g., /24 represents the subnet mask 255.255.255.0 or
11111111.11111111.11111111.00000000).

IP addresses have a default class. The address class identifies the range of IP
addresses and a default subnet mask used for the range. The following table
shows the default address class for each IP address range.

Class Address Range First Octet Default Subnet Default Subnet Mask

Range Mask (binary) (binary)
10.0.0 1-126 11111111.00000000.
2.4 00000001  1255.0.0.0 00000000.00000000

126.255.255.255
01111110 or /8



128-191
128.0.0.0 111117111.111111117.

10000000 .255.0. ,
B 191.255.255.255 255.255.0.0 00000000.00000000
10111111 or /16
192.0.0.0 192-223 11111111.11111111.
. 11000000 .255.255. ,
C 923.255.255.255 255.255.255.0 11111111.00000000
11011111 or /24
224-239
D [224.0.0.0
11100000
239.255.255.255 n/a n/a
11101111
240-255
E 240.0.0.
40.0.0.0 11110000 n/a n/a

255.255.255.255 11111111

Note: Class D addresses are used for multicast groups rather than network and
host IDs. Class E addresses are reserved for experimental use.

Older TCP/IP protocols are described as using classful addresses because they use
the address class, and therefore the default subnet mask (and not an explicit
subnet mask value), to identify the network portion of the address.
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2.2. VLSM (Variable Length Subnet Mask)

Using classful addressing means that subnet boundaries exist only along default
class boundaries, and the number of hosts for each subnet remains fixed.
However, for smaller or larger subnets, using classful addresses means that larger
subnets are not possible, while smaller subnets result in a waste of possible IP
addresses. The use of custom subnet masks with classless addressing allows you
to customize the number of subnets and the number of hosts allowed on each
subnet.

When you use a variable length subnet mask (VLSM), you vary the number of bits
in the subnet mask to do the following:

e Subnet a single network address into multiple smaller subnets. For
example, subnetting allows a single Class C network address to be divided
to identify multiple smaller subnets. When you subnet a network address,
you increase the number of masked bits in the subnet mask. This creates
additional subnets, but reduces the number of hosts on each subnet.

o Create a supernet which combines multiple network addresses into a single
larger subnet. For example, this allows multiple Class C addresses to be
combined into a single network. When you create a supernet, you decrease
the number of masked bits in the subnet mask. This reduces the number of
available subnets, but increases the number of hosts on each subnet.

As you create subnets, you modify the number of bits in the subnet mask to
create smaller subnets with fewer hosts per subnet. The following table lists
several operations you need to be able to perform, along with a possible method
for completing the task.

Scenario Solution

Use the following process to identify the number of additional
subnets you gain by using a custom subnet mask:

1. If the subnet mask is in decimal format, convert the
mask to binary. For example, a mask of 255.255.248.0
converts to:
11111111.11111111.11111000.00000000

Given a classful
network address
and a custom



subnet mask, 2. Count the number of 1 bit that is extra beyond the

how many default subnet mask. In this example, if the address was
subnets do you a class B address, the mask would include 5 additional
get? bits.

3. Use the formula 2" to calculate the number of subnets,
where n is the number of extra masked bits. In this
example:

2" = 2° =32 subnets

Use the following process to identify the possible subnet
addresses when using a custom subnet mask:

1. If the subnet mask is in decimal format, convert the
mask to binary. For example, a mask of 255.255.224.0
converts to:
11111111.111211111.11100000.00000000

2. ldentify the octet that includes both 1's and 0's. Write
out each possible combination of values, modifying only
the 1 bit. In this example, possible values for the third

Given a classful octet are:

network address

and a custom 00000000 10000000
subnet mask, 00100000 10100000

what are the
possible subnet
addresses?

01000000 11000000
01100000 11100000

3. For each value, convert the decimal number to binary.
In this example, you would have possible third octet
values of: 0, 32, 64, 96, 128, 160, 192, 224.

4. From the original classful network, complete the
remaining octets.

o For an octet where the mask is 255, use the
original decimal value from the network address.

o For the octet where the additional bits were used,
use the values obtained in step 3.



Given a subnet
address and the
subnet mask,
how many hosts
can you have on
the subnet?

o For all remaining octets where the mask was 0,
use 0 for the subnet address.

For example, if you were subnetting a class B address
166.12.0.0, you would have the following possible
subnet addresses:

166.12.0.0 166.12.128.0

166.12.32.0 166.12.160.0

166.12.64.0 166.12.192.0

166.12.96.0 166.12.224.0
Tip: Instead of writing out every possible combination and
converting each value in steps 2 and 3, you can take a shortcut
by identifying an increment value (sometimes referred to as a
magic number):

1. Identify the last 1 bit in the subnet mask. Convert all
other bits in that octet to 0. A mask of 255.255.224.0
gives you an octet value of 00100000.

2. Convert this binary value to decimal to get the increment
value. (00100000 = 32)

3. Start with 0 as the first subnet address value. For each
subsequent subnet, add the increment value to the
previous value. In this example, this gives you the
possible values of: 0, 32, 64, 96, 128, 160, 192, 224.

To identify the number of hosts that are allowed on a subnet,
use the following process:

1. If the subnet mask is in decimal format, convert the
mask to binary. For example, a mask of 255.255.248.0
converts to:
11111111.11111111.11111000.00000000

2. Count the number of unmasked bits. These are the bits
that identify the host addresses.

3. Use the formula 2" - 2 to calculate the number of hosts,
where n is the number of unmasked bits. In this



example:
2"-2=211_-2=2048 -2 =2046 host addresses

Remember, the first address in a range on the subnet is the
subnet address, and the last address in a range on the subnet
is the broadcast address. These addresses cannot be assigned
to hosts.

To identify the specific host values that can be assigned on a
subnet:

1. Use the process described above (row 2 in the table) to
identify the next possible subnet address. For example,
if you had a subnet address of 166.12.64.0 with a mask
of 255.255.224.0, the next possible subnet address
would be 166.12.96.0.

2. Add 1 to the subnet address to get the first host

Given a subnet
address and the
subnet mask,

hat is th
:\;natelz: ¢ address, in this example 166.12.64.1.

osiible host 3. Subtract 2 from the next subnet address to get the last
deresses? possible host address, in this example 166.12.95.254.

Note: Subtracting 1 from the next possible subnet
address gives you the broadcast address for the current
subnet. Because this address cannot be assigned to
hosts, subtract one more to get the last host address on
the subnet.
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2.3. Subnetting Tables

As you work with subnetting operations, use the following tables to
quickly find the information you need. By memorizing these tables, you
will be able to quickly reproduce the values necessary for identifying
the binary and decimal values you use most.

The following table lists the exponent values for powers of 2.

Exponent 2112212312412> 126 27 | 28 | 210 | 216
Exponent value 2 4 8 163264 128 256 1024 65,536

Tip: Memorize the shaded values. To find smaller or larger values, divide
or multiply the exponent value by 2. For example, to get the decimal
value of 211, multiply 21° by 2 (giving you 2048). To find the value of 212,
use 219 x 2 x 2 = 4096.

The following table lists the common binary and decimal values used in
subnet masks:

Subnet mask value |Decimal equivalent

00000000 0

10000000 128
11000000 192
11100000 224
11110000 240
11111000 248
11111100 252
11111110 254

11111111 255



Use the table as a shortcut guide to subnetting.

Tip: Look for patterns in the table so you can easily reproduce the table
at any time.

Number of Hosts per

Masked Number of Subnet
Bits Mask Value Subnets* _ Actual
Approximate (20 - 2)**

/20 255.255.240.0 16 4000 4094
/21 255.255.248.0 32 2000 2046
/22 255.255.252.0 64 1000 1022
/23 255.255.254.0 128 500 510
/24 255.255.255.0 1 or 256 256 or 250 254
/25 255.255.255.128 2 128 or 125 126
/26 255.255.255.192 4 64 or 60 62
/27 255.255.255.224 8 32 or 30 30
/28 255.255.255.240 16 16 or 15 14
/29 255.255.255.248 32 8 6
/30 255.255.255.252 64 4 2

*The number of subnets is the number of subnets you get by
subnetting a default network address (either class B or class C in this
table). For example, if you subnet a class B network using a /24 mask,
you would have 256 subnets.

**To identify the actual number of hosts per subnet, use the formula 2"
- 2, where n is the number of unmasked bits in the subnet mask.



Remember to subtract 2 for the addresses that are not assigned to
hosts:

. The first address in the range is the subnet address and cannot be
assigned to hosts.

. The last address in the range is the broadcast address and cannot
be assigned to hosts.
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2.4. |Pv4 Configuration

The following configuration values allow you to connect an IPv4 host to a network
and enable communication with other hosts.

Parameter

IP address

Subnet
mask

Default
gateway

Host name

DNS server

WINS
server

MAC
address

Purpose

Identifies both the logical host and logical network addresses. Two
devices on the same network must have IP addresses with the same
network portion of the address.

Identifies which portion of the IP address is the network address.
Two devices on the same network must be configured with the
same subnet mask.

Identifies the router to which packets for remote networks are sent.
The default gateway address is the IP address of the router
interface on the same subnet as the local host. Without a default
gateway set, most clients will be unable to communicate with hosts
outside of the local subnet.

Identifies the logical name of the local system.

Identifies the DNS server that is used to resolve DNS host names to
IP addresses. A DNS server is required when using an application,
such as a Web browser, where logical names are used to identify
hosts.

Identifies the WINS server that is used to resolve NetBIOS host
names to IP addresses. A WINS server address is only required if
NetBIOS names are used across multiple subnets.

Identifies the physical address. On an Ethernet network, this
address is burned in to the network adapter hardware.

Note: A host requires an IP address and subnet mask to communicate on a single
subnet. A default gateway address is required to enable inter-subnet
communications. At least one DNS server address is required for the host to use
hostnames when contacting other hosts.

You can configure IPv4 configuration settings on a host system using the following

methods:



Method

Static (manual)
assignment

Dynamic Host
Configuration
Protocol (DHCP)

Uses

You can manually assign TCP/IP configuration values for a
host.

« When you configure a static IP address, you must also
configure the subnet mask and default gateway.

« When you configure a static IP address, you disable
DHCP and APIPA.

o If you use DHCP you can also assign DNS server
addresses manually.

Use static addressing:

o For small networks that do not often change or grow.
o If your network does not have a DHCP server, or if you
want to eliminate DHCP traffic from your network.

o For specific hosts that must have the same address
each time (such as servers). You can use DHCP on the
rest of the network and only use static addressing for a
few hosts. However, before you use static addressing,
explore the possibility of using a DHCP server to assign
the same IP address to specific hosts each time the
address is requested.

o For non-DHCP hosts (hosts that cannot accept an IP
address from DHCP).

DHCP is an automatic method for assigning IP address and
other TCP/IP configuration parameters to hosts. Client
computers contact a DHCP server to receive TCP/IP
configuration information. Use DHCP:

o For small, medium, or large networks.

o For automatic host configuration.

o To automatically deliver additional configuration
parameters (such as default gateway, DNS servers).

By default, all Windows computers try to use DHCP for
TCP/IP configuration information.



APIPA is an automatic configuration method where hosts
automatically select their own IP address within a specific
range. With APIPA:

o Windows computers will use APIPA if a DHCP server
cannot be contacted.

o Hosts select an IP address in the 169.254.0.1 to
169.254.255.255 range with a mask of 255.255.0.0.

Automatic Private After choosing the address, the host verifies that no
IP Addressing other host on the network is using the selected
(APIPA) address.

o APIPA sets only the IP address and mask. Because it
does not assign a default gateway, APIPA can be used
on a single subnet, but cannot be used if
communication with other subnets is required.

Use APIPA for small, single-subnet networks that do not use
DNS servers or have Internet or connectivity outside of the
local subnet.

With an alternate IP configuration, the system attempts to
use DHCP for TCP/IP configuration information. If a DHCP
server cannot be contacted, the static configuration values
are used. When you configure an alternate IP address, APIPA
is no longer used.

Alternate IP Use an alternate configuration:
configuration
« If you have a computer (such as a laptop) that

connects to two networks: one with a DHCP server and
another without a DHCP server.

o If you want to provide values to properly configure the
computer in case the DHCP server is unavailable.



2.5. IPv4 Configuration Commands

The table below lists commands you can use to configure Windows hosts with
IPv4 configuration parameters.

To... Use...

netsh interface ipv4 show addresses
View IPv4 addresses OR

ipconfig
netsh interface ipv4 set dnsserver "<specify

Set the DNS server ) . . .
interface>" static <specify address>

netsh interface ipv4 set address "<specify interface>"

Set static configuration ) ] ]
g static <specify address> <specify subnet mask>

inf ti .
intormation <specify default gateway>
A tati
dd.a >ta |.c netsh interface ipv4 add address "<specify interface>"
configuration entry to a . .
table <specify address> <specify subnet mask>

Remove the IPv4 . ) .
netsh interface ipv4 uninstall
protocol

You can also configure values in the Network and Sharing Center by clicking
Manage network connections and opening the IPv4 Properties dialog under the
appropriate connection.
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