8.1. Certificate

Be aware of the following facts about encryption and certificates:

o Acipher or algorithm is the process or formula used to encrypt a message.
o Akeyis avariable in a cipher used to encrypt or decrypt a message.
« Encryption uses one of the following methods:

Method

Symmetric
Encryption

Asymmetric
Encryption
(PKI)

Description

With symmetric (secret key) encryption, a single key is
used both to encrypt and decrypt data.

o The sender and the recipient of the message must
both have the key for the system to work.

o This creates a problem of key distribution. The key
must be sent or shared before communication
begins, making symmetric encryption an insecure
encryption method.

Asymmetric encryption requires a pair of associated, but
not identical keys (the key pair), generated by a
cryptographic service provider (CSP).

o The public key is made available to everyone.
o The private key is kept secret by its owner.

With asymmetric encryption, data encrypted with one key
can only be unencrypted using the other key.

o Encrypting a message with the sender's private key
means that only the corresponding public key can
unencrypt the message. This proves that the
message came from the sender, but does not
provide data confidentiality (secrecy) because
anyone with the public key can read the encrypted
message.



o Encrypting a message with a recipient's public key
means that only the intended recipient (who has the
private key) can read the message. This provides
data confidentiality because only the recipient will
be able to read the message.

« Acertificate is a digitally-signed statement that binds the value of a public
key to the identity of the person, device, or service that holds the
corresponding private key. Certificates provide proof of identity and/or
encryption for the following uses:

o Web user authentication

Web server authentication

Secure e-mail

IPSec

Transport layer security

Code signing

o Certification hierarchy

o Typical information in a certificate includes:

o The subject's public key value (the subject is the entity that receives
the certificate)

o The subject's identifier information (name and e-mail address, for
example)

o The length of time for which the certificate is considered valid (i.e.,
the validity period)

o Issuer identifier information (the issuer is the certification authority)

o Theissuer's digital signature (this verifies the validity of the binding
between the subject's public key and the subject's identifier
information)

« A Public Key Infrastructure (PKI) is a system that provides for a trusted third
party to vouch for user identities and allows binding of public keys to
subjects.

o A PKIlis made up of Certification Authorities (CAs), also called certificate
authorities. A CA is an entity trusted to issue, store, and revoke certificates.
A CA:

o Accepts certificate requests.
o Verifies the information provided by the requester.
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Creates and digitally signs the certificate.

Issues the certificate to the requester.

Revokes certificates.

Publishes a list of revoked certificates known as the certificate

revocation list (CRL).

o A certification hierarchy consists of a root CA and can include one or more
subordinates that are in a parent-child relationship with the root. If a root
authority is trusted, all the subordinate CAs is also trusted.

« Toissue certificates, each CA must first have its own certificate, verifying its
identity.

o The root CA generates its own certificate.

o Subordinate CAs obtains their CA certificates from the root CA or
another subordinate CA. This authorizes the CA to issue certificates
to other entities and to be trusted.

« You can obtain certificates from a public CA (such as VeriSign), or install
your own PKI and CAs to issue certificates to users and computers in your
organization. Note: If you want a certificate to be trusted by users outside
of your organization, obtain a certificate from a third-party CA.

O O O O
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3.2. AD CS

You can use Active Directory Certificate Services (AD CS) to create your own PKI.
Servers running AD CS issue certificates to users and computers. When you install
AD CS on a server, you choose one of the following CA types:

o The enterprise root CA is the first CA in the PKI hierarchy. The enterprise CA
is integrated with Active Directory, and can use information in Active
Directory to issue certificates, or it can store certificates in Active Directory.

» An enterprise subordinate CA gets its authority to issue certificates from a
root CA. A subordinate enterprise CA can use information in Active
Directory for responding to certificate requests.

o A standalone root CA is the first CA in the PKI hierarchy. It is not integrated
with Active Directory.

» A standalone subordinate CA gets its authority from a root CA. It is not
integrated with Active Directory.

The following table lists features available through Active Directory Certificate
Services.

Feature Description

A certificate template identifies a certificate type and
Certificate describes the rules the CA follows when issuing a certificate
templates based on the template. Templates also give instructions to

the user on how to create and submit a certificate request.

With autoenrollment, certificates can be requested, issued,
or renewed without user intervention. Autoenrollment
automatically downloads and manages certificates from

Autoenrollment  |Active Directory into the local machine registry for all users
who log on to domain-joined machines. Autoenrollment
also manages certificates for user objects in Active Directory
by deleting revoked and expired certificates.

Web enrollment allows users to connect to a CA via a Web

Web enrollment browser and perform common tasks, such as the following:

« Requesting certificates



o Requesting the CA's certificate

o Submitting a certificate request

« Retrieving the CA's CRL

o Performing smart card certificate enroliment

Credential roaming allows a user to store a single set of
certificates and private keys in Active Directory. This makes
the certificates and keys available on multiple computers in
a manner that is extremely secure, easy to implement and
manage, and transparent to the user.

Credential
roaming

Network Device Enrollment Service makes it possible for
Network Device software running on network devices such as routers and
Enrollment Service switches (which cannot otherwise be authenticated on the
network) to enroll for certificates from a CA.

The Microsoft Online Responder service makes it possible to
configure and manage Online Certificate Status Protocol
(OCSP) validation and revocation checking in Windows-
based networks. OCSP allows a relying party (i.e., a client) to
submit a certificate status request to an online responder
(also called an OCSP responder). The OCSP responder
returns to the client a definitive, digitally signed response
indicating the certificate status.

Online Responder

Note: Many of these features require an enterprise CA.
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8.3. AD CS Installation

You should know the following facts about CA installation.

« Before beginning the installation of your PKI, you should carefully plan the
PKI structure and the rules that will be followed for issuing certificates. As
part of the process, you should create a Certificate Practice Statement
(CPS). The CPS is a document that logically describes how you verify identity
and how you will keep your PKI secure. This helps you manage your CA, and
helps other organizations understand how you operate so they can decide
whether or not to trust your PKI.

« When you create a PKI, you must proceed in this order:

1. Install the root CA. This CA issues its own certificate.

2. Install the intermediate subordinate CAs. These CAs receive their
certificates from root CA.

3. Install the issuing subordinate CAs. Issuing CAs can receive
certificates from a subordinate CA or the root CA.

« To protect the root CA, a typical practice is to take the root CA offline. This
prevents network-based attacks on the root CA.

o Because an enterprise CA requires Active Directory, you should not
take an enterprise root CA offline. If you want to take the root CA
offline, install a standalone root CA.

o An offline standalone root CA can have subordinate enterprise CAs.

To issue certificates, each CA must first have its own certificate, verifying its
identity. During installation, you configure how the CA receives its certificate.

o The root CA generates a private key and issues its own certificate.

o Subordinate CAs generate a private key and submit a certificate
request to the root CA or another subordinate CA authorized to issue
CA certificates.

o If the root or subordinate CA is online, you can send the certificate
request directly to the other CA.

o Ifthe root CA is offline, save the certificate request as a file. You will
not be able to use the new CA until you have submitted the request
to the CA and imported the resulting certificate.

o If you are reinstalling a CA, choose an existing certificate during the
installation. You must have access to both the private key and the
certificate to proceed.



An enterprise CA is required if you want to use certificate templates,
autoenrollment, or issue certificates for smart cards or EFS.

AD CS cannot be installed on Server Core or Itanium-based installations of
Windows Server 2008.

A user with local Administrator privileges can install a standalone CA.
Only an Enterprise Admin can install an enterprise CA.

Use the Add Roles wizard in Server Manager to install Certificate Services and
select the CA type.

To install an enterprise CA, the server must be a member of the domain. If the
server is not a member of a domain, the enterprise CA option will be disabled
during install.

After installing Certificate Services, you cannot change the computer name or
domain membership.
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8.4. Certificate Template

A certificate template identifies a certificate type and describes the rules the CA

follows when issuing a certificate based on the template. Using certificate
templates reduces the administrative complexity of requesting and issuing
certificates. Each template includes settings for certificates that are used for

specific functions. Templates also give instructions to the user on how to create

and submit a certificate request.

In most cases, you will use existing certificate templates, copying and modifying
them when necessary in order to customize their use. When managing certificate

templates:

o Certificate templates require an enterprise CA.

To create a new template, copy an existing template whose purpose and
configuration closely matches your needs.

Instead of modifying the default templates, copy the template and make
modifications there. This preserves the original configuration of the default
templates.

On each CA, you must identify the certificate templates that the CA can
issue.

o lIssuing a template does not create a new template; it only allows the
CA to respond to requests for certificates using that template.

o Removing the template from the list of issued templates does not
delete the template; it only prevents the CA from issuing certificates
using that template.

Certificate templates are stored in Active Directory and replicated with
Active Directory replication. Because this replication can take up to 8 hours
to complete, allow sufficient time for replication to take place before
issuing templates.

Each template has a version number. The version number identifies the
operating systems that the template is valid on, as well as the features
available within the template.

Users and computers must have appropriate permissions to the certificate
template to request a certificate of that type. Permissions also control



administrative abilities. The following table describes the certificate template
permissions:

Permission Description

Allows a user to set and modify certificate template contents and
permissions. By default, Enterprise Admins and Domain Admins in

Full . . .. . . .
the forest root receive this permission during installation (Enterprise

Control . . . . .
Admins do not receive this permission by default during an
upgrade).

Read Allows a user or machine to access (see or find) the template.

Write Allows a user to modify certificate template settings, except for

template permissions.

Allows a user to request a certificate based on a template from an
Enroll Enterprise CA. The Enterprise CA must have Read permissions to list
and issue certificates based on the template.

Allows a user or machine to enroll automatically for the selected
certificate template. Autoenrollment also requires the Read and

Enroll permissions. Autoenroll can only be set for version 2 and 3
templates.

Autoenroll

Be aware of the following facts about managing certificate template permissions:

e At a minimum, users need Read and Enroll permissions in order to request
a certificate. For autoenrollment, users need Read, Enroll, and Autoenroll
permissions.

« By default, Authenticated Users have the Read permission. In most cases,
you should not modify this default assignment.

o Only Domain Admins in the forest root or Enterprise Admins can create
new templates (you can grant others this ability by modifying Active
Directory rights and permissions). The ability to create certificate templates
is not controlled by template permissions.

o Administrators need Read and Write permissions to modify template
settings. Assign the Write and Full Control permissions only to certificate
template administrators.



« Assign template permissions to global or universal groups. You should not
assign permissions to domain local groups. Avoid assigning permissions
directly to individual computers or users.

« By default, CAs is members of the Certificate Publishers group. This allows
the CAs to publish information in Active Directory. Do not delete this group
or modify its membership.
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8.5. Certificate Template Settings

For version 1 templates (Windows 2000 templates), the only settings that you can
modify are template permissions. For version 2 and 3 templates, you can modify
additional settings to customize the template. The following table describes other
common settings that you can modify for version 2 and 3 templates.

Setting

Validity Period

Publish in Active
Directory

Key Type

Cryptographic
Service Provider
(CSP)

Description

The validity period identifies the length of time since the
certificate was issued that it remains valid.

Certificates used by CAs typically have longer validity
periods.

The validity period of certificates issued to users or
computers should be less than the validity period of all
CAs in the CA chain.

As certificate expiration approaches, certificates can be
automatically renewed, thus preventing expired
certificates.

Publishing the certificate in Active Directory stores the
certificate as an attribute of the user or computer account in
Active Directory.

The key type identifies the allowed use or purpose of the
certificate. Certificates can be issued to enable:

Encryption

Digital signatures

Both signatures and encryption

Signatures for smartcard logon (encryption is not
provided)

The Cryptographic Service Provider identifies the algorithm
that is used to generate the keys in the certificate. Choose the
CSP based on the providers supported on the target systems



Subject Name

Issuance
Requirement

Extensions

and the desired key length (some providers support longer
keys than others).

Note: A longer key is more secure but requires more
processing power than a shorter key. If you cannot increase
the key size, try choosing a different CSP.

The subject name identifies the certificate owner (the holder
of the private key). When identity is validated, the reported
identity of the certificate holder must match the subject
name included in the certificate.

e The subject name can be manually created or
automatically generated based on criteria such as the
Active Directory common name or the Active Directory
fully-qualified domain name.

« Certificates can also include secondary (alternate)
names based on criteria such as e-mail address, DNS
name, or UPN name.

o Certificate templates used for autoenrollment must
automatically generate subject name information from
Active Directory.

Note: If a certificate request is generated using Active
Directory properties, such as the e-mail address, and if values
for those attributes are not found for the Active Directory
object, the certificate request will be denied.

The issuance requirement identifies a process that must be
followed to issue a certificate. For example, the policy might
require CA manager approval or multiple authorized
signatures before the certificate can be issued.

Note: Templates that require multiple signatures cannot be
used for autoenrollment. The certificate request will remain in
the pending state until the necessary approvals are granted.

Extensions are additional policies that restrict the issuance or
use of a certificate. Extensions include:



« Application policies, which identify the allowed use(s)
of the certificate.

« Issuance policies, which identify administrative policies
that were followed to issue the certificate. The exact
policies used for approval are unique to the issuing
organization and are not standard across organizations.

« Certificate templates, also called subject types, which
identify the type of subject (user), allowed using the
certificate. Possible subjects are user, computer, CA, or
key recovery agent.

Note: Once defined, the subject type cannot be changed
(create a new template to change the subject type).

« Key use policies, which restricts the use of the
certificate (such as for digital signatures, encryption, or
CA authorization).

Extension information is stored in the certificate in the object
identifier (OID). Different portions of the OID are reserved for
different extensions. By parsing the OID, applications can
identify the intended use of the certificate and allow only
those operations supported by the certificate.

Note: To configure settings for version 1 templates, duplicate the template as a
version 2 (2003) or version 3 (2008) and later (2008 R2, 2012, 2012 R2) template.
This adds additional settings, such as autoenrollment, and allows you to edit
template settings.
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8.6. Certificate Request

In some cases, certificates are managed automatically by Windows Server 2008 or
PKI-enabled applications. In other cases, you will receive manual certificate
requests. The table below describes the methods of requesting a certificate:

Method

Web Enrollment Pages

Certificate Request
Wizard through the
Certificates snap-in

Autoenrollment

Description

To allow Web enrollment in Windows Server 2008,

e Your CA must be running at least Windows Server
2008 Certificate Services and IIS 6.0 or better.

« The CA must have the Certification Authority Web
Enrollment role service added to the server role.
This allows users to request and receive
certificates from standalone and enterprise CAs.

Web-based enrollment pages are installed on the CA
and are accessible from a client through the following
URL: http://servername/certsrv

Users can request certificates through the Certificates
snap-in, but it requires more customization than Web-
based enrollment. The Certificate Request Wizard is also
only available for use with enterprise CAs.

Through autoenrollment, you can automatically request
and issue certificates to users and computers in an
Active Directory environment. Autoenrollment requires
you to have the following hardware:

e Windows 2003 or 2008 and later domain
controllers

« Windows XP/2003/Vista and later clients

o Windows 2003 or 2008 and later Enterprise CA

Additionally, accounts must have the following
certificate permissions:



e Read
e Enroll
« Autoenroll

Certreq.exe is a command line tool that allows you to
request, retrieve, and accept certificates.

« Use Certreq.exe -submit to request a certificate.

« Use Certreg.exe -retrieve to retrieve a certificate.

« Use Certreg.exe -accept to accept and install a
certificate.

Command Line

Be aware of the following facts about certificate requests.

e The Xenroll.dll enrollment control used in Windows 2000, XP, and 2003 has
been replaced by CertEnroll.dll in Windows Vista/7/10 and Server
2008/2012/2016. XEnroll.dll can continue to be used for Web enrollment
on computers running Windows 2000, Windows XP, and Windows
Server 2003.

e Users running Internet Explorer 6.x or Netscape 8.1 can submit certificate
requests directly through Web enrollment pages. Users running other Web
browsers must create PKCS #10 requests before submitting certificate
enrollment requests through the Web enrollment pages.

« You cannot use Web enrollment for version 3 certificate templates (which
are being introduced through Windows Server 2008 and later to support
the issuance of Suite B-compliant certificates).

o Users can no longer request computer certificates through Web enroliment
because Internet Explorer can't run in the local computer's security context.

« When a certificate request is submitted (either manually or automatically),
by default:

o Enterprise CAs issues the certificates automatically using information
in Active Directory.

o Stand-alone CAs marks all requests as pending. Administrators must
manually approve the certificate request.

« Torequest a certificate from an offline CA:

1. Use the Web Enrollment Pages, the Certificate Request Wizard, or
Certreq.exe to prepare the request (saved as a file).



2. Import the request file into the CA.

3. Approve the request, making it a certificate.

4. Save the certificate as a file.

5. Import the certificate file into the system that requested it.
Issued certificates include a time limit or expiration data. Certificates that are
reaching their expiration time can be renewed. You do not need to issue a new
certificate or request a new one.
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8.7. Autoenrollment

With autoenrollment, certificates can be requested, issued, or renewed without
user intervention. Autoenrollment automatically downloads and manages
certificates from Active Directory into the local machine registry for all users who
log on to domain-joined machines. Autoenrollment also manages certificates for
user objects in Active Directory by deleting revoked and expired certificates.

Autoenrollment can only be configured for version 2 certificates, which means
that you also need a Windows 2003 or better CA. Configuring autoenrollment
requires the following steps:

1. Edit the certificate template. If the certificate template is a version 1
template, duplicate the template to make it a version 2 or version 3
templates. This allows you to configure the Autoenroll settings.

(0]

Grant users or computers the Read, Enroll, and Autoenroll
permissions.

On the Request Handling tab, make sure that the Enroll subject
without requiring any user input option is selected to allow
enrollment without prompts. (This option is automatically deselected
for smart cards, and the Prompt for user action option becomes the
default option to allow users to input their personal identification
numbers.)

On the Subject Name tab, make sure the Build from this Active
Directory information option is selected. Selecting the Supply in the
request option requires the user to manually specify the certificate
subject name.

Do not require multiple signatures for certificate approval. Multiple
signatures require manual approval. Certificate requests will be in a
pending state until the necessary signatures are obtained.

2. Publish the certificate template on the CA (issue the certificate template).
3. Edit Group Policy and enable autoenrollment for computers, users, or both.
Within either Computer or User Configuration, browse to
\Policies\Windows Settings\Security Settings\Public Key Policies and
configure the Certificate Services Client - Auto-Enrollment policy.
You can also configure whether certificates are automatically renewed or
updated. If automatic renewal is enabled:



o You can force users to re-enroll for a certificate template by updating
the templates version number. During logon, when autoenrollment
gueries Active Directory for required templates, the autoenroliment
process examines the template version number. If the certificate
number has incremented, users must re-enroll.

o Toincrement a template version number, right-click the template
and select Reenroll all certificate holders.
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3.8. CRL

Certificate revocation is the process of breaking the bond of a public key pair to a
specific individual. Revocation occurs when the end entity falls out of the scope of
trust of the PKI system. Situations in which a digital certificate would be revoked
are:

o The subject (either a person or the computer) identity changes, such as
changing from a maiden name to a married name.

« An organization sells a division or changes its name.

« The subject of the certificate leaves the company or is no longer trusted for
some reason.

« A compromise, such as a private key is discovered by a hacker or a laptop
with a PKl-enabled application is lost or stolen.

Be aware of the following facts about certificate revocation.

« Inthe Certification Authority console, when you revoke a certificate, it is
moved to the Revoked Certificates folder.

o You must indicate a reason when you revoke the certificate.

o Certificates that have been revoked with Certificate Hold as the
reason can be unrevoked (reinstated). You cannot unrevoked
certificates that have been revoked for any other reason.

o The CA uses certificates in this folder to build the certificate
revocation list (CRL).

« Revoked certificates are published in a list called the Certificate Revocation
List (CRL). The CRL contains a list of all certificates issued by the CA that
have been revoked.

o The CRLis published to a location known as the CRL Distribution Point
(CDP). Four areas where the CRL is usually published are:

o On the issuing CA (by default in the
C:\Windows\system32\Certsrv\CertEnroll directory)

o Onan Internet or intranet Web site (by default in the
http://servername/CertEnroll virtual directory)

o Toafile

o Inadirectory service such as Active Directory



CDP locations are configured in the properties of a CA on the Extensions tab
by editing the CRL Distribution Point (CDP) extension list. You can add or
remove distribution points in the list.

The CA periodically publishes the CRL to include newly-revoked certificates.
You can also manually publish the CRL to update it immediately.

Windows Server 2008/2012/2016 allows you to publish delta CRLs.

o Delta CRLs list only changes made to the CRL since the CRL was
published. This allows you to publish changes frequently without
having to publish the entire CRL. For example, you could configure
the CA to publish the full CRL weekly while it publishes a delta CRL
daily.

o Windows client systems older than XP cannot use delta CRLs.

When the CA issues a certificate, the CRL distribution points are included in
the certificate.

When a client computer is presented with a new certificate, it checks the
CRL to see if the certificate is still valid.

o The client uses the CDP information in the certificate to locate the
CRL.

o The client downloads the entire CRL and any delta CRLs.

o Each CRL and delta CRL includes a property that identifies how long it
is valid. This period is based on the publishing interval configured on
the CA.

o When a client needs to check the validity of a certificate, it first
checks its cached copy of the CRL or delta CRLs.

= |f the CRL s still valid, that information is used to validate the
certificate.

» If the CRLis not valid, a new CRL or new delta CRL is
downloaded.

o When a client needs to download a CRL, it tries the first location in
the CDP list. If it cannot get a CRL from the location, it tries the next
location, until a CRL is found or all locations are checked.

o If the client cannot get a CRL from any location, it returns a
Revocation offline message.



8.9. Online Responder

In addition to using CRLs for publishing a list of revoked certificates, Windows
Server 2008/2012/2016 includes the Online Certificate Status Protocol (OCSP)
service. With OCSP, a server known as an Online Responder receives and
responds to requests from clients for information about the status of revoked
certificates. The following process is used by a client to retrieve the certificate
status information:

1. When a client receives a new certificate, it checks the certificate for
information about how to verify the certificate status. When OCSP is used,
CRL information normally included in the certificate is replaced with an
HTTP URL for one or more online responders.

2. The client submits a certificate status request to a listed online responder.
The request is for the status of a single certificate. If multiple certificates
need to be validated, the client submits multiple requests.

3. The online responder checks the CRL from the issuing CA.

o The lIS web proxy service is the service that accepts client requests.
As necessary, this service communicates with the OCSP service
running on the system.

o If the online responder has a copy of the CRL in its cache, that CRL is
used.

o Ifthe online responder does not have a copy of the CRL, one is
downloaded from the CA.

Be aware that when using an online responder with Windows Server
2008/2012/2016, a CRL is still required. However, the CRL is cached and
checked by the online responder, not by each client.

4. The online responder replies with information about the certificate,
indicating whether or not the certificate has been revoked.
o Each certificate status response includes a digital signature that
validates the certificate status response.
o To sign the certificate status response, the online responder uses a
certificate known as an OCSP Response Signing certificate.



o The OCSP Response Signing certificate is issued by the CA, and
authorizes the online responder to respond to queries about the
status of certificates issued by that CA.

o The online responder must obtain an OCSP Response Signing
certificate from each CA for which it is authorized.

Using an online responder can reduce CRL processing by both the CA and client
computers. CRL information is stored on a system that is dedicated to replying to
status requests. In addition, network traffic to the client might be reduced due to
the fact that the entire CRL is no longer downloaded by each client. However,
network traffic could increase because the client must query about the status of
each certificate.

Configuring the online responder requires the following process:

Process Description

To create an online responder, install the Active Directory
Certificate Services with the Online Responder role service.

The server must be running Windows Server 2008.
o lISisrequired and added during the installation.
o The Online Responder can be added to a server that

Install the Online
Responder role

service is a CA. However, Microsoft recommends that you
add the Online Responder role to a server that is not
a CA.
The OCSP Response Signing certificate is used by the online
responder to sign the certification status responses that it
sends in reply to client queries.
Configure the OCSP If you are u§ing an ent.e.rprise CA, duplicate the OCSP
.. Response Signing certificate template.
Response Signing
certificate

o Use a Windows 2008 (version 3) and later certificate
if possible. Use a Windows 2003 (version 2) template
only if you need to configure the Online Responder
to respond to queries for certificates issued by
Windows Server 2003 CAs



Configure each CA
to issue the OCSP
Response Signing
template

Configure each CA
to include the
online responder

o Allow the Read and Enroll permissions to the server
that is the online responder. The Autoenroll
permission should not be granted, and could
interfere with proper functioning of the online
responder.

You can also configure a certificate for use by a standalone
CA.

A single online responder can be configured to respond to
certificate status requests for multiple CAs. Configure each
CA to issue the OCSP Response Signing template. This
allows the online responder to obtain an OCSP Response
Signing certificate from each CA. This certificate will be
used to sign the responses to queries about certificates
issued by that CA.

Each CA that will use an online responder must be
configured to include the online responder information in
the certificates that it issues.

e On each CA, edit the extensions list and add an HTTP
URL to the Authority Information Access (AlA)
extension list.

« Use the format: http://servername/ocsp

« After adding the entry to the list, select the following
option: Include in the online certificate status
protocol (OCSP) extension.

o Ifthe CAis a Windows Server 2003 server, you must
also run a special certutil command to enable the
server to recognize the OCSP extension.

Note: Configuring a CA to use an online responder does not
eliminate the need to configure CRL information, including
specifying CRL distribution points. The CDP list is used by
the online responder to locate CRLs.



A Revocation Configuration is a configuration entry on the
online responder. The Revocation Configuration contains:

o The certificate for a CA.
« The OCSP Response Signing certificate obtained from
that CA.

Configure . . . : .

. « Revocation provider information. A revocation
revocation . . .
confieurations on provider is a method for obtaining information about

& . revoked certificates. Windows Server 2008 and later
the online . .
supports only a CRL-based revocation provider. The
responder

revocation provider configuration identifies the
location of CRL distribution points from which the
CRL for the CA can be obtained.

Use the Online Responder Management console to create
Revocation Configurations.

Be aware of the following when configuring the online responder:

You should configure the online responder before configuring a CA to issue
certificates for users or computers. This is because the online responder
information is included in the issued certificates. If you configure an online
responder after a certificate has been issued, hosts will use the CRL instead
of the online responder to validate those certificates.

You can configure one online responder for multiple CAs. This means that
clients can consult a single responder to get the status for certificates from
multiple CAs.

To configure similar revocation provider information for multiple online
responders, create a responder array. The array is a logical grouping of
online responders, each with a common set of configuration values.

o One online responder is designated as the array controller (the
master responder). Other responders are designated as array
members.

o Revocation Configuration information in the controller is replicated
(copied) to array members.

The following table describes additional features you can configure for the
Revocation Configuration on an online responder.



Feature Description

Nonce stands for a number used once. Generally, it is a
random number issued in an authentication protocol to

Nonce/no- ensure that old communications cannot be reused in
nonce request replay attacks. Windows Server 2008/2012/2016 Online
support Responder supports configuration options for nonce and

no-nonce requests to prevent replay attacks of Online
Responder responses.

An Online Responder can be configured to use elliptic

Ad d
vance curve cryptography (ECC) and SHA-256 cryptography for
cryptography . .
cryptographic operations.
Kerberos Online Responder requests and responses can be
protocol processed along with Kerberos password authentication
integration for prompt validation of server certificates at logon.

« You can configure a single CA with multiple online responders.

o If you add multiple online responders to the AIA extensions for a CA,
clients will attempt to use the first online responder in the list for
status queries. Additional responders in the list are used only if the
first responder fails to answer.

o To provide load balancing across multiple online responders, use one
of the following configurations:

= Use clustering software such as Network Load Balancing (NLB)
to create a cluster with multiple servers. Clients submit
requests to the cluster. The cluster software distributes
requests among cluster members.

= Configure an ISA reverse proxy to create a server farm of
online responders. The server farm identifies each online
responder, and automatically distributes incoming requests to
the various online responders. When using this configuration,
create an online responder array to replicate the Revocation
Configuration between online responders.

o Simply creating an online responder array does not guarantee load
balancing; it only provides a way to manage multiple online
responders, all with identical settings.



3.10. CA Management

The ability to mana

ge the CA and its configuration is controlled through the

following permissions:

Permission
Read

Issue and Manage
Certificates

Manage CA

Request Certificat

Description

Allows a user or group to read the CA's configuration
information.

Allows a user or group to approve, deny, or revoke
certificates.

Allows a user or group to access and modify the CA
properties.

es Allows a user or group (generally the Authenticated
Users group) to request certificates.

You can perform management tasks through the Certification Authority snap-in,

or you can use the

Certutil.exe command line utility to perform the same tasks.

The table below describes common CA management tasks.

Task

Certificate
Management
Delegation

Enrollment
Agent
Delegation

Description

By default, all users that have the Issue and Manage
Certificates permission can manage all certificates for all users
on the CA. Use the Certificate Managers tab to customize the
certificates that a manager can manage based on the template
or requesting user or computer. You can:

« Restrict managers to the administration of specific
certificate templates.

« Control the groups for which managers can administer
specific templates.

Use the Enrollment Agents tab to enforce the same controls
for enrollment agents that you enforce for certificate
managers.



Key Archival

Certificate
Request
Handling

Auditing

Use the Recovery Agents tab to configure key archival. When
you activate key archival:

The CA encrypts and stores the key for a version 2 or 3
certificate template. After the client generates the key
pair, it encrypts the private key and sends it back to the
CA. The CA verifies the private key, reencrypts it, and
archives it

You define one or more Key Recovery Agents. These are
users who are able to restore the archived keys in case
they are lost.

You can only implement key archival if all your clients
are Windows XP/2000 or later. Key archival only works
with version 2 or 3 templates and with enterprise CAs to
which the Windows server 2003 schema extensions
have been applied.

Use the Policy Module tab in the CA properties dialog to
determine how certificate requests are handled. You can
configure the following behaviors:

Use manual approval by an administrator.
Use the settings in the certificate template, if
appropriate; otherwise, issue the certificate
automatically.

Use the Auditing tab in the CA properties dialog to configure
auditing for the following events:

Backup and restore the CA database
Change CA configuration

Change CA security settings

Issue and manage CA requests
Revoke certificates and publish CRLs
Store and retrieve archived keys
Start and stop Certificate Services



Note: To perform CA auditing, you must enable Object Access
auditing in Group Policy or in the Local Security Policy.

The preferred method of backing up a CA is to take a system
state backup using Windows Server Backup or another backup
tool. A system state backup will back up the CA database, the
CA key pair, the registry, IS metabase, and all of the system
files. In all cases the backup media should be stored in a
secure location.

Backup and
Restore

You can use the Certification Authority console to back up the
CA, but this does not back up IIS and other non-CA settings.

To move a CA from one server to another, back up the CA and CA-related registry
settings on the source CA. On the target CA, take the following steps:

Install Certificate Services.

Stop the CA service.

Restore the CA settings from the backup.

Restore the registry settings.

Start the CA service.

Reconfigure issued templates. The certificate templates are stored in Active
Directory, and the templates that are issued by the server are not saved as
part of the regular backup.

ok wnNE

In addition, you might need to reconfigure CA permissions and CRL settings on the
new CA.
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8.11. Smart Card Deployment

A smart card has the ability to store and process information, giving it the ability
to perform its own cryptographic operations. The storage portion of a smart card
uses a file system that can be partitioned into public and private spaces, allowing
you to store private keys and certificates securely. Smart cards are typically used
to provide secure, multi-factor authentication. Only users with the smart card and
who know the associated PIN number are allowed to authenticate. Computers
that require a smart card must have a smart card reader attached.

Smart card deployment requires the following:

« An enterprise certificate authority

o Active Directory

« A Cryptographic Service Provider (typically provided by the smart card
reader manufacturer)

Microsoft recommends that you use a smart card deployment station to enroll
smart card users. Specialized hardware and software on the enrollment station
allows an authorized person (called the enrollment agent) to request and install
the user certificate on the smart card. Smart card administration uses the
following certificate template types.

Certificate I
Description
Template
A certificate issued based on the Enrollment Agent certificate
allows a user to request a certificate on behalf of another user.
Enroliment .
Agent The enrollment agent uses the smart card deployment station to

request a certificate for another user and to save the user
certificate to the smart card.

Enroliment A certificate issued based on the Enrollment Agent (computer)
Agent template enables a user to request a certificate on behalf of a
(computer) computer.

Smart Card A certificate issued based on the Smart Card Logon template can
Logon be used only for logon (not for encryption).



Smart Card A certificate issued based on the Smart Card User template can
User be used for logon as well as encryption.

Note: Users must have the appropriate permissions to request a certificate of a
specific type.

» By default, only members of the Domain Admins group have permission to
request a certificate based on the Enroliment Agent template. To designate
other enrollment agents, modify the permissions on the certificate
template, and have these users request an Enrollment Agent certificate.

« Users must have necessary permissions to the corresponding certificate
template in order to obtain a certificate. Only the intended user, not the
enrollment agent, must have permissions to the user certificate templates.

o With the autoenrollment permission, certificates can be renewed
automatically. Generally, when a smart card has space and the CSP
(Cryptographic Service Provider) allows multiple keys on a single card,
autoenrollment asks the card to generate a new key for enrollment. If this
is possible, autoenrollment writes the certificate to the card. If it cannot
generate a new key, the old key will be used, and a certificate is forced onto
the card. When this occurs an event is written to the Application log.

« When multiple certificates are available on a smart card or token (e.g., a
signing certificate and an encryption certificate), the signing certificate
must be the default certificate.

« The enrollment agent capability was removed from Web enrollment in
Windows Server 2008 and later because Windows Vista and later provides
its own enrollment agent capability. If you need to perform enrollment on
behalf of another client with a Windows Server 2008 and later Web
enrollment, you should use computers running Windows Vista and later as
enrollment stations. Alternatively, you can use a Windows Server 2003-
based server with Web enrollment installed and use that server as an
enrollment agent to enroll certificates through a Windows Server 2008-
based CA.

You can enforce the use of smart cards for users or computers using Group Policy
and Active Directory.



o To require smart cards for computer logon (regardless of the user), enable
the Interactive logon: Require smart card policy in the Security Options for
Computer Configuration.

« To require smart cards for logon for a specific user (regardless of the
computer), edit the user account and select the Smart card is required for
interactive logon option. When enabled, the user account will not be able
to log on to a computer that does not have a smart card reader.

o Use the Interactive logon: Smart card removal behavior policy to control
what happens when a smart card is removed. For example, you can lock the
workstation or log off the user automatically.
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8.12. Key Archival

Key archival (also called key escrow or centralized key management) is the
process of saving a copy of the private key in a central location so that it can be
restored if it is destroyed or lost. On a Windows CA, you can back up private keys
using the following methods:

o To back up the CA's private key, use the Certification Console to perform a
CA backup. For the items to back up, choose Private key and CA certificate.

o To back up a user's private key, have the user run the Certificates snap-in
and export the private key. Before the private key can be exported, the
certificate template must have the Allow private key to be exported option
set.

o To back up all of the private keys for certificates issued by a CA, enable and
configure key archival. Using key archival:

o The CA encrypts and stores the key for a version 2 or 3 certificate
template. After the client generates the key pair, it encrypts the
private key and sends it back to the CA. The CA verifies the private
key, reencrypts it, and archives it

o You define one or more Key Recovery Agents. These are users who
are able to restore the archived keys in case they are lost.

o You can only implement key archival if all your clients are Windows
XP/2000 or later. Key archival only works with version 2 or 3
templates and with enterprise CAs to which the Windows server
2003 schema extensions have been applied.

Enabling key archival requires designating key recovery agents, and enabling
archival on both certificate templates and the CA. Use the following steps to
configure key archival:

1. Configure the Key Recovery Agent certificate template. Grant the key
recovery agents the Read and Enroll permissions to the template. Have
each enrollment agent request a Key Recovery Agent certificate.

2. For each certificate template issued by the CA whose keys you want to
archive, edit the template properties. On the Request Handling tab, select
the Archive subject's encryption private key option.



3. Onthe CA, edit the CA properties. On the Recovery Agents tab, select the
Archive the key option, then add the certificate of one or more authorized

recovery agents.
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8.13. Network Device Enrollment Service
(NDES)

The Network Device Enrollment Service (NDES) makes it possible for software
running on network devices such as routers and switches (which cannot
otherwise be authenticated on the network) to enroll for certificates from a CA.
Certificates obtained by these devices are typically used for enabling IPsec.

NDES uses the following components:

Component Description

The network device is the router, switch, or other device that
. needs to obtain a certificate. Network devices are devices that
Network device . .
are unable to request a certificate directly from the CA, for

example non-Windows devices that are not domain members.

The device administrator is the person responsible for
managing the network device.

Device o If you are using an enterprise CA, the administrator must
administrator have permissions to obtain the necessary certificates.
« If you are using a standalone CA, the administrator must
be a member of the CA Administrators group.

The registration authority (RA) is a Windows server that is
running the NDES service.

Registration o If you are using an enterprise CA, it is recommended to
authority (RA) install the NDES service on a server other than the CA.
o If you are using a standalone CA, it is recommended to
install the NDES service on the CA.

The process for obtaining a certificate for the network device is as follows:

1. On the network device, the device administrator runs the software included
with the device to generate a key pair.



6.

. The device administrator connects to the registration authority and

requests a password that will be included with the certificate request.
o Use the following URL to request the password:
http://servername/certsrv/mscep_admin
o The password is returned in a Web page generated by the RA.

. On the network device, the device administrator completes the certificate

request process. The certificate request is submitted to the RA and includes
the password. Use the following URL to request the certificate:
http://servername/certsrv/mscep

The RA forwards the certificate request to the CA.

. The CA approves the certificate request and returns the certificate to the

RA.
The RA returns the certificate to the network device.

To configure NDES:

1.

Create a user account that will be used for the NDES service. This user
account must be a member of the IIS_IUSRS built-in group on the local
system.

. On the RA, install the Active Directory Certificate Services role with the

Network Device Enrollment Service (NDES) role service. The RA does not
need to be a CA. During the installation, you will specify the NDES service
user account and the CA to which certificate requests received from the RA
should be submitted.

. If you are using an enterprise CA, configure certificate template

permissions to allow the necessary entities to request certificates. The
following table lists the three certificate template types that are used:

Template Permissions

This certificate template is an enrollment agent
Exchange certificate that enables the necessary components in the
Enroliment request process to request a certificate on behalf of the
Agent (Offline network device. The registration authority requests this
request) certificate for itself. Assign the following permissions to

this template:



o Allow the Enroll permission to the user responsible
for managing the RA.

o Allow the Read and Enroll permissions to the RA
service account you created in step 1.

o Allow the Enroll permission to the device
administrator.

This certificate template is a key exchange certificate that
identifies how key information will be exchanged
securely. The registration authority requests this
certificate for itself. Assign the following permissions to
this template:

CEP Encryption o Allow the Enroll permission to the user responsible
for managing the RA.
o Allow the Read and Enroll permissions to the RA
service account you created in step 1.
o Allow the Enroll permission to the device
administrator.

By default, the RA is configured to request an IPsec
certificate for network devices. This will be the template
that is used to issue a certificate to the network device.
Assign the following permissions to this template:

IPsec (Offline o Allow the Read and Enroll permissions to the RA
request) service account you created in step 1.
o Allow the Enroll permission to the device
administrator.

You can configure the RA to request a certificate based
on a different template if desired.

4. Configure the CA to issue the three required templates.

Be aware of the following when using NDES:



« When you add the NDES service, IIS is installed if it does not already exist.
Two virtual directories are created in IIS:

o The certsrv/mscep_admin virtual directory is used to submit
password requests.

o The certsrv/mscep virtual directory is used to submit certificate
requests from the network device.

» By default, the RA can accept only 5 active registrations at a time. The
registration status is determined by the password.

o The RA canissue only 5 passwords for certificate requests. If you
need more active requests, increase the number of allowed
passwords.

o After 60 minutes, the password expires and cannot be used to
complete the request. You must request a new password if the
password has expired.

o If you restart IS, the password cache is cleared. This allows new
password requests, but also invalidates any current passwords.

o You can configure the RA to accept requests without a password.

« Instead of modifying the templates used for NDES, you should duplicate the
template to create a new one. When you do this, you must modify the
registry settings on the RA to identify the new template names to use.
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8.14. Certificate Roles

The following table summarizes the configuration tasks required to allow users to
manage various aspects of Active Directory Certificate Services:

Role

Certificate
template
creator

Certificate
template
manager

CA manager

CA certificate
manager

Description

A certificate template creator has the ability to duplicate existing

certificate templates to create new ones.

By default, only Domain Admins in the forest root or
Enterprise Admins can create new templates.

You can grant others this ability by modifying Active
Directory rights and permissions.

The ability to create certificate templates is not controlled
by template permissions.

A certificate template manager has the ability to edit certificate
template settings.

Grant Read and Write permissions to the template to allow
a user to edit properties except for the DACL.

Grant Full Control permission to the template to allow a
user to edit all properties, including the DACL.

The CA manager has the ability to manage the configuration of a
CA. Grant the Read and Manage CA permissions to the CA.

The CA certificate manager can approve and revoke certificate
requests.

Grant the Issue and Manage Certificates permission to the
CA to designate a CA certificate manager.

On the CA, use the Certificate Managers tab to restrict
certificate management for specific managers to certain
templates or subjects (user, computer, or group).



An enrollment agent is a user who can request certificates on
behalf of another subject. Enrollment agents are typically used
for smart card enrollment.

« To designate an enrollment agent, issue the user an
Enrollment Agent or Enrollment Agent (Computer)
certificate. To allow the user to request the certificate,
Enroliment grant the Read and Write permissions to the template.
agent o Enrollment agents do not need permissions to the user or
computer certificates. For example, the enrollment agent
does not require any permissions to the Smart Card Logon
template in order to request a certificate for a user.
« By default, enrollment agents can request any certificate
for any user. To restrict certificates based on template or
subject, edit the Enrollment Agents settings on the CA.

A recovery agent is a user who is authorized to recover the
private keys associated with a certificate. To configure a recovery
agent:

1. Issue the Key Recovery Agent certificate to the designated
recovery agents. To allow the user to request the
certificate, grant the Read and Write permissions to the

template.
Recovery 2. For each certificate template issued by the CA whose keys
agent you want to archive, edit the template properties. On the

Request Handling tab, select the Archive subject's
encryption private key option. Note: The recovery agent
does not need permissions to the target certificate
templates.

3. Onthe CA, edit the CA properties. On the Recovery Agents
tab, select the Archive the key option, then add the
certificate of one or more authorized recovery agents.

For a subject to request a certificate, configure the following:



o Grant the Read and Enroll permissions to the template. To configure

autoenrollment:
o Grant the Read, Enroll, and Autoenroll permissions to the template.

o Enable autoenrollment for computers or users through Group Policy.
o Grant the Read permission to the CA.
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