7.1. Group Policy

A policy is a set of configuration settings that must be applied to users or
computers. Collections of policy settings are stored in a Group Policy object
(GPO). The GPO is a collection of settings that includes registry settings, scripts,
templates, and software-specific configuration values.

Each GPO has a common structure, with hundreds of configuration settings that
can be enabled and configured. Settings are divided into two categories:

GPO Category Description

Computer policies (also called machine policies) are enforced
for the entire computer. Computer policies include:

« Software that should be installed on a specific

computer
o Scripts that should run at startup or shutdown
Computer » Password restrictions that must be met for all user
Configuration accounts

o Network communication security settings
o Registry settings that apply to the computer (the
HKEY_LOCAL_MACHINE subtree)

Computer policies are initially applied as the computer boots,
and are enforced before any user logs on.

User policies are enforced for specific users. User policy
settings include:

« Software that should be installed for a specific user
o Scripts that should run at logon or logoff
User « Internet Explorer user settings (such as favorites and
Configuration security settings)
« Registry settings that apply to the current user (the
HKEY_CURRENT_USER subtree)

User policies are initially applied as the user logs on, and
often customize Windows based on user preferences.



Windows Server 2008/2012/2016 offers the Group Policy functionality
enhancements described in the table below.

Feature

ADMX and
ADML files

Network
Location
Awareness

Group Policy
preferences

Description

The XML-based file format allows multilanguage support and
version control. This means that Group Policy tools are displayed
in the administrator's operating system language and facilitates
either automated or manual change management processes.

Administrators also have the option of storing all the ADMX files
in a central location: a domain-wide directory created in the
Sysvol. This reduces replication traffic as the number of GPOs
grows, and it reduces the need for additional storage associated
with large numbers of decentralized GPOs.

Network Location Awareness allows clients to be aware of and
respond to changing network conditions. With Network Location
Awareness, Group Policy uses the operating system's resource
detection and event notification capabilities, such as recover
from hibernation and standby, moving in and out of a wireless
network, or a new VPN connection. As an example of the latter
event, Group Policy can detect when a mobile user connects to a
corporate network and detect the availability of a domain
controller. Group Policy can initiate a background refresh over
the VPN connection to update user and computer policy.

Group Policy preference extensions are several (more than 20)
Group Policy extensions that expand the range of configurable
settings in a GPO. Preference settings differ from policy settings
in that preference settings are not enforced, allowing the end
user to change any preference setting applied through a GPO.
The end user cannot, however, change policy settings.
Preference items should work as supplements to your policy
settings.

You should know the following Group Policy facts:

o Alocal GPO is stored on a local machine. It can be used to define settings
even if the computer is not connected to a network.



« Group Policy objects created in Active Directory are linked to Active
Directory sites, domains, or organizational units (OUs). Built-in containers
(such as the Computers container) cannot have GPOs linked to them.

« GPOs contain hundreds of configuration settings that can be configured.

« Settings within a GPO in Active Directory apply to the users and computers
beneath the object to which the GPO is linked. Through inheritance, the
settings apply to users and computers in all child OUs beneath the object
where the GPO is linked.

« Group policy settings take precedence over user profile settings. Group
policy settings in Active Directory take precedence over settings in the local
GPO.
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/.2. Security Settings

Group Policy settings are organized into categories within the GPO. The following
table describes common security setting categories:

Security Setting
Category

Account Policies

Local Policies /
Audit Policy

Local Policies /
User Rights
Assignment

Description
Use Account Policies to control the following:

« Password settings
o Account lockout settings
« Kerberos settings

Note: Account policies are only in effect when configured in a
GPO linked to a domain.

Use Audit Policy settings to configure auditing for event
classes (such as logon, account management, or privilege use).

User rights determine what actions a user can perform on a
computer or domain. User rights settings identify users or
groups with the corresponding privilege. Examples of user
rights include:

o Access this computer from the network (the ability to
access resources on the computer through a network
connection)

« Allow log on locally (the ability to log on to the
computer console)

« Allow log on through Terminal Services (the ability to log
on using a Remote Desktop connection)

« Back up files and directories (does not include restoring
files and directories)

o Shut down the system

« Remove a computer from a docking station



Local Policies /
Security Options

Event Log

Restricted
Groups

System Services

Registry

File System

Unlike user rights, security options are either enabled or
disabled for everyone. Examples of Security Options policies
include:

o Computer shut down when Security event log reaches
capacity

« Unsigned driver installation

o Ctrl+Alt+Del required for log on

Use Event Log settings to configure Application, Security, and
System event logs. Using these policies you can define:

e Who can access the logs.

o The maximum file size.

« Logretention (i.e., the minimum number of days to
keep logs or when events are overwritten or deleted).

Use Restricted Groups to limit the membership of specific
security groups. You can set two properties for groups:

« Members designates who does and does not belong to
the group.

« Members Of designates other groups to which the
group belongs.

Use System Services to configure the startup type and
authorization for the system services.

Use Registry policies to configure specific registry keys and
values and configure permissions on the registry settings. For
example, you can configure permissions that allow specific
users to read the registry value, set (change) the value, list
subkeys, or modify key permissions.

Use File System policies to configure file and folder
permissions that apply to multiple computers. For example,
you can limit access to specific files that appear on all client
computers.



Use Wireless Network policies to configure the following for
your wireless network:

Wireless
Network

Protection from unauthorized access by users with
compatible WLAN adapters.

Protection for wireless network data transfers (based on
Group Policy settings).

Use Group Policy to configure certificate-based or
password-based authentication client authentication.

Use Public Key Policies to:

Public Key
Policies

Enable automatic certificate enroliment.

Manage data recovery agents (DRAs).

Create certificate trust lists (CTLs).

Automatically establish trust relationships with CAs.

Use Software Restriction Policies to control which software
can run on domain computers. You can use software
restrictions to:

Software
Restriction
Policies

Identify allowed or blocked software.

Allow users to run only the files you specify on multi-
user computers.

Determine who can add trusted publishers.

Apply restrictions to specific users or all users.
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7.3. Administrative Templates

Administrative Templates are registry-based settings that you can configure
within a Group Policy object.

Possible registry settings that can be configured are identified by ADM files.
The ADM file contains the registry setting and any user-interface
information required to make editing the setting within a GPO possible.
The operating system includes a default set of ADM files, with each file
containing related registry settings. For example, the system.adm file
contains operating system settings, and the inetres.adm file contains
Internet Explorer settings.

Developers can create custom ADM files to enable configuring registry
settings for custom applications through Group Policy.

Prior to Windows Vista/2008, to use Administrative Templates that were
not included within the default ADM files, you were required to load the
ADM file into the Group Policy object.

o After you load the ADM file in the GPO, a copy of the ADM file is
saved on the SYSVOL folder.

o When you reopen the GPO, the saved ADM file is reloaded into the
GPO editor.

o Because the template file is replicated along with the GPO, when you
edit the GPO on another computer, the ADM file you loaded will be
available to enable editing the GPO.

o For each new GPO that you create, you must load any non-default
ADM files.

ADM files work differently with Windows Vista/7/10/2008/2012/2016:

o The older ADM file format has been replaced with the following

formats:
= .admx files are language-neutral files that store settings in XML
format.

= .adml files are a set of language-dependent files that provide
localized information when viewing template settings in the
GPO. Each .adml file represents a single language you wish to
support.
o Instead of saving ADM files as a part of the GPO, ADMX files are
saved on the local computer in the %systemroot%\PolicyDefinitions



folder. This change decreases the size of each Group Policy object,
and eliminates the need to add ADM files to each new GPO you
create.

o Instead of saving .admx and .adml files on the local system, you can
create a central storage location on the domain controller for these
files.

= Copy the necessary files to the
SYSVOL\domain_name\Policies\PolicyDefinitions folder.

= Only files that use the new format (.admx) can be saved in the
new storage location.

= Any new ADM file you add to the storage location is available
immediately within any new GPO.

o Because of the change in the way ADM files are managed, you can
only edit GPOs that use .admx files on Windows Vista/7/10 or
Windows Server 2008/2012/2016 systems.

New with Windows Server 2008/2012/2016, you can use starter GPOs to simplify
management of Administrative Templates settings.

o The starter GPO is a template that contains settings for the Administrative
Templates portion of a Group Policy object. Software distribution and
security settings are not contained in a starter GPO.

« Starter GPOs are created in the Group Policy Management editor within the
Starter GPO node.

e To use a starter GPO:

1. Create the starter GPO.

2. Edit the starter GPO settings.

3. When you create a new GPO, specify the starter GPO to use.
Administrative Template settings in the starter GPO are copied into
the new GPO.

« Use permissions on the starter GPO to identify which administrators can
modify the starter GPO settings.

o Starter GPOs can be backed up and restored.

o You can back up specific starter GPOs, or back up all starter GPOs as
a group.

o Starter GPOs must be backed up separately from GPOs.

o Starter GPOs can only be restored to their original domain.



« Save a starter GPO to save it as a file, such as when you want to import it

into another domain.
o Import the starter GPO to add a saved starter GPO to the domain.

o Starter GPOs are saved as .cab files.
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/.4. GPO Management

Be aware of the following as you manage Group Policy objects:

o Group Policy objects are linked to sites, domains, and organizational units
(OUs).

o Settingsin a GPO apply to all objects beneath the linked object. For
example, settings in a GPO linked to the domain apply to all objects
in the domain. Settings in a GPO linked to an OU apply to all objects
inside the OU.

o Asingle GPO can be linked to multiple objects. For example, you can
link a GPO to two (or more) OUs.

o A single object can have multiple GPOs linked to it. For example, you
can link two (or more) GPOs to the same OU.

e You can disable a GPO link to prevent the settings from being applied to the
linked object. Disabling the GPO link only prevents the settings from being
applied to that object, and does not affect other objects to which the GPO
is linked. For example, if a GPO were linked to the Accounting and Sales
OUs, disabling the link to the Sales OU prevents the settings from applying
to that OU. Settings would still apply to the Accounting OU.

o Deleting a GPO removes the GPO and removes all links. Deleting a GPO link
removes the GPO from the linked object, but does not delete the GPO nor
affect other GPO links.

« Within a GPO, you can enable or disable the user and/or computer settings.
Disabling part of the settings prevents those settings from being applied to
all linked objects. Disabling the user or computer settings speeds GPO
processing because the system does not need to check or apply settings in
half of the GPO.

o Use the Group Policy Management Console (GPMC) to manage GPOs and
GPO links.

When you configure specific GPO settings, be aware of the following:

o A GPO setting can be:
o Undefined, meaning that the GPO has no value for that setting and
does not change the current setting.
o Defined, meaning that the GPO identifies a new value to enforce.



« To configure a setting to be enforced through a GPO, define the GPO, then
configure the setting within the GPO.

« Some GPO settings simply enable or disable the setting. Others might
identify users or groups with the specified right, or allow you to configure
additional settings.

« When configuring GPO settings, pay attention to the effect of the setting. In
particular, make sure you understand how negatively-worded settings will
be applied. For example, if the setting removes the Control Panel from the
desktop:

o If you do not define the setting, the setting will not be enforced.
Whether the Control Panel is available or not will depend on what
other settings might affect the system.

o If you define the setting, you must enable or disable it.

= Enabling the setting takes the action specified in the setting
name; in this example, the Control Panel will be removed.

= Disabling the setting prevents the action from taking effect; in
this example, the Control Panel will not be removed.

« To configure GPO settings, within the Group Policy Management Console,
edit the GPO. This opens the Group Policy Management Editor (GPME).

o To view settings defined within a GPO without editing it and browsing for
settings, use the report feature in the GPMC. You can save the report to
document the GPO settings.

Windows refreshes (or recalculates) the effective Group Policy settings at the
following intervals:

o Computer policies are recalculated each time the computer boots.

« User policies are recalculated each time a user logs on.

o Both user and computer policies are periodically refreshed as long as the
computer is running.

o By default, domain member computers refresh every 90 minutes.
Domain controllers refresh every 5 minutes.

o You can use Group Policy to turn off periodic refresh or modify the
refresh interval.

o To prevent a group of computers from refreshing at the same time,
Group Policy uses a random refresh offset (between 0 to 30
minutes). After startup, Windows waits for this random offset before
refreshing.



To manually refresh group policy settings, use the Gpupdate command with the
following switches:

Switch Function

No switch Refresh user and computer-related settings.

Sforce Ignore optimiz.atior'\ proce'ssing and refresh both user and
computer settings immediately.

/target:user Refresh user-related group policy.

/target:computer Refresh computer-related group policy.

A few policies (such as software installation or folder
/boot redirection) are only refreshed during startup or logon. Use
/logoff the /boot switch to reboot after refreshing. Use the /logoff
switch to log off and back on again after refreshing.

If you have a GPO with certain settings that you would like to use to create
another GPO with the same settings, use the following methods:

Method |Description
When you copy a GPO, a new GPO is created with the same settings.

e You can copy a GPO with the same domain, to another domain
within the same forest, or to a domain in a different forest.

o To copy GPOs to other domains, add the target domain to the

Group Policy Management Console.

When copying GPOs to domains in other forests, the source

forest must have a trust with the destination forest, or you

must be able to log on to the target domain using the Stored

User Names and Passwords utility.

« When you copy the GPO, you have the option of copying the
discretionary access list (DACL) for the GPO to the target GPO.

Copy

When you back up a GPO, all GPO settings are saved to a file.
Backup
and e You can back up multiple GPOs at the same time into the same
Import backup file.
o To migrate GPOs from one domain to another



Back up all desired GPOs.

Copy the backup file to a computer in the target domain.

Create new GPOs in the target domain.

For each GPO, import the settings, choosing the specific

GPO from the backup. Do not restore the GPO from the

backup.

« Using backup and import to migrate GPOs does not copy the
DACL for the GPO. You will have to manually configure GPO
permissions.

Ll

Starter GPOs contain settings for the Administrative Templates
portion of a Group Policy object. You can define standard
Administrative Templates settings in the starter GPO, then use the
starter GPO when creating a new GPO.

Starter

GPO e You can copy an existing starter GPO to create a new one.

« To move a starter GPO to another domain, export the starter
GPO as a .cab file, then import it in the other domain. You
cannot use the backup feature to move a starter GPO to
another domain.

When moving GPOs from one domain to another, some settings are domain-
specific and cannot be copied directly. If you do nothing, these settings will not be
migrated. To migrate domain-specific settings, configure a migration table to map
settings in one domain to similar settings in the target domain.
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7.5. Preferences

Group Policy preferences allow you to configure, deploy, and manage operating
system and application settings that you cannot manage using Group Policy
settings. Group Policy preferences include the ability to configure mapped drives,
scheduled tasks, and Start menu settings.

The table below compares Group Policy preferences to Group Policy settings.

Group Policy Preferences Group Policy Settings

Characteristics of Group Policy
preferences include:

Characteristics of Group Policy settings
include:

Preferences are not enforced
The user interface is not
disabled

Preferences can be applied once
or refreshed periodically

You can easily create preference
items for registry settings, files,
and environment settings

You can import individual
registry settings or entire
registry branches from a local or
a remote computer

Preferences are not available in
local Group Policy

Preferences support non-Group
Policy-aware applications
Removing the preference item
does not restore the original
setting

Targeting is granular, with a user
interface for each type of
targeting item

Settings are enforced

The user interface is disabled
Settings are refreshed periodically
You cannot create policy settings
to manage objects such as files or
folders

Policy settings are available in
local Group Policy

Policies require Group Policy-
aware applications

Removing the policy setting
restores the original settings
Supports filtering at a GPO level
Filtering is based on Windows
Management Instrumentation
(WMI) and requires writing WMI
gueries

Provides an alternative user
interface for most policy settings



o Preferences provide a familiar,
easy-to-use interface for
configuring most settings

You should know the following facts about Group Policy preferences:

o The primary difference between Group Policy preferences and Group Policy
settings is that preferences are applied but not enforced (users can change
settings applied through preferences). Group Policy preferences do not
cause the application or operating system feature to disable the user
interface for the settings they configure.

o Group Policy writes preferences to the locations in the registry where the
application or operating system stores the setting.

o Group Policy preferences support applications and operating system
features that are not Group Policy-aware.

« If you choose to apply Group Policy preferences only once (rather than
refresh them regularly), users can customize the preference permanently
on their individual machines.
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7.6. GPO Application Methods

Through Group Policy inheritance, settings in a GPO are applied to all objects
below the container where the GPO is linked. Be aware of the following facts
about GPO inheritance:

GPOs are applied in the following order:
1. The Local Group Policy on the computer
2. GPOs linked to the site where the user's computer is located
3. GPOs linked to the domain that contains the user or computer object
4. GPOs linked to the organizational unit(s) that contains the user or
computer object (from the highest-level OU to the lowest-level OU).
« The effective GPO settings for any object are the total settings of all GPOs
linked to all parent objects.
« Individual settings within all GPOs are combined to form the effective
Group Policy setting as follows:

o If asettingis defined in one GPO and undefined in another, the
setting will be enforced (regardless of the position of the GPO in the
application order).

o If asettingis configured in two GPOs, the setting in the last-applied
GPO will be used.

« If asingle object (site, domain, or OU) has multiple linked GPOs, they are
applied in the reverse order that they are listed (the GPO at the top takes
precedence).

Use the following methods to customize how GPO settings are applied:

Method Description

When you block inheritance, you prevent settings in GPOs linked
to parent objects from being applied to child objects.

Block « You configure inheritance blocking on the domain or an
Inheritance organizational unit (OU).
« You cannot block inheritance on a per-GPO basis; blocking
inheritance blocks all GPOs linked above the blocking
object.



« To prevent inheritance from being blocked for a specific
GPO, select the Enforced option for the GPO link.

Group Policy permissions control the operations that users can
perform on the Group Policy object.

o For settings in a GPO to apply to a user, the user must have
the Allow Read and Apply Group Policy permissions.
» By default, each GPO you create grants the Authenticated
Users group (basically all network users) the Allow Read and
Apply Group Policy permissions. This means that by default,
GPO settings apply to all users.
« You can selectively control which users or groups get GPO
GPO settings by modifying the permissions:
Permissions o To prevent settings from applying to specific users,
add the users or groups to the access control list and
Deny the Read and Apply Group Policy permissions.

o To configure the GPO to apply only to specific group
members, remove the Authenticated Users group
from the access control list, then add the specific
objects and grant the Allow Read and Apply Group
Policy permissions.

« Permissions also control who can edit Group Policy settings
or manage the GPO.

WML filters allow you to determine the scope of a GPO
dynamically based on the attributes of the target computer. When
a GPO that is linked to a WMI filter is applied on the target
computer, the filter is analyzed on the target computer. If the
filter evaluates to true, the GPO is applied.
WMI
Filtering « WMl filters consist of one or more queries based on data
such as the following:
o Hardware and software inventory
o CPU
o Memory
o Disk space



Loopback
Processing

Manufacturer
Registry data
Drivers
File system
Active Directory
Windows Installer service
Network configuration
o Application data
WMI queries are written in WMI query language (WQL).
WMl filters should be applied for a well-defined purpose
and limited amount of time.
WML filters evaluate on the target computer every time a
Group Policy refresh occurs.

0O O O O O o o©

By default, Group Policy configuration applies computer settings
during startup and user settings during logon. For this reason, user
settings take precedence in the event of a conflict. With loopback
processing, computer settings are reapplied after user logon.
Following are some circumstances when you might use loopback
processing:

If you want computer settings to take precedence over user
settings.

If you want to prevent user settings from being applied.

If you want to apply user settings for the computer,
regardless of the location of the user account in Active
Directory.

Loopback processing runs in Merge or Replace mode.

Merge mode gathers the Computer Configuration GPOs and
appends them to the User Configuration GPOs when the
user logs on.

Replace mode prevents the User Configuration GPOs from
being applied.



7.6. Software Distribution

The table below describes the steps in the software deployment lifecycle.

Step Description

Before creating a software distribution GPO:

« Obtain the Windows installer package file for the application.
Installer files are special installation files with an .msi
extension. You can also use .zap files to point to a regular
installation executable file (such as Setup.exe).

o Copy the installer file to a software distribution point. The
distribution point should be a network share. Make sure users
have Read and Execute permissions to the installer file.

Plan

To deploy software, you either assign it or publish it to either users
or computers.

« Assigned software is installed automatically when the user
tries to run the program or when a document that is
associated with the software is opened.

o Software can be assigned to computers or users.
Deploy o Software assigned to users can also be installed
automatically at logon.

e Published software is made available for installation by adding
it to Add/Remove Programs.

o Users must start the installation process.
o Applications may be published to users, but not to
computers.

After software has been deployed, you might need to update
software as new releases and service packs come out. You can
Manage update software in the following ways:
(Upgrade)
« Create a new installation package with the software update
files. When configuring the package, choose the Required



upgrade for existing packages option. This forces the update
to be installed.

« Repackage the existing installation files. With slipstreaming,
you run a program that adds the updates to the existing
installation files and repackages the .msi file with the
updates. Use the Redeploy application option to redeploy the
existing package that includes the updates.

When you wish to remove a software application, you can choose
the following options.

o Select Immediately uninstall the software from users and
computers to uninstall the software the next time the
computer boots or the user logs on.

e Choose Allow users to continue to use the software, but
prevent new installations to prevent new installations, but to

Remove allow users to continue to use the software if it is already

installed.

« Choose Uninstall this application when it falls out of the
scope of management to automatically remove software
when the GPO no longer applies to the user or the computer.
For example, when this option is enabled for a computer, the
software will be uninstalled automatically if the computer is
moved to an OU where the GPO does not apply.

As you manage software distribution, be aware of the following:

When you create the package, use the UNC path to the installer file
(\\servername\sharename\filename). Alternatively, you can browse to a
mapped network drive and Windows will replace the mapped drive with
the UNC path. Do not use the local path to the file; if you do, the installer
file must exist on all client computers.

To change the distribution path for a policy, you must delete and re-create
the software distribution policy.

The following table compares the configuration options you have for
assigning or publishing software for both users and computers.



Feature

Install automatically with file
extension activation

Install automatically at logon

Install or uninstall through
Add/Remove Programs

Uninstall when out of the
scope of management

Add/Remove Programs
categories

Use for upgrading existing
installations

Assign to
computers

Yes
No

No

Optional

Optional

Optional

Assign to
users

Yes
Optional

Optional

Optional

Optional

Optional

Publish to
users

Optional
No

Optional

Optional

Optional

Optional

Users can uninstall user-assigned applications. However, the application
remains on the Start menu and will be reinstalled automatically when
needed. Users cannot use Add/Remove Programs to remove computer

assigned software.

Some Group Policy settings, such as user profiles or software installation
packages, potentially involve large amounts of data. For example, a software
installation package might require downloading the installer file that can be
several megabytes in size. When the computer is separated from the software
distribution point by a slow WAN link, this can negatively effect computer boot or
user logon times. Group Policy includes a slow WAN link detection feature that
can optimize startup times for Group Policy settings that involve large file sizes.

By default, Group Policy always checks the link speed. If the speed is
determined to be slow, certain parts of the GPO are not applied. The
settings that are not applied for slow links are: software installation, user

profiles, scripts, and disk quotas.

By default, a link speed at or below 500 Kbps is considered slow. If the link
speed is at or below this value, software installation policies will not be

applied.



o To modify the default value used to identify a slow link, edit the Group
Policy slow link detection setting in Group Policy for either users or
computers.

o For example, setting this value to 1024 means that software
installation will not occur if the link is at or below 1024 Kbps.

o Set this value to 0 to disable slow link detection (i.e. to apply all
policy settings regardless of the link speed).

« You can configure specific setting types to be applied to computers even
when a slow link is detected. Group Policy includes policy settings for
various components such as disk quotas, software installation, and folder
redirection. Enable the corresponding policy and select Allow processing
across a slow network connection. Taking this action applies the policy
setting, ignoring the link speed.

« Instead of modifying the slow link detection settings, a better solution is to
put a domain controller in each location so that clients always have a high-
speed connection to the domain controller.
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7.7. Account Policies

Account policies control passwords and login properties.

« Password Policy settings control characteristics enforced for user
passwords. Account Lockout Policy settings control what happens when a
user enters one (or more) incorrect passwords.

« Settings in the local GPO are used if the computer is a member of a
workgroup. Settings in the domain GPO are used for computers that are
members of a domain.

» Policy settings are applied to the computer, not the user.

« Although you can configure Account Policies settings in any GPO, only the
settings configured in a GPO linked to the domain take effect.

« To configure different account policies settings for different users, use one
of the following strategies:

o Configure granular password policies, available in Windows Server
2008 domain functional level.

o Create different domains, moving objects with different password
policy requirements into their respective domains.

The following table explains the Password Policy and Account Lockout Policy
settings.

Setting Description
Password Policy

This setting keeps a history of user passwords (up to 24) so
that users cannot reuse passwords.

Enforce password 'When set to O, users are not forced to enter new

history passwords.
You must configure a maximum password age for this
setting to take effect.

Maximum password age forces the user to change the
Maximum password after a given length of time.
password age Setting this value to 0 means that the password never
expires.



Minimum
password age

Minimum
password length

Password must
meet complexity
requirements

Store passwords
using reversible
encryption

Minimum password age forces the user to keep a new
password for the specified period of time. This setting
prevents users from changing passwords immediately after
they've reset their passwords, thereby circumventing the
password history by entering several passwords to get back
to a preferred password.

The value must be less than the maximum age, and should
be a setting greater than 0. A setting of 0 allows the user to
reset the password immediately.

Minimum password length configures how many characters
a valid password must have.

Enforcing password complexity requires that user
passwords: cannot contain the user name, the user's name,
the company name, or a complete dictionary word. The
password must also contain a minimum of three of the four
types of special characters: lower case letters, upper case
letters, numbers, or !, @, #, S, %, *, &, *.

Store passwords using reversible encryption determines
how passwords are stored within Active Directory and on
the local system. For best security, this policy should be
disabled, meaning that passwords are not stored with
reversible encryption. Enable this setting only if you have
specific applications that require reversible encryption so
that they can verify user passwords.

Account Lockout Policy

Account lockout
duration

Account lockout
threshold

Reset account
lockout after

Account lockout duration identifies how long a locked
account remains locked. When the time period expires, the
account will be unlocked automatically.

When set to 0, the account will never be unlocked
automatically, and an administrator must unlock the
account.

Account lockout threshold configures how many incorrect
passwords can be entered before the account is locked.

The reset account lockout after setting specifies the amount
of time (in minutes) that passes after a failed login attempt



before the counter resets to zero.

For example, if this value is set to 5 and the account lockout
threshold is set to 3, the user can enter 2 incorrect
passwords within a 5 minute interval without the account
being locked. After 5 minutes has passed, the user can make
additional incorrect logon attempts.

Be aware of the following facts when managing account policies:

« If an account has been locked out because the user has forgotten the
password, you will need to reset (change) the password. You should also
force a password change at next logon.

« The user account setting of Password never expires overrides any other
requirement for changing passwords configured in a GPO. Service accounts
should have this option enabled and should use strong passwords, but no
other type of account should have this setting enabled (including
administrators).
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7.8. Granular Password Policies

Granular password policies allow you to create password policies for users and
global groups separate from the password policy applied to the entire domain.
Using granular password policies, you could, for example, require administrators
to use 14 character passwords while requiring only seven character passwords
from normal users.

You should know the following facts about granular password policies:

o The domain must be running at the Windows Server 2008 and later domain
functional level.
« Password policies affect only user account passwords, not computer
account passwords.
e Only members of the Domain Admins group can set granular password
policies, but you can delegate the ability to set these policies to others.
« Granular password policies are saved as a Password Settings Object (PSO) in
the Password Settings Container (PSC).
o Thereis one default PSC. It cannot be renamed, deleted, or moved.
o You can create additional PSCs, but they will not take effect.
o The PSC holds one or more PSOs. You can define multiple PSOs, each
with unique password policy settings.
« PSOs have attributes for all of the settings that can be defined in the
Default Domain Policy (except Kerberos settings).
o The msDS-PSOAppliesTo property in the PSO identifies the objects to which
the password policy applies.
o Policies can be applied to user accounts or global security groups.
= Each granular policy can be applied to multiple users and/or
groups.
= Granular password policies affect only users within the current
domain.
o Policies are not enforced when applied to OUs, the domain, or other
group types.
= To apply a granular policy to all users within an OU, create a
global security group that contains all OU members. Apply the
policy to the group.



=  When you move a user account to a different OU, remember
to also change the group membership so that the granular
password policy no longer applies.
o The msDS-PasswordSettingsPrecedence property is used to resolve
conflicts if multiple PSOs are applied to a group.

o If a PSO has been applied directly to a user that PSO is in effect,
regardless of the precedence value.

o If multiple PSOs are applied to global security groups of which the
user is a member, the PSO with the lowest precedence value will be
in effect.

o If two (or more) PSOs are applied to a user, or if two (or more) PSOs
are applied to groups with the same precedence value, the PSO with
the lowest identifier will be in effect.

To use ADSI Edit to create a PSO:

Open ADSI Edit and connect to the default naming context for the domain.

Navigate to System | Password Settings Container.

Right-click the container and select New | Object....

Complete the wizard steps to create the password policy, defining the

password and account lockout parameters.

5. After you create the PSO, edit its properties to identify the users or global
security groups to which the PSO applies.

6. If you applied the PSO to groups, add user accounts to groups as necessary.

PwnNeR

You can also use third-party tools, such as Specops Password Policy Basic.
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7.9. Auditing

In Windows, auditing is the recording of system events and other system changes.
When you enable auditing, the system automatically makes a record when events
of interest occur. Auditing is enabled by configuring audit policies, either on a
local system or through Group Policy. An audit policy is either enabled or
disabled. When it is enabled, you must specify what type of events to log.

o Audit Success to identify who has gained access or who was able to
exercise a right or privilege.
« Audit Failure to identify patterns of attempted access.

The following table describes the nine audit policies configurable through Group
Policy.

Audit Category Trigger Event(s)

Account logon auditing tracks when a user account is used to
authenticate to a computer. For account logon auditing, an audit
event is generated on the system where the user account exists.

« When a local user account is used, the local computer
records the logon event.
Account logon « When a domain user account is used, the domain
controller records the logon event.

For example, when a user authenticates to a domain, an account
logon event is recorded on the domain controller but not on the
local computer. If a user logs on using a local computer account,
an account logon event is recorded on the local computer.

Account management auditing tracks changes to user account,

including:
Account o Create
management Rename

« Disable/enable
o Delete



Directory
service access

Logon

Object access

Policy change

Privilege use

o Change the password

Directory service access auditing tracks changes to Active
Directory objects. The audit directory service access policy is
divided into four subcategories:

o Directory Service Access

o Directory Service Changes

o Directory Service Replication

o Detailed Directory Service Replication

Note: In addition to enabling auditing in the audit policy, you
must configure auditing on the specific objects you want to
track.

Logon auditing tracks logon or log off on the local system, or
when a network connection is made to a system. For logon
auditing, an audit event is recorded in the audit log of the local
system, regardless of the type of user account used. For
example, when a user logs on to a computer using a domain
account, a logon event is recorded on the local workstation,
while an account logon event is recorded on the domain
controller.

Object access auditing tracks access to files, folders, or printers.
It can also be used to audit actions taken by a certificate
authority or access to specific registry or IIS metabase settings.
For file auditing to occur, the files must be on NTFS partitions.

Note: In addition to enabling auditing in the audit policy, you
must configure auditing on the specific objects you want to
track.

Policy change auditing tracks changes to user rights, trust
relationships, IPsec and Kerberos policies, or audit policies.

Privilege use auditing tracks the following actions:

o A user exercises a user right.
o An administrator takes ownership of an object.



Process tracking auditing records actions taken by applications.
Process tracking auditing is used mainly for program debugging
and tracking.

Process
tracking

System events auditing tracks system shutdown, restart, or the
System starting of system services. It also tracks events that affect
security or the security log.

Be aware of the following when configuring auditing:

o With both Directory Service Access and Object Access auditing, configuring
auditing requires two steps:

1. Enable auditing in the local security policy or Group Policy.

2. Configure auditing on the specific objects. For example, you might
edit the System Access Control List (SACL) of the Active Directory
object or the NTFS file or folder to identify the users or groups and
the actions to track. For CA auditing, identify the specific CA actions
to track in the CA properties.

o New with Windows Server 2008, Directory Service Access auditing uses four
subcategories. Audit Directory Service Access to record when changes
occur to an object, Audit Directory Service Changes to record the old and
new values when a change is made to an object.

« When you enable Directory Service Access auditing, auditing for all four
subcategories is enabled. To enable auditing for individual categories, use
the Auditpol /set /subcategory command.

« View audit entries in the Event Viewer Security log.

« When using Directory Service access with directory service changes, when a
change is made to an Active Directory object, the following event IDs are
recorded.

Event |Event

D Action Description

5136 Modify Logged when a SL.JccessfuI modification is made to an
attribute in the directory

5137 |Create Logged when a new object is created in the directory

5138 Undelete Logged when an object is undeleted in the directory

5139 Move Logged when an object is moved within the domain



7.10. Auditing Design

To design an audit policy, complete the following steps:

1. Identify the objects that require auditing and the potential security threats.

2. Enable the audit policy that records events related to the objects, events,
and threats you've identified. Indicate whether to track success or failure
(or both).

3. If necessary, configure auditing for specific files and objects. You must
configure auditing on specific objects to audit the following:

o NTFS file or folder access

Printer access

Active Directory object access

Certificate Authority actions

Registry hive, key, or subkey access

IIS metabase object access

0O O O O O

Although you might be tempted to audit everything, you should audit only those
events that are necessary to ensure a secure network. Use the following
guidelines when designing auditing.

o Audit only what's necessary.
o Audit for Success only or Failure only if either one is sufficient to give
you the information you need.
o Enable auditing on only the necessary objects. For example, enable
auditing on specific files or registry keys rather than enabling auditing
on an entire drive or registry hive.

Excessive auditing uses processor cycles and requires disk space for the
audit log. In addition, auditing every event increases the number of entries
in the log, making it harder to find those things you are looking for.

« Make sure you have modified the audit log size and characteristics so that
you are saving the data you want to save where you want it.
« Archive audit logs so you can review past data if you suspect a problem.



« Identify actions that should always be audited. In addition, periodically
audit other actions for short periods of time to catch any unforeseen
problems.

» Design periodic reviews of audit logs. Auditing is useless if you do not read
the logs.

« Forinvestigative and evidentiary reasons, make sure that all pertinent
events are getting recorded to the Security log. In addition to tracking the
necessary events, make sure your logs are properly configured to save all of
the necessary information.

o Use the Event Log policies in Group Policy to configure the Security
log size and retention method.

o To preserve all logged actions, configure logs to not overwrite events.
When logs are not configured to clear automatically, you must
periodically save and clear the logs to make room for additional
events.

o Enable the Audit: Shut down system immediately if unable to log
security audits security option to prevent the system from being
used if the log is full (this setting is also referred to as
CrashOnAuditFail).
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