
Module 10:                                                                
Configuring and Troubleshooting Resource Access 

Lab A: Troubleshooting File Access Issues                                  
(VMs: 10982D-LON-DC1, 10982D-LON-CL1, 10982D-LON-CL4) 
Exercise 1: Resolving a File Access Issue (1) 
Task 1: Read the help-desk Incident Record for Incident 723308 
• Read the help-desk Incident Record 723308 in the Student Handbook exercise 
scenario. 

Task 2: Discuss recommendations 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook exercise scenario. 
2. Discuss your recommendations with other students: 
o Review file permissions, and verify effective permissions. 
o Review share permissions. 

Task 3: Reproduce the problem 
1. On LON-DC1, on the taskbar, click the File Explorer icon. 
2. In File Explorer, in the navigation pane, expand This PC, expand Allfiles (E:), 
expand Labfiles, and then select Mod10. In the details pane, double-click 
LabA.cmd. 
3. Close File Explorer. 
4. Sign in to LON-CL1 as user ADATUM\Logan by using the password Pa55w.rd. 
5. On the taskbar, click the File Explorer icon. 
6. In File Explorer, in the address bar, click the down arrow, type:                   
\\LON-DC1\Marketing and then press Enter. 
7. In the details pane, double-click Report, and then verify that it opens in 
Notepad. 
8. In Notepad, type your name. Click File, select Save, select Report, click Save, 
and then click Yes. 

Note: You will see a message that indicates “You do not have permission to open 
this file”, because Logan is not in the Marketing group and he cannot modify the 
files. 



9. In the message click OK, close Notepad, and then select Don’t Save. 

Note: Logan is not in the Marketing group, so you should not be able to access the 
share. However, you were able to open share content. You need to diagnose and 
correct this improper configuration. 

Task 4: Attempt to resolve the problem 
1. On LON-DC1, on the taskbar, click the File Explorer icon. 
2. In File Explorer, in the navigation pane, expand Allfiles (E:), right-click 
Marketing, and then select Properties. 
3. In the Marketing Properties dialog box, click the Sharing tab. 
4. On the Sharing tab, click Advanced Sharing. 
5. In the Advanced Sharing dialog box, click Permissions. Verify that the 
permissions are granted to 
Everyone Change, and then click Cancel twice. 
6. In the Marketing Properties dialog box, click the Security tab. 
7. On the Security tab, click Advanced, and then click the Effective Access tab. 
8. On the Effective Access tab, click Select a user. 
9. In the Select User, Computer, Service Account, or Group dialog box, type 
Logan, click OK, and then click View effective access. 
10. Verify that Logan has Read permissions, but he does not have Change 
permissions, and then select the Permissions tab. 
11. In the Advanced Security Settings for Marketing dialog box, click Disable 
inheritance. 
12. Click Convert inherited permissions into explicit permissions on this object, 
and then click OK. 
13. In the Marketing Properties dialog box, click Edit. 
14. In the Permissions for Marketing dialog box, click Users, click Remove, and 
then click OK. 
15. Click Advanced, and then click the Effective Access tab. 
16. On the Effective Access tab, click Select a user. 
17. In the Select User, Computer, Service Account, or Group dialog box, type 
Logan, click OK, and then click View effective access. 
18. Verify that Logan has no permissions. 
19. Click Select a user. 
20. In the Select User, Computer, Service Account, or Group dialog box, type 



Anthony, click OK, and then click View effective access. 
21. Verify that Anthony is a member of the Marketing group, that he has Read 
and Write permissions, and that his access is limited only by share permissions. 
22. Click OK, and then click Close. 
23. Update the Resolution section of the Incident Record with the following 
comment: 
24. The inherited permissions on E:\Marketing included the Users group having 
Read permissions. The Users group was removed, and now only members of the 
Marketing group have access. 

Prepare for the next exercise 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 
2. On LON-DC1, close all opened programs. 
 
 
Exercise 2: Resolving a File Access Issue (2) 
Task 1: Read the help-desk Incident Record for Incident 723318 
• Read the help-desk Incident Record 723318 in the Student Handbook exercise 
scenario. 

Task 2: Discuss recommendations 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook exercise scenario. 
2. Discuss your recommendations with other students: 
o Review file and folder permissions, and verify effective permissions. 
o Review share permissions. 

Task 3: Reproduce the problem 
1. Sign in to LON-CL1 as user ADATUM\Anthony by using the password Pa55w.rd. 
2. On the taskbar, click the File Explorer icon. 
3. In File Explorer, in the address bar, click the down arrow, type:                      
\\LON-DC1\Marketing and then press Enter. 
4. In the details pane, double-click Materials. 
5. Verify that the network error dialog box opens, and then click Close. 
6. In File Explorer, in the address bar, click LON-DC1. In the details pane, right-



click Marketing, and then select Map network drive. Clear the Reconnect at sign-
in check box, select the Y: drive, and then click Finish. 
7. On the taskbar, right-click Start, and then select Windows PowerShell. 
8. At the Windows PowerShell command prompt, type the following five 
commands, pressing Enter after each command: 
Y: 
Dir 
cd Materials 
dir 
notepad add.txt 

Note: You should see an error after attempting to browse the contents of the 
Materials folder. This is expected. 

9. Verify that Notepad opens and displays the file’s content. Type your name, 
close the Notepad, and then click Save. You confirmed that the Marketing users 
can save changes if they can access the folder and know the file’s name. 
10. At the command prompt, type following commands, pressing Enter after each 
command: 
cd Catalogs 
dir 
11. Verify that the Catalog1.txt and Catalog2.txt files are listed. Marketing users 
can see the folder’s contents if they can access the folder. 
12. Close the Windows PowerShell window. 

Task 4: Attempt to resolve the problem 
1. On LON-DC1, on the taskbar, click the File Explorer icon. 
2. In File Explorer, in the navigation pane, expand Allfiles (E:), expand Marketing, 
and then select Materials. 
3. In the details pane, right-click Add.txt, click Properties, click the Security tab, 
and then click Advanced. 
4. In the Advanced Security Settings for Add.txt window, click the Effective 
Access tab. 
5. Click Select a user, type Anthony, click OK, and then click View effective access. 
6. Review effective access for Anthony. 



Note: Anthony has read and write permissions and because of that he was able to 
open and modify the file from command prompt. 

7. Click the Permissions tab, and then select Deny access for Marketing. Verify 
that it is inherited from the E:\Marketing\Materials folder, and then click View. 
8. Click Show advanced permissions. Verify that the Traverse Folder and the List 
Folder permissions are denied, and then click Close. 
9. Click Remove to remove the deny access. Read Windows Security message, and 
then click OK three times. 
10. In File Explorer, in the navigation pane, right-click Materials, select Properties, 
and then click the Security tab. 
11. Click Advanced, select Deny access for Marketing, click Remove, and then 
click OK two times. 

Note: This time you were able to remove the deny access because you removed it 
from the folder on which it was set explicitly. 

12. On LON-CL1, in File Explorer, double-click Materials. Verify that now you can 
open the folder and see its content. 
13. Update the Resolution section of the Incident Record with the following 
comment: 
o The Deny Traverse folder and List folder permissions that were set on the 
E:\Marketing\Materials folder prevented users from viewing folder content. This 
permission was removed. The Marketing users can now access the folder. 

Note: Congratulations, you successfully resolved the problem! The Marketing 
users can now view the content of the Materials subfolder in the Marketing share. 

Prepare for the next exercise 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 
2. On LON-DC1, close all opened programs. 
 
 
Exercise 3: Resolving a File Access Issue (3) 
Task 1: Read the help-desk Incident Record for Incident 723328 



• Read the help-desk Incident Record 723328 in the Student Handbook exercise 
scenario. 

Task 2: Discuss recommendations 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook exercise scenario. 
2. Discuss the potential reasons that could cause the issue: 
o Review the file and folder permissions, and verify effective permissions. 
o Review the share permissions. 

Task 3: Reproduce the problem 
1. Sign in to LON-CL1 as user ADATUM\Benjamin by using the password 
Pa55w.rd. 
2. On the taskbar, click the File Explorer icon. 
3. In File Explorer, in the address bar, click the down arrow, type:                   
\\LON-DC1\Marketing\Collected and then press Enter. 
4. In the details pane, double-click Surveys. 
5. In Notepad, type your name, close the Notepad, and then click Save. 

Note: You now have verified that Benjamin can modify the file. 

6. On the taskbar, right-click Start, select Shut down or sign out, and then select 
Sign out. 
7. Sign in to LON-CL1 as user ADATUM\Anthony by using the password Pa55w.rd. 
8. On the taskbar, click the File Explorer icon. 
9. In File Explorer, in the address bar, click the down arrow, type:                   
\\LON-DC1\Marketing\Collected and then press Enter. 
10. In the details pane, double-click Surveys. Verify that the file includes your 
name that you added when you were signed in as the user Benjamin. Delete your 
name, close the Notepad, click Save, select Surveys, click Save again, and then 
click Yes. Verify that you see a message that indicates “You do not have 
permission to open this file”. 

Note: This message displays because Anthony does not have permissions to 
modify the file. 

11. In Notepad dialog, click OK. Click Cancel, close the Notepad, and then click 
Don’t Save. 



Task 4: Attempt to resolve the problem 
1. On LON-DC1, on the taskbar, click the File Explorer icon. 
2. In File Explorer, in the navigation pane, expand Allfiles (E:), expand Marketing, 
and then select Collected. 
3. In the details pane, right-click Surveys.txt, select Properties, click the Security 
tab, and then click Advanced. 
4. In Advanced Security Settings for Surveys.txt, verify that there is a condition 
defined for Allow Write access for the Marketing group. Confirm that condition 
for that entry requires that the user's city is Seattle. 
5. Click the Effective Access tab. Click Select a user, type Benjamin, click OK, and 
then click View effective access. 
6. Review effective access for Benjamin. 

Note: Benjamin has Read permissions, but permissions do not allow him to write 
data to the file. This is because you did not include a user claim yet, so the 
condition was not evaluated for Benjamin. 

7. Click Include a user claim, click the drop-down box arrow, and then select city. 
In the Enter value here text box, type Seattle, and then click View effective 
access. 
8. Verify that if Benjamin has a user claim for city with the value Seattle, and that 
he can write data to the file. 
9. Click Select a user, type Anthony, and then click OK. 
10. Verify that user claim city=Seattle is still included, and then click View 
effective access. 
11. Verify that if Anthony would have a user claim for city with a value of Seattle, 
he also would be able to write data to the file. Click OK twice. 

Note: The Incident Report states that Marketing users from offices in Seattle and 
London should be able to modify the file. Therefore, you must not remove the 
condition, but extend it to include Marketing users from London. 

12. In File Explorer, in the navigation pane, right-click Collected, and then select 
Properties. 
13. Click the Security tab, and then click Advanced. 
14. In the Advanced Security Settings for Collected dialog box, select the Allow 
Write entry access for the Marketing group entry, and then click Edit. 



15. In the Permission Entry for Collected dialog box, click Add a condition. In the 
drop-down box, expand the And option, and then select Or. 
16. Compose the following expression: User city Equals Value London. You will 
need to type London in the last text box, and then click OK three times. 
17. On LON-CL1, in File Explorer, in the details pane, double-click Surveys. 
18. In Notepad, in the Surveys file, delete your name, close Notepad, and then 
click Save. 

Note: You verified that Anthony could modify the file, although he is from the 
London office. 

19. On the taskbar, right-click Start, select Shut down or sign out, and then select 
Sign out. 
20. Sign in to LON-CL1 as user ADATUM\Ada by using the password Pa55w.rd. 

Note: Ada is a member of the Marketing group, but she is from the Miami office. 
Her city setting prevents her from modifying the file. 

21. On the taskbar, click the File Explorer icon. 
22. In File Explorer, in the address bar, click the down arrow, type:                     
\\LON-DC1\Marketing\Collected  and then press Enter. 
23. In the details pane, double-click Surveys. 
24. In Notepad, type today's date, close Notepad, click Save, select Surveys, click 
Save, and then click Yes. Verify that you see a “You do not have permission to 
open this file” message, as Ada is not from the Seattle or London offices. 
25. In the Notepad dialog box, click OK. Click Cancel, close Notepad, and then 
click Don’t Save. 
26. Update the Resolution section of the Incident Record with the following 
comment: 
o To allow Marketing users from the Seattle and London offices to modify the 
files, we have to modify the condition. We extended the condition to allow Write 
permission to Marketing users from the London office. 

Note: Congratulations, you successfully resolved the problem. The Marketing 
users from the Seattle and London offices now can modify files in the Collected 
subfolder in the Marketing share. 



Prepare for the next lab 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 
2. On LON-DC1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 
 
 

Lab B: Troubleshooting Printer Issues 

Exercise 1: Resolving a Printer Issue (1) 
Task 1: Read the help-desk Incident record for incident 721010 
• Read the help desk incident record 721010 in the Student Handbook exercise 
scenario. 

Task 2: Update the Plan of Action section of the Incident Record 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook. 
2. Update the Plan of Action section of the Incident Record with your 
recommendations: 
o Try to find a color printer in the printer directory. 
o Try to connect to a color printer, and then print a sample page from Notepad. 

Task 3: Attempt to resolve the problem 
1. Sign in to LON-CL1 as Adatum\Logan by using the password Pa55w.rd. 
2. On the taskbar, click Start, type Control Panel and then press Enter. 
3. In Control Panel, click View Devices and Printers. 
4. In Devices and Printers, click Add a printer. 
5. In the Add a device dialog box, click The printer that I want isn’t listed. 
6. On the Find a printer by other options page, select Find a printer in the 
directory, based on location or feature, and then click Next. 
7. In the Find Printers dialog box, verify that several printers are listed in the 
Search results section. However, Printer1 is not listed. 
8. Switch to LON-DC1 and sign in as Adatum\administrator. 
9. On LON-DC1, on the taskbar, click Start, type Control Panel and then press 
Enter. 
10. In Control Panel, click View Devices and Printers. 



11. In Devices and Printers, right-click Printer1, select Printer properties, click the 
Sharing tab, and then verify that Printer1 is shared, but not listed in the directory. 
You were not able to find it on LON-CL1 because it was not listed. 
12. In the Printer1 Properties dialog box, select the List in the directory option, 
and then click Apply. 
13. Switch to LON-CL1. 
14. In the Find Printers dialog box, click Find Now, and then verify that Printer1 
now displays. If it does not, repeat this step until it appears. 
15. Right-click Printer1, and then select Connect. 
16. The Connect to the LON-DC1.Adatum.com dialog box opens and prompts for 
credentials. This is because the current user, ADATUM\Logan, does not have the 
correct permissions to connect to this printer. Click Cancel. 
17. On LON-DC1, in the Printer1 Properties dialog box, click the Security tab, and 
then verify that the Managers and Print Users groups have print permission on 
the printer. 

Note: Permissions for Administrator, Administrators, Server Operators and Print 
Operators also include print permission. 

18. On the taskbar, click Server Manager. 
19. In Server Manager, click Tools, and then select Active Directory Users and 
Computers. 
20. In Active Directory Users and Computers, in the navigation pane, expand 
Adatum.com, and then select IT. In the details pane, right-click Logan Boyle, and 
then select Add to a group. 
21. In the Select Groups dialog box, in the Enter the object names to select text 
box, type print users and then click OK twice. 
22. Minimize both Active Directory Users and Computers and Server Manager. 
23. On LON-CL1, in the Find Printers dialog box, right-click Printer1, and then 
select Connect. 
24. In the Connect to LON-DC1.Adatum.com dialog box, click Cancel. 
25. On the taskbar, right-click Start, and then select Windows PowerShell. 
26. In the Command Prompt window, at the command prompt, type the 
following command and press Enter: whoami /groups 
27. Verify that ADATUM\Print Users is not listed. 
28. On the taskbar, right-click Start, select Shut down or sign out, and then select 



Sign out. 
29. Sign in to LON-CL1 as Adatum\Logan by using the password Pa55w.rd. 
30. On the taskbar, click Start, type Control Panel and then press Enter. 
31. In Control Panel, click View devices and printers. 
32. In Devices and Printers, click Add a printer. 
33. In the Add a device dialog box, click The printer that I want isn’t listed. 
34. On the Find a printer by other options page, select Find a printer in the 
directory, based on location or feature, and then click Next. 
35. In the Find Printers dialog box, verify that several printers are listed in the 
Search results section, including Printer1. Right-click Printer1, and then select 
Connect. 
36. Verify that you are not asked for credentials, as Logan has permissions to 
connect to the printer. 
37. Click OK, click Next, and then click Finish. 
38. In Devices and Printers, verify that Printer1 on LON-DC1.Adatum.com is 
added. 
39. On the taskbar, click Start, type notepad and then press Enter. 
40. In Notepad, type your name. Click File, click Print, verify that Printer1 on LON-
DC1.Adatum.com is selected, and then click Print. 

Note: You will receive a notification that Printer1 is paused. If the printing device 
would connect to the print server, you would have printed the document 
successfully. Therefore, you have resolved the printer issue. 

Prepare for the next exercise 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 

Note: If Closing 2 apps and signing out page appears, click Sign out anyway. 

2. On LON-DC1, close all open programs. 

Results: After you complete the exercise, you should have resolved the printer 
issue. 

Exercise 2: Resolving a Printer Issue (2) 
Task 1: Read the help-desk Incident record for incident 721020 



• Read the help-desk incident record 721020 in the Student Handbook exercise 
scenario. 

Task 2: Update the Plan of Action section of the Incident Record 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook. 
2. Update the Plan of Action section of the Incident Record with your 
recommendations: 
o Troubleshoot why print jobs do not print immediately, but instead are waiting in 
the queue. 
o Redirect print jobs from the failed printer to another printer. 

Task 3: Prepare the environment 
1. Sign in to LON-CL1 as Adatum\Ethan by using the password Pa55w.rd. 
2. On the taskbar, click Start, type Control Panel and then press Enter. 
3. In Control Panel, click View devices and printers. 
4. In Devices and Printers, click Add a printer. 
5. In the Add a device dialog box, click The printer that I want isn’t listed. 
6. On the Find a printer by other options page, select the Select a shared printer 
by name option, in the text box type \\LON-DC1\Printer2 click Next twice, and 
then click Finish. 

Task 4: Attempt to resolve the problem 
1. On LON-CL1, on the taskbar, click Start, type notepad and then press Enter. 
2. In Notepad, type your name. Click File, click Print, verify that Printer2 on LON-
DC1 is selected, and then click Print. 
3. On LON-DC1, click Start, type Control Panel and then press Enter. 
4. In Control Panel, click View devices and printers. 
5. In Devices and Printers, click Printer 2. 
6. On the menu bar, click See what’s printing. 
7. Verify that Untitled - Notepad print job from Ethan is waiting in the print 
queue. 
8. In the Printer2 window, right-click Untitled – Notepad, and then click 
Properties. In the Schedule section, verify that the job can be printed only from 
12:00 AM to 12:01 AM. This is why Ethan has to wait until next day for his 
documents to print. Click Cancel. 



9. In Devices and Printers, right-click Printer2, and then click Printer properties. 
10. In the Printer2 properties dialog box, click the Advanced tab, click the Always 
available radio button, and then click OK. 
11. On LON-CL1, in Notepad, click File, click Print, verify that Printer2 on LON-DC1 
is selected, and then click Print. 
12. Verify that you receive an error printing notification. This confirms that the 
print job was processed immediately, but that there is a problem with Printer2, as 
other users have reported. 
13. On LON-DC1, in Devices and Printers, right-click Printer2, and then click 
Printer properties. 
14. In the Printer2 properties dialog box, click the Ports tab, click Add Port, and 
then verify that Local Port is selected. Click New Port, and in the Enter a port 
name text field, enter \\LON-DC1\Printer3 click OK, and then click Close twice. 
15. In Devices and Printers, you now see a separate printer device for Printer2. 
16. Right-click Printer2, select See what's printing, and then verify the number of 
queued print jobs. 
17. In Devices and Printers, right-click Printer3, select See what's printing, and 
then verify the number of queued print jobs. 
18. On LON-CL1, in Notepad, click File, click Print, verify that Printer2 on LON-DC1 
is selected, and then click Print. Verify that, this time, you do not receive any 
notifications. 
19. On LON-DC1, in the Printer2 window, verify the number of queued print jobs. 
This number should be the same as in step 16. 
20. In the Printer3 window, verify the number of queued print jobs. There should 
be one print job more than in step 17, as Ethan's print job that he sent to Printer2 
was redirected to Printer3. 

Note: You have resolved the printer problem. The print job that Ethan sends to 
Printer2 is redirected to \\LON-DC1\Printer3. Printer3 is paused, and print jobs 
that are sent to Printer3 will wait in the print queue. 

Prepare for the next lab 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 
2. On LON-DC1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 



Results: After you complete the exercise, you should have resolved the printer 
issue. 
 

Lab C: Configuring and Troubleshooting File Synchronization 

Exercise 1: Troubleshooting Work Folders 
Task 1: Configure infrastructure requirements 
1. Switch to LON-DC1. 
2. Right-click Start, and then select Windows PowerShell (Admin). 
3. In Windows PowerShell, type the following cmdlet, and then press Enter: 
Install-WindowsFeature FS-SyncShareService 

Note: After the feature installs, you might see a warning display, because you 
have not enabled Windows automatic updating. For the purposes of this lab, 
ignore this warning. 

4. Minimize the Windows PowerShell window, and switch to Server Manager. 
5. In Server Manager, in the navigation pane, click File and Storage Services, and 
then click Work Folders. 
6. In the WORK FOLDERS section, click TASKS, and then select New Sync Share. 
7. In the New Sync Share Wizard, on the Before you begin page, click Next. 
8. On the Select the server and path page, in the Enter a local path text box, type 
C:\syncshare1 click Next, and if the New Sync Share Wizard page appears, then 
click OK. 

Note: If LON-DC1 is not listed in the Servers section, click Cancel. In Server 
Manager, click Refresh, and then repeat this task beginning with step 5 and 
proceeding through the remaining steps. 

9. On the Specify the structure for user folders page, verify that User alias is 
selected, and then click Next. 
10. On the Enter the sync share name page, click Next to accept the default sync 
share name. 
11. On the Grant sync access to groups page, click Add, and in the Enter the 
object name to select text box, type Marketing. Click OK, and then click Next. 
12. On the Specify security policies for PCs page, verify the two available options. 
Clear the Automatically lock screen, and require a password check box, and then 



click Next. 
13. On the Confirm selections page, click Create. 

Note: If you receive an error that “the WS Management service cannot process the 
request,” then open Services.msc and manually start the Windows Sync Share 
service. Then, repeat steps 5 through 13. 

14. On the View Results page, click Close. 
15. In Server Manager, in the WORK FOLDERS section, verify that syncshare1 is 
listed, and that in the USERS section, the user Anthony Lynch is listed. 
16. In Server Manager, click Tools, and then click Internet Information Services 
(IIS) Manager. 
17. In the Microsoft Internet Information Services (IIS) Manager, in the navigation 
pane, expand LON-DC1 (ADATUM\Administrator). Expand Sites, right-click 
Default Web Site, and then select Edit Bindings. 
18. In the Site Bindings dialog box, click Add. 
19. In the Add Site Binding dialog box, in the Type box, click https. In the SSL 
certificate box, click LON-DC1.Adatum.com, and then click View. If the certificate 
has not expired, then click OK twice, click Close and then proceed to step 33. 
20. If the certificate has expired, click Cancel. 
21. Right-click Start and then click Run. 
22. In the Run text box, type mmc.exe and press Enter. 
23. In the Console1 – [Console Root] dialog box, click File, and then select 
Add/Remove Snap-in. 
24. In the Available snap-ins list, select Certificates and then select Add>. 
25. Select Computer account and then select Next and then select Finish. 
26. Click OK. 
27. In the navigation pane, expand Certificates (Local Computer), expand 
Personal, and then select Certificates. 
28. In the details pane, right-click LON-DC1.Adatum.com, point to All Tasks, point 
to Advanced Operations, and then select Request New Certificate with the Same 
Key. 
29. In the Certificate Enrollment wizard, select Next. 
30. On the Request Certificates page, select Enroll. 
31. When prompted, select Finish. Your certificate should now have a valid date. 
Close the management console window and do not save changes. 



32. Switch to the Site Bindings dialog box, and then repeat steps 18 and 19. 
33. Close the IIS Manager. 

Task 2: Configure GPO settings 
1. On LON-DC1, in Server Manager, click the Tools menu, and then click Group 
Policy Management. 
2. In the Group Policy Management Console, in the navigation pane, expand 
Forest: Adatum.com, expand Domains, select Adatum.com, and then select 
Marketing. 
3. Right-click Marketing, and then select Create a GPO in this domain, and Link it 
here. In the Name text box, type Deploy Work Folders, and then click OK. 
4. Right-click Deploy Work Folders, and then click Edit. 
5. In the Group Policy Management Editor, under User Configuration, in the 
navigation pane, expand Policies, expand Administrative Templates, expand 
Windows Components, and then click the Work Folders node. 
6. In the details pane, right-click Specify Work Folder settings, and then click Edit. 
7. In the Specify Work Folder settings dialog box, click Enabled. In the Work 
Folders URL text box, type https://lon-dc1.adatum.com, select the Force 
automatic setup check box, and then click OK. 
8. Close the Group Policy Management Editor. 
9. Switch to LON-CL1. 
10. Sign out of LON-CL1. 
11. Sign in as adatum\anthony by using the password Pa55w.rd. 
12. On the toolbar, click the File Explorer icon. 
13. In the navigation pane, click Work Folders. Right-click in the details pane, click 
New, click Text Document, and then name the file On LON-CL1. 

Task 3: Deploy Work Folders 
1. On LON-CL4, on the taskbar, right-click the Start icon, and then click Run. 
2. In the Run dialog box, type \\lon-dc1.adatum.com\certenroll 
3. In the Enter Network credentials dialog box, enter the user name as 
administrator@adatum.com and the password as Pa55w.rd. Click OK. 
4. In the certenroll window, double-click LON-DC1.Adatum.com_AdatumCA.crt. 
5. In the Open File - Security Warning dialog box, click Open. 
6. In the Certificate dialog box, click Install Certificate. 
7. In the Certificate Import Wizard, click Local Machine, and then click Next. 



8. In the User Account Control dialog box, click Yes. 
9. On the Certificate Store page, click Place all certificates in the following store, 
and then click Browse. 
10. On the Select Certificate Store page, click Trusted Root Certification 
Authorities, and then click OK. 
11. On the Certificate Store page, click Next. 
12. On the Certificate Import Wizard page, click Finish. 
13. After the Certificate Import Wizard opens, click OK, and then in the 
Certificate window, click OK. 
14. Restart LON-CL4. 
15. Sign in to LON-CL4 as Admin by using the password Pa55w.rd. 
16. On LON-CL4, click Start, type Control Panel and then press Enter. 
17. In Control Panel, in the Search Control Panel text box, type work and then 
click Work Folders. 
18. On the Manage Work Folders page, click Set up Work Folders. 
19. On the Enter your work email address page, click Enter a Work Folders URL 
instead. 
20. On the Enter a Work Folders URL page, in the Work Folders URL text box, 
type https://lon-dc1.adatum.com and then click Next. 
21. In the Windows Security dialog box, in the User name text box, type 
Adatum\Anthony and in the Password text box, type Pa55w.rd and then click OK. 
22. On the Introducing Work Folders page, review the local Work Folders 
location, and then click Next. 
23. On the Security policies page, select the I accept these policies on my PC 
check box, and then click Set up Work Folders. 
24. On the Work Folders has started syncing with this PC page, click Close. 
25. On the Work Folders page, verify that the On LON-CL1.txt file displays. 

Task 4: Test synchronization 
1. On LON-CL4, in Work Folders, right-click in the details pane, click New, click 
Text Document, and then in the Name text box, type On LON-CL4 and then press 
Enter. 
2. Switch to LON-CL1. 
3. On LON-CL1, in Work Folders, verify that only the On LON-CL1 file displays. 



Note: Work Folders synchronizes every 10 minutes by default, although initial 
synchronization can be faster. You can also trigger synchronization manually. 

4. In the File Explorer window, in the navigation pane, right-click Work Folders, 
and then click Sync Now. 
5. If necessary, press F5 to refresh the view, and then verify that both files, On 
LON-CL1 and On LON-CL4, display in the details pane. 
6. On the taskbar, click Start, type Control Panel, and then press Enter. 
7. In Control Panel, click Network and Internet, and then click Network and 
Sharing Center. 
8. In Network and Sharing Center, click Change adapter settings. 
9. Right-click Ethernet, and then click Disable. In the User Account Control dialog 
box, in the User name text box, type Administrator. In the Password text box, 
type Pa55w.rd, and then click Yes. 
10. In Work Folders, double-click the On LON-CL1 file. The file opens in Notepad. 
11. In Notepad, type Modified offline. 
12. Close Notepad, and then click Save. 
13. In Work Folders, right-click in the details pane, click New, click Text 
Document, and then name the file Offline LON-CL1. 
14. Switch to LON-CL4. 
15. On LON-CL4, in Work Folders, double-click the On LON-CL1.txt file. The file 
opens in Notepad. 
16. In Notepad, type Online modification close Notepad, and then click Save. 
17. Switch to LON-CL1. 
18. On LON-CL1, in the Network Connections window, right-click Ethernet, and 
then click Enable. 
19. In the User Account Control dialog box, in the User name text box, type 
Administrator, in the Password text box, type Pa55w.rd and then click Yes. 
20. Switch to Work Folders, and verify that files display in the details pane, 
including On LON-CL1 and On LON-CL1-LON-CL1. 

Note: Because you modified the file at two locations, a conflict occurred, and one 
of the copies was renamed. 

Prepare for the next lab 
1. On LON-CL1, on the taskbar, right-click Start, select Shut down or sign out, and 



then select Sign out. 
2. On LON-DC1, on the taskbar, right-click Start, select Shut down or sign out, and 
then select Sign out. 

Results: After completing this exercise, you will have configured and performed 
basic troubleshooting on Work Folders. 

 

Lab D: Recovering data 

Exercise 1: Preparing for file recovery 
Task 1: Create the required folder structure 
1. On LON-CL1, on the taskbar, click the File Explorer. 
2. In File Explorer, in the navigation pane, expand This PC. Expand Allfiles (D:), 
expand Labfiles, click Mod10, and then in the details pane, double-click 
Mod10.bat. 

Task 2: Enable File History 
1. Right-click Start, select Run, type Control Panel and then press Enter. 
2. In Control Panel, in the Search Control Panel text box, type file and then click 
File History. 
3. In the File History dialog box, in the navigation pane, click Select drive. 
4. In the Select Drive dialog box, click Add network location. 
5. In the Folder box, type \\LON-DC1.Adatum.com\Backup click Select Folder, 
and then click OK. 
6. In the File History dialog box, in the details pane, click Turn on. 
7. In File Explorer, in the navigation pane, click C:\Data. In the details pane, right-
click Sales.txt, click Properties, click the Previous Versions tab, confirm that there 
are no previous versions available, and then click OK. 
8. In the navigation pane, right-click Data, select Include in library, and then 
select Documents. 

Note: File History now is protecting the Data folder because it protects the 
Documents library, to which you added the Data folder. 

Task 3: Use Previous Versions 
1. In File Explorer, in the navigation pane, click C:\Reports. In the details pane, 



right-click Report.txt, click Properties, click the Previous Versions tab, confirm 
that there are no previous versions available, and then click OK. 
2. On the taskbar, click Start, click Settings, and then click Update & Security. 
3. Click the Backup tab, and then in the Back up using File History section, click 
More options. 
4. In the Backup options window, in the Back up these folders section, click Add a 
folder. In the Folder box, type C:\Reports, click Choose this folder, and then close 
the Backup options window. 
5. In the File History dialog box, in the File History is on section, click Run now. 
6. In File Explorer, in the details pane, right-click Report.txt, and then click 
Properties, click the Previous Versions tab, verify that there is now one previous 
version, and then click OK. 
7. In the navigation pane, click Data. In the details pane, right-click Sales.txt, hold 
the Shift key, select Delete, and then click Yes to permanently delete the file. 
8. In the navigation pane, right-click Data, click Properties, click the Previous 
Versions tab, and then in the Folder versions section, select the most recent 
Data. 
9. Click the arrow near the Restore button, and then verify that you can restore 
the previous version either to the original location or to a custom location. Click 
Restore, click OK, and then close the File Explorer window that opened. 
10. In File Explorer, in the details pane, double-click Sales.txt. In Notepad, type 
Before restore point in a new line. 
11. Close Notepad, and then click Save to save the changes. 
12. In the File History dialog box, in the File History is on section, click Run now. 
13. In File Explorer, in the details pane, right-click Sales.txt, click Properties, and 
then click the Previous Versions tab. Confirm that there is at least one previous 
version from today, and then click OK. 

Task 4: Configure and use Backup and Restore (Windows 7) 
1. Click Start, type Control Panel, and then click Backup and Restore (Windows 
7). 
2. In the Backup and Restore (Windows 7) window, click Set up backup. 
3. In the Set up backup window, click Save on a network. In the Network location 
box, type \\LON-DC1.Adatum.com\Backup. In the Username box, type 
Adatum\Administrator, and in the Password box, type Pa55w.rd, click OK, and 



then click Next. 
4. On the What do you want to back up? page, click Let me choose, and then 
click Next. 
5. On the What do you want to back up? page, under Data Files, clear all check 
boxes, and then clear the Include a system image of drives: System Reserved, 
(C:) check box. Expand Local Disk (C:), select Data, verify that the Misc folder is 
not selected, and then click Next. 
6. On the Review your backup settings page, click Save settings and run backup, 
and then wait until the backup finishes. 
7. On LON-CL1, in File Explorer, right-click Sales.txt, click Properties, click the 
Previous Versions tab, verify that there are now at least two previous versions, 
and then click OK. 

Note: The second version was added when the backup was created. 

8. Right-click Sales.txt, hold the Shift key, select Delete, and then click Yes to 
permanently delete the file. 

9. In the details pane, right-click an empty space, click Properties, and then click 
the Previous Versions tab. 
10. In the list of today’s versions, click the bottom folder named Data, click 
Restore, and then click OK. 
11. Close the new File Explorer window. 
12. In File Explorer, in the details pane, double-click Sales.txt. Verify that it does 
not include the text Before restore point because you restored an older version 
of the file, and then close Notepad. 
13. Right-click Sales.txt, click Properties, and then click the Previous Versions tab. 
14. On the Previous Versions tab, select the top version of Sales.txt, click Restore, 
click Replace the file in the destination again, and then click OK. 
15. In File Explorer, in the details pane, double-click Sales.txt. Verify that it does 
include the text Before restore point, because you restored the version of the file 
that was created after you added the text, and then close Notepad. 
16. In File Explorer, in the navigation pane, click Misc. 
17. In the details pane, right-click Temp.txt, click Properties, click the Previous 
Versions tab, confirm that no previous versions are available because the backup 
did not include the C:\Misc folder, in which the Temp.txt file is located, and then 



click OK. 
18. Close File Explorer, close the Backup and Restore (Windows 7) tool, and then 
close the File History window. 

Results: After completing this exercise, you will have successfully used Windows 
10 file recovery tools. 

 

Exercise 2: Resolving issues by using Previous Versions 
Task 1: Read the help-desk Incident Record for incident 728023 
• Read the help-desk Incident Record 728023 in the Student Handbook exercise 
scenario. 

Task 2: Update the Plan of Action section of the Incident Record 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook exercise scenario. 
2. Update the Plan of Action section of the Incident Record with your 
recommendations: 
a. Visit the user’s computer. 
b. Attempt to reproduce the problem. 
c. Try to restore a previous version of the C:\Data\Sales.txt file. 
3. Troubleshoot the error, and investigate network settings. 

Task 3: Simulate the problem 
1. On LON-CL1, on the taskbar, click the File Explorer icon. 
2. In File Explorer, in the navigation pane, expand Allfiles (D:), expand Labfiles, 
click Mod10, and then in the details pane, double-click LabD.bat. 
3. In the navigation pane, expand Local Disk (C:), and then click Data. In the 
details pane, right-click Sales.txt, select Properties, and then select the Previous 
Versions tab. 
4. On the Previous Versions tab, in the File versions section, select the lowest 
Sales.txt version, and then click Restore. 
5. Read the error message, click Cancel, and then click OK. 

Task 4: Attempt to resolve the problem 
1. On LON-CL1, right-click Start, and then click Windows PowerShell (Admin). 
2. In the Administrator: Windows PowerShell window, type the following 



command, and then press Enter: ping LON-DC1.Adatum.com 
3. Notice that you get a response from LON-DC1.Adatum.com. 
4. Verify that LON-DC1.Adatum.com is resolved to the IP address 127.0.0.1, 
which is the loopback address. 
5. In File Explorer, in the navigation pane, expand Windows, expand System32, 
expand drivers, and then select etc. In the details pane, double-click hosts, select 
Notepad, and then click OK. 
6. In Notepad, delete the last line in the file, which maps LON-DC1.Adatum.com 
to IP address 127.0.0.1. 
7. Close Notepad, and then click Save. 
8. In the Administrator: Windows PowerShell window, type:                                   
ping LON-DC1.Adatum.com and then press Enter. 
9. Verify that this time the error message is different, and the ping request could 
not find the host LON-DC1.Adatum.com. 
10. On the taskbar, click Start, type Control Panel and then press Enter. 
11. In Control Panel, click Network and Internet, click Network and Sharing 
Center, and then click Change adapter settings. 
12. In Network Connections, right-click Ethernet, and then click Enable. 
13. In the Administrator: Windows PowerShell window, type the following 
command, and then press Enter: ipconfig 
14. Verify that the network adapter has the address from the 192.168.0 network. 
Note: You know that Adatum network should be using addresses from the 
172.16.0 network. 
15. In Network Connections, double-click Ethernet, click Properties, and then 
select Internet Protocol Version 4 (TCP/IPv4). Click Properties, select Obtain an 
IP address automatically, click OK, and then click Close twice. 
16. In the Administrator: Windows PowerShell window, type the following 
command, and then press Enter: ping LON-DC1.Adatum.com 
17. Verify that this time LON-DC1.Adatum.com resolves to 172.16.0.10, which is 
the correct IP address, and that you receive four replies. 
18. In File Explorer, in the navigation pane, click Data. In the details pane, double-
click Sales.txt. 
19. Verify that the file includes the text Before restore point, and then close 
Notepad. 
20. In File Explorer, right-click Sales.txt, and then click Properties. 



21. In the Properties dialog box, click the Previous Versions tab. In the File 
versions section, select the lowest version of Sales.txt, click Restore, click Replace 
the file in the destination, and then click OK. 
22. Double-click Sales.txt. Verify that it does not include the text Before restore 
point, and then close Notepad. 
23. Update the Resolution section of the Incident Record with the following 
comment: 
o The user was not able to restore an older version of the Sales.txt document 
because they had networking issues. There was an incorrect entry in the host’s 
file, the network adapter was configured with incorrect IP settings, and it was 
disabled. I was able to restore a previous version of the document after resolving 
those issues. 

Note: Congratulations, you successfully resolved the problem. 

Results: When you have completed this exercise, you should have recovered a 
previous version of the file. 

Prepare for the next module 
When you have finished the lab, revert the virtual machines to their initial state: 
1. On the host computer, start Hyper-V Manager. 
2. In the Virtual Machines list, right-click 10982D-LON-CL1, and then click Revert. 
3. In the Revert Virtual Machine dialog box, click Revert. 
4. Repeat steps 2 and 3 for 10982D-LON-DC1 and 10982D-LON-CL4. 


