Module 9: Troubleshooting Remote Connectivity

Lab: Troubleshooting VPN Connectivity
(VMs: 10982D-LON-DC1 and 10982D-LON-RTR, 10982D-LON-CL2)

Exercise 1: Troubleshooting VPN Connectivity Issue 1
Task 1: Read the help-desk Incident Record
* Read the help-desk Incident Record in the Student Handbook exercise scenario.

Task 2: Update the Plan of Action section of the Incident Record

1. Read the Additional Information section of the Incident Record in the Student
Handbook exercise scenario.

2. Update the Plan of Action section of the Incident Record with your
recommendations.

Task 3: Setup a VPN server

1. Sign in to LON-RTR as Adatum\Administrator by using the password Pa55w.rd.
2. Click Start and select Control Panel.

3. Select Network and Internet.

4. Select Network and Sharing Center.

5. Select Windows Defender Firewall.

6. Select Allow an app or feature through Windows Defender Firewall.

7. In the Allow apps to communicate through Windows Defender Firewall dialog
box, scroll down, and then select the Routing and Remote Access check box. The
Domain check box is enabled. Also, select the Private and Public check boxes, and
then select OK.

8. Click Start, and then select Server Manager.

9. In Server Manager, select Tools, and then select Routing and Remote Access.
10. In Routing and Remote Access, right-click LON-RTR (local), and then click
Configure and Enable Routing and Remote Access.

11. In the Routing and Remote Access Server Setup Wizard, click Next.

12. On the Configuration page, select Remote access (dial-up or VPN) and select
Next.

13. On the Remote Access page, select VPN, and then select Next.

14. On the VPN Connection page, clear the Enable security on the selected
interface by setting up static packet filters check box.




15. In the Network interfaces list, select the network interface with the IPv4
address of 131.107.0.200, and then select Next.

16. On the Network Selection page, select the network interface with the IPv4
address of 172.16.0.200, and then select Next.

17. On the IP Address Assignment page, select From a specified range of
addresses, and then select Next.

18. On the Address Range Assignment page, select New.

19. In the Start IP address box, type 172.16.0.210. In the End IP address box, type
172.16.0.230, and then select OK and Next.

20. On the Managing Multiple Remote Access Servers page, select Next.

21. On the Completing the Routing and Remote Access Server Setup page, select
Finish.

22. In the Routing and Remote Access dialog box, click OK.

23. In any subsequent Routing and Remote Access dialog box, click OK.

24. Wait while services start, and then select Tools in Server Manager. Next,
select Remote Access Management.

25. On the Dashboard page, under Operations Status, all services should be
marked with a green check. If not, then refresh the display.

Task 4: Troubleshoot VPN connectivity

1. Switch to LON-CL2.

2. Sign in to LON-CL2 as Adatum\Beth by using the password Pa55w.rd.

3. Click Start, type Control Panel and then press Enter.

4. Click Network and Internet, and then click Network and Sharing Center.

5. Click Change Adapter Settings.

6. Verify that the internet adapter is enabled. If not, right-click the Internet
network connection, and then click Enable.

7. On the User Account Control dialog box, enter the following credentials, and
then click Yes:

o User name: Administrator

o Password: Pa55w.rd

8. On the taskbar, right-click the Network icon, and then click Open Network &
Internet Settings.

9. In Settings, click the VPN tab.

10. Click Add a VPN connection.




11. In the Add a VPN connection window, in the VPN provider list, click Windows
(built-in).

12. In the Connection name box, type Adatum HQ

13. In the Server name or address box, type 131.107.0.200

14. Click Save.

15. On the VPN page, click Adatum HQ, and then click Connect.

16. On the Sign-in page, provide the following credentials, and then click OK:

o Username: Adatum\Beth

o Password: Pa55w.rd

17. Verify that a connection can be established, and then sign out of LON-CL2.
18. Sign back in to LON-CL2 as Adatum\Logan by using the password Pa55w.rd.
19. On the taskbar, right-click the Network icon, and then click Open Network &
Internet Settings.

20. In Settings, click the VPN tab.

21. Click Add a VPN connection.

22. In the Add a VPN connection window, in the VPN provider list, click Windows
(built-in).

23. In the Connection name box, type Adatum HQ

24. In the Server name or address box, type 131.107.0.200

25. Click Save.

26. On the VPN page, click Adatum HQ, and then click Connect.

27. On the Sign-in page, provide the following credentials, and then click OK:

o Username: Adatum\Logan

o Password: Pa55w.rd

28. Verify that a connection cannot be established. Review the error message,
and then click Close.

29. Switch to LON-DC1.

30. In the Server Manager console, on the Tools menu, click Active Directory
Users and Computers.

31. In Active Directory Users and Computers, expand the Adatum.com domain,
and then navigate to the

IT OU.

32. Right-click the Logan Boyle user account, and then click Properties.

33. In the Logan Boyle Properties dialog box, click the Dial-in tab.

34. In the Network Access Permission area, click Allow access, and then click OK.



35. Switch to LON-CL2.

36. Under Adatum HQ, click Connect.

37. On the Sign-in page, provide the following credentials, and then click OK:
o Username: Adatum\Logan

o Password: Pa55w.rd

38. Verify that the VPN Connection displays as connected.

39. Sign out of LON-CL2.

Prepare for the next exercise

1. Switch to LON-RTR.

2. Right-click Start, and then select Windows PowerShell (Admin).

3. In Windows PowerShell, run the following commands, pressing Enter at the end
of each line:

Set-VPNAuthProtocol -UserAuthProtocolAccepted MSChapv2 -
TunnelAuthProtocolsAdvertised

Certificates

Restart-Service RemoteAccess

Results: After you complete this exercise, you should have resolved the VPN
connectivity issue.

Exercise 2: Troubleshooting VPN Connectivity Issue 2
Task 1: Read the help-desk Incident Record
* Read the help-desk Incident Record in the Student Handbook exercise scenario.

Task 2: Update the Plan of Action section of the Incident Record

1. Read the Additional Information section of the Incident Record in the Student
Handbook exercise scenario.

2. Update the Plan of Action section of the Incident Record with your
recommendations.

Task 3: Troubleshoot VPN Connectivity

1. Sign in to LON-CL2 as Adatum\Beth by using the password Pa55w.rd.

2. On the taskbar, right-click the Network icon, and then click Open Network &
Internet Settings.

3. Click the VPN tab.




4. Click Adatum HQ, and then, under Adatum HQ, click Connect.

5. Review the error message, which indicates that the connection was not
established because the authentication protocols that the (RAS)/VPN server used
to verify username and password could not be matched.

6. Under Adatum HQ, click Close.

7. Click Start, type Control Panel and then press Enter.

8. Click Network and Internet, and then click Network and Sharing Center.

9. In Network and Sharing Center, click Change adapter settings.

10. On the Network Connections page, right-click Adatum HQ, and then click
Properties.

11. On the VPN Connection Properties page, on the Security tab, click Allow
these protocols, and then click OK.

12. Close the Network Connections window.

13. In Settings, on the Network & Internet page, click Adatum HQ, and then click
Connect.

14. Verify that the VPN Connection shows as connected.

Note: If the VPN does not connect, switch to LON-RTR, and then in the Windows
PowerShell command-line windows, rerun the Restart-Service RemoteAccess
cmdlet.

Results: After you complete this exercise, you should have resolved the VPN
connectivity issue.

Prepare for the next module

When you have finished the lab, revert the virtual machines to their initial state:
1. On the host computer, start Hyper-V Manager.

2. In the Virtual Machines list, right-click 10982D-LON-CL2, and then click Revert.
3. In the Revert Virtual Machine dialog box, click Revert.

4. Repeat steps 2 and 3 for 10982D-LON-DC1 and 10982D-LON-RTR.




