Module 7: Implementing DirectAccess

Lab A: Implementing DirectAccess by using the Getting Started

Wizard (VMs: LON-DC1, EU-RTR, LON-SVR1, LON-CL1

Exercise 1: Verifying readiness for a DirectAccess deployment
Task 1: Document the network configuration

Verify the IP address on LON-DC1

1. Switch to LON-DCL1.

2. Right-click Start, and then click Network Connections.

3. In the Network Connections window, right-click the London_Network icon,
and then click Properties.

4. In the London_Network dialog box, click Internet Protocol Version 4
(TCP/IPv4), and then click Properties.

5. Document the current IP address, subnet mask, default gateway, and DNS
configuration.

6. Click Cancel twice, and then close the Network Connections window.

Verify the network configuration on EU-RTR

1. Switch to EU-RTR.

2. Click Start, and then click the Server Manager tile.

3. In Server Manager, on the upper right side, click Tools, and then click Routing
and Remote Access.

4. In the Routing and Remote Access console, in the left pane, right-click EU-RTR
(local), and then click Disable Routing and Remote Access.

5. In the Routing and Remote Access dialog box, click Yes.

6. Close the Routing and Remote Access window.

Note: Routing and Remote Access is preconfigured on the virtual machine for
other labs in this course. The DirectAccess configuration in this lab will not work
properly if you leave Routing and Remote Access enabled on the virtual machine.

7. Right-click Start, and then click Network Connections.
8. In the Network Connections window, verify that the following four network
adapters display: Internet, London_Network, NA_WAN, and PAC_WAN.



Note: For this module, you will use only the London_Network and Internet
networks.

9. In the Network Connections window, right-click the London_Network adapter,
and then click Disable.

10. In the Network Connections window, right-click the London_Network
adapter, and then click Enable.

11. Repeat steps 9 and 10 for the following network connections: Internet,
NA_WAN, and PAC_WAN.

12. Verify that London_Network adapter is connected to the domain network
Adatum.com.

13. Right-click the London_Network adapter, and then click Properties.

14. In the London_Network Properties dialog box, click Internet Protocol Version
4 (TCP/IPv4), and then click Properties.

15. Verify that the IP address corresponds with the subnet used in the domain
network (the IP address should be 172.16.0.1.), and then click Cancel twice.

16. Right-click the Internet adapter, and then click Properties.

17. In the Internet Properties dialog box, click Internet Protocol Version 4
(TCP/IPv4), and then click Properties.

18. Verify that the IP address corresponds with the subnet used to simulate
internet connectivity. (The IP address should be 131.107.0.10).

19. Click Cancel twice, and then close the Network Connections window.

Note: If you notice that the Internet network adapter is connected to
Adatum.com, disable Microsoft Routing and Remote Access Service (RRAS). This is
because, for DirectAccess, you will need at least one adapter to be on the external
network.

Verify the network configuration on LON-CL1

1. Switch to LON-CL1.

2. Right-click Start, and then click Network Connections.

3. In the Network Connections window, right-click the London_Network adapter,
and then click Disable.

4. In the Network Connections window, right-click the London_Network adapter,
and then click Enable.

5. In the Network Connections window, verify that the London_Network adapter



is connected to the domain network Adatum.com.

6. Right-click the London_Network adapter, and then click Properties.

7. In the London_Network Properties dialog box, click Internet Protocol Version
4 (TCP/IPv4), and then click Properties.

8. Document the current IP address, subnet mask, default gateway, and DNS
configuration, and then click Cancel twice.

9. Close the Network Connections window.

Verify the network configuration on LON-SVR1

1. Switch to LON-SVR1.

2. Right-click Start, and then click Network Connections.

3. In Network Connections, verify that the London_Network adapter is
connected to the domain network Adatum.com.

4. Right-click the London_Network adapter, and then click Properties.

5. In the London_Network Properties dialog box, click Internet Protocol Version
4 (TCP/IPv4), and then click Properties.

6. Document the current IP address, subnet mask, default gateway, and DNS
configuration.

7. Click Cancel twice, and then click Close.

Verify the network configuration on INET1

1. Switch to INET1.

2. If prompted by Networks, click No.

3. Right-click Start, and then click Network Connections.

4. Right-click the Internet adapter, and then click Properties.

5. In the Internet Properties dialog box, click Internet Protocol Version 4
(TCP/1Pv4), and then click Properties.

6. Document the current IP address, subnet mask, default gateway, and DNS
configuration, and then click Cancel twice.

7. Close both the Network Connections and Network and Sharing Center
windows.

Note: The INET1 server will have the IP address of 131.107.0.100, which simulates
the Internet DNS server.

Task 2: Verify the server readiness for DirectAccess
1. On LON-DC1, in Server Manager, in the upper-right corner, click Tools, and




then click Active Directory Users and Computers.

2. In the Active Directory Users and Computers console tree, right-click
Adatum.com, click New, and then click Organizational Unit.

3. In the New Object — Organizational Unit dialog box, in the Name text box, type
Special Accounts and then click OK.

4. In the Active Directory Users and Computers console tree, expand
Adatum.com, right-click Special Accounts, click New, and then click Group.

5. In the New Object - Group dialog box, in the Group name text box, type
DirectAccessClients

6. Under the Group scope, ensure that Global is selected. Under the Group type,
ensure that Security is selected, and then click OK.

7. In the details pane, right-click DirectAccessClients, and then click Properties.
8. In the DirectAccessClients Properties dialog box, click the Members tab, and
then click Add.

9. In the Select Users, Contacts, Computers, Service Accounts, or Groups dialog
box, click Object Types, select the Computers check box, and then click OK.

10. In the Enter the object names to select (examples) text box, type LON-CL1
click Check Names, and then click OK.

11. Verify that LON-CL1 displays under Members, and then click OK.

12. Close the Active Directory Users and Computers console.

Results: After completing this exercise, you should have successfully verified the
readiness for DirectAccess deployment.

Exercise 2: Configuring DirectAccess

Task 1: Configure DirectAccess by using the Getting Started Wizard

1. Switch to EU-RTR.

2. In Server Manager, click Tools, and then click Remote Access Management.
3. In the Remote Access Management console, under Configuration, click
DirectAccess and VPN.

4. Click Run the Getting Started Wizard.

5. In the Getting Started Wizard, on the Configure Remote Access page, click
Deploy DirectAccess only.

6. Verify that Edge is selected. In the Type the public name or IPv4 address used
by clients to connect to the Remote Access server text box, type 131.107.0.10




and then click Next.
7. On the Configure Remote Access page, click the here link.

Note: Ensure that you click the here link to display an additional window for
configuring Group Policy Object (GPO) settings and Active Directory groups, which
will contain the computers that will be affected by the DirectAccess settings.

8. On the Remote Access Review page, verify that two GPO objects are listed:
DirectAccess Server Settings, and DirectAccess Client settings.

9. Next to Remote Clients, click the Change link.

10. Click Domain Computers (ADATUM\Domain Computers), and then click
Remove.

11. Click Add, in Enter the object names to select (examples) text box, type direct
and then click Check Names.

12. Verify that DirectAccessClients displays, and then click OK.

13. Clear the Enable DirectAccess for mobile computers only check box, and then
click Next.

14. On the DirectAccess Client Setup page, fill out the following information, and
then click Finish:

o Helpdesk email address: DAHelp@adatum.com

o DirectAccess connection name: A. Datum DirectAccess

15. On the Remote Access Review page, click OK.

16. On the Configure Remote Access page, click Finish and wait for the
configuration to complete.

17. In the Applying Getting Started Wizard Settings dialog box, verify that the
configuration was applied successfully, and then click Close.

Results: After completing this exercise, you should have successfully configured
DirectAccess by using the Getting Started Wizard.

Exercise 3: Validating the DirectAccess deployment

Task 1: Verify the GPO deployment

1. Switch to LON-CL1.

2. Right-click Start, select Shut down or sign out, and then click Restart.




Note: You must restart the LON-CL1 machine because you added the machine
account to the DirectAccessClients security while the machine was running. To
update the machine’s security token, you must restart it.

3. When LON-CL1 restarts, sign in as Adatum\Administrator by using the
password Pa55w.rd.

4. Right-click Start, and then click Command Prompt.

5. In the Command Prompt window, type the following command, and then press
Enter: gpresult /R

6. In the Command Prompt window, review the displayed output of the
command that you executed in the previous step.

7. Under the COMPUTER SETTINGS section, verify that the DirectAccess Client
Settings GPO is applied.

Note: If the DirectAccess Client Settings GPO is not applied, restart LON-CL1, and
then sign in as Adatum\Administrator by using the password Pa55w.rd.

8. At the command prompt, type the following command, and then press Enter:
netsh name show effectivepolicy

9. Verify that following message displays: DNS Effective Name Resolution Policy
Table Settings.

Note: DirectAccess settings are inactive when this computer is inside a corporate
network.

10. Close the Command Prompt window.

Task 2: Test DirectAccess connectivity from an internal and external client
Verify connectivity to internal network resources

1. On LON-CL1, on the taskbar, click the Internet Explorer icon.

2. In the Microsoft Internet Explorer Address bar, type:
http://lon-svrl.adatum.com and then press Enter.

3. Leave the default IIS 9.0 webpage for LON-SVR1 open.

4. Right-click Start, and then click Run. In the Open text box, type:
\\LON-SVR1\Corpdata and then press Enter. Note that you can access the folder
content.

5. Close all open windows.



http://lon-svr1.adatum.com/

6. Right-click Start, and then click Command Prompt.
7. In the Command Prompt window, type ipconfig and then press Enter.

Note: Notice that you have information about the Ethernet adapter and Tunnel
adapter isatap. This is because the LON-CL1 connects directly to the internal
network and is not using DirectAccess.

Verify connectivity to internal resources from an external client

1. To move the client from the internal network to the Internet, on LON-CL1,
right-click Start, and then click Network Connections.

2. In Network Connections, right-click London_Network, and then click Disable.
3. Right-click Internet, and then click Enable.

4. Right-click Internet, and then click Properties.

5. In the Internet Properties dialog box, double-click Internet Protocol Version 4
(TCP/1PvA4).

6. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, ensure
that the following settings display, and then click OK:

o IP address: 131.107.0.20

o Subnet mask: 255.255.255.0

o Preferred DNS server: 131.107.0.100

7. In the Internet Properties dialog box, click Cancel.

8. Close all open windows.

9. On LON-CL1, on the taskbar, click the Internet Explorer icon.

10. In the Internet Explorer Address bar, type http://lon-svrl.adatum.com and
then press Enter.

11. Right-click Start, click Run, type \\LON-SVR1\Corpdata and then press Enter.
Note that you can access the folder content.

12. Close all open windows.

13. Right-click Start, and then click Command Prompt.

14. In the Command Prompt window, type ipconfig and then press Enter.
Notice that you now have information about the Tunnel adapter
iphtttpsinterface. You should see three IPv6 addresses, with two of them starting
with 2002. This is because the LON-CL1 client is connected to the internal
network using DirectAccess.



Verify connectivity to the DirectAccess server

1. At the command prompt, type the following command, and then press Enter:
Netsh name show effectivepolicy

2. Verify that DNS Effective Name Resolution Policy Table Settings displays two
entries: DirectAccess-NLS.Adatum.com and .Adatum.com.

3. At the command prompt, type the following command, and then press Enter:
Powershell

4. At the Windows PowerShell command prompt, type the following command,
and then press Enter: Get-DAClientExperienceConfiguration

5. Review the DirectAccess client settings.

Verify client connectivity on the DirectAccess server

1. Switch to EU-RTR.

2. Switch to the Remote Access Management console.

3. In the console tree, click Remote Client Status.

4. Notice that the client is connected via IPHttps.

5. In the Connection Details pane, in the bottom-right corner of the screen, note
the use of Kerberos for the Machine and the User.

6. Close all open windows.

Note: Do not revert the virtual machines after completing this lab. You will need
them for subsequent labs.

Results: After completing this exercise, you should have successfully validated the
DirectAccess deployment.

Lab B: Deploying an advanced DirectAccess solution

Exercise 1: Preparing the environment for DirectAccess

Task 1: Configure the Active Directory Domain Services (AD DS) and Domain
Name System (DNS) requirements

Modify the security group for DirectAccess client computers

1. Switch to LON-DC1.

2. In Server Manager, in the upper-right corner, click Tools, and then click Active
Directory Users and Computers.

3. In the Active Directory Users and Computers console tree, expand Special
Accounts, and then in the details pane, double-click DirectAccessClients group.




4. In the DirectAccessClients Properties dialog box, click the Members tab, and
then click Add.

5. In the Select Users, Contacts, Computers, Service Accounts, or Groups dialog
box, click Object Types, select the Computers check box, and then click OK.

6. In the Enter the object names to select (examples) text box, type LON-CL2 click
Check Names, and then click OK.

7. Verify that both LON-CL2 and LON-CL1 display below the Members list, and
then click OK.

Note: The DirectAccessClients security group will control which computer will be
able to connect to the internal resources by using DirectAccess.

8. Close the Active Directory Users and Computers console.

Create the required DNS records

1. In Server Manager, click Tools, and then click DNS.

2. In DNS Manager, in the console tree, expand LON-DC1, and then expand
Forward Lookup Zones\Adatum.com.

3. Right-click Adatum.com, and then click New Host (A or AAAA).

4. In the Name text box, type nls. In the IP address text box, type 172.16.0.11
click Add Host, and then click OK.

Note: The client will use the NLS record to determine the network location.

5. In the New Host dialog box, in the Name text box, type crl. In the IP address
text box, type 172.16.0.1 and then click Add Host.

6. In the DNS dialog box, click OK.

7. In the New Host dialog box, click Done.

Note: The crl record will be used by the internal clients to check the revocation
status on the certificates that are used in DirectAccess.

8. Close the DNS Manager console.

Configure the DNS suffix on EU-RTR

1. Switch to EU-RTR.

2. Right-click Start, and then click Network Connections.

3. In the Network Connection window, right-click Internet and then click
Properties.



4. In the Internet Properties dialog box, double-click Internet Protocol Version 4
(TCP/1PV4).

5. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click
Advanced.

6. On the DNS tab, in the DNS suffix for this connection text box, type
adatum.com and then click OK.

7. In the Internet Protocol Version 4 (TCP/IPv4) dialog box, click OK.

8. In the Internet Properties dialog box, click OK.

9. Close the Network Connections window.

Note: The Internet client needs the DNS suffix to resolve names for internal
resources.

Task 2: Configure certificate revocation list (CRL) distribution

Configure certificate requirements

1. On LON-DC1, in Server Manager, on the Tools menu, click Certification
Authority.

. In the details pane, right-click AdatumCA and then click Properties.

. In the AdatumCA Properties dialog box, click the Extensions tab.

. On the Extensions tab, click Add.

. In the Location box, type http://crl.adatum.com/crld/

. Under Variable, click <CaName> and then click Insert.

. Under Variable, click <CRLNameSuffix> and then click Insert.

. Under Variable, click <DeltaCRLAllowed> and then click Insert.

. In the Location text box, at the end of the Location string, type .crl/ and then
click OK.

10. Select check boxes for both Include in CRLs. Clients use this to find Delta CRL
locations, and Include in the CDP extension of issued certificates, and then click
Apply.

11. In the pop-up dialog box that displays prompting you to restart Active
Directory Certificate Services, click No.

12. On the Extensions tab, click Add.

13. In the Location text box, type \\EU-RTR\crldistS\

14. Under Variable, click <CaName>, and then click Insert.

15. Under Variable, click <CRLNameSuffix>, and then click Insert.

16. Under Variable, click <DeltaCRLAllowed>, and then click Insert.
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17. In the Location text box, type .crl at the end of the string, and then click OK.
18. Click Publish CRLs to this location, click Publish Delta CRLs to this location,
and then click OK.

19. In the pop-up dialog box that displays prompting you to restart Active
Directory Certificate Services, click Yes.

Note: You perform these steps to prepare the certification authority (CA) with
proper extensions for the CRL distribution point, which will be included in the
future certificates that the CA will use.

Task 3: Configure client certificate distribution

Configure computer certificate auto-enroliment

1. On LON-DC1, switch to Server Manager.

2. In Server Manager, click Tools, and then click Group Policy Management.

3. In the Group Policy Management Console, in the console tree, expand Forest:
Adatum.com, expand Domains, and then expand Adatum.com.

4. Right-click Default Domain Policy, and then click Edit.

5. In the Group Policy Management Editor, expand Computer Configuration,
expand Policies, expand Windows Settings, expand Security Settings, and then
click Public Key Policies.

6. In the details pane, right-click Automatic Certificate Request Settings, point to
New, and then click Automatic Certificate Request.

7. In the Automatic Certificate Request Setup Wizard, click Next.

8. On the Certificate Template page, click Computer, click Next, and then click
Finish.

9. Close both the Group Policy Management Editor and the Group Policy
Management Console.

Task 4: Configure the network location server and DirectAccess server
certificates

Request a certificate for LON-SVR1

1. On LON-SVR], right-click Start, and then click Windows PowerShell.

2. In the Windows PowerShell window, type the following command, and then
press Enter: gpupdate /force

3. At the command prompt, type the following command, and then press Enter:
mmc




4. In the console window, click File, and then click Add/Remove Snap-in.

5. In the Available snap-ins list, click Certificates, and then click Add.

6. In the Certificates snap-in dialog box, click Computer account and then click
Next.

7. In the Select Computer dialog box, click Local computer, click Finish, and then
click OK.

8. In the Certificates snap-in window, in the console tree of the Certificates snap-
in, expand Certificates (Local Computer), expand Personal, and then expand
Certificates.

9. Right-click Certificates, point to All Tasks, and then click Request New
Certificate.

10. On the Before you begin page, click Next.

11. On the Select Certificate Enrollment Policy page, click Next.

12. On the Request Certificates page, click Adatum Web Server, and then click
More information is required to enroll for this certificate. Click here to configure
settings.

13. In the Certificate Properties dialog box, on the Subject tab, under Subject
name, select Common name as Type.

14. In the Value text box, type nis.adatum.com and then click Add.

15. Click OK, click Enroll, and then click Finish.

16. In the Certificates snap-in window, in the details pane, verify that a new
certificate with the name nls.adatum.com is enrolled with Intended Purposes of
Server Authentication.

17. Close the window, and when prompted to save the settings, click No.

Change the HTTPS bindings

1. Open Server Manager, click Tools, and then click Internet Information Services
(11S) Manager.

2. In the Internet Information Services (IIS) Manager console, expand LON-SVR1
(ADATUM\Administrator).

3. In Internet Information Services (IIS) Manager, expand Sites, and then click
Default Web site.

4. In the Actions pane, click Bindings.

5. In the Site Bindings dialog box, under Type, select https and then click Edit. In
the Host name text box, type nls.adatum.com In the SSL Certificate list, click the



nls.adatum.com certificate, click OK, and then click Close.
6. Close the Internet Information Services (IIS) Manager console.

Note: The client will use the HTTPS bindings that you configure for the host name
nls.adatatum.com, to determine the network location in the DirectAccess scenario.

Configure the DirectAccess server with the appropriate certificate

1. Switch to EU-RTR.

2. Right-click Start, and then click Windows PowerShell.

3. In the Windows PowerShell window, type the following command, and then
press Enter: gpupdate /force

4. At the Windows PowerShell prompt, type the following command, and then
press Enter: mmc

5. In the MMC, click File, and then click Add/Remove Snap-in.

6. In the Available snap-ins list, click Certificates, and then click Add.

7. In the Certificates snap-in dialog box, click Computer account and then click
Next.

8. In the Select Computer dialog box, click Local computer, click Finish, and then
click OK.

9. In the Certificates snap-in, in the console tree, expand Certificates (Local
Computer), expand Personal, and then expand Certificates.

10. Right-click Certificates, point to All Tasks, and then click Request New
Certificate.

11. Click Next twice.

12. On the Request Certificates page, click Adatum Web Server and then click
More information is required to enroll for this certificate.

13. In the Certificate Properties dialog box, on the Subject tab, under Subject
name, select Common name as Type.

14. In the Value text box, type 131.107.0.10 and then click Add.

15. Click OK, click Enroll, and then click Finish.

16. In the Certificates snap-in, in the details pane, verify that a new certificate
with the name 131.107.0.10 is issued with Intended Purposes of Server
Authentication.

17. Right-click the 131.107.0.10 certificate issued by AdatumCA, and then click
Properties.

18. In the Properties dialog box, in the Friendly name text box, type IP-HTTPS




Certificate and then click OK.
19. Close the window, and If prompted to save the settings, click No.

Note: Instead of issuing a certificate with the IP address in the subject name, in a
real environment you will use the fully qualified domain name (FQDN) of the
Internet-facing server that will be reachable by the external client.

Create a CRL distribution point on EU-RTR

1. Open Server Manager.

2. In Server Manager, click Tools, and then click Internet Information Services
(11S) Manager.

3. In the Internet Information Services (IIS) Manager console, in the left pane,
click EU-RTR (Adatum\Administrator).

4. In the console tree, expand EU-RTR, expand Sites, and then expand Default
Web Site.

5. Right-click Default Web Site, and then click Add Virtual Directory.

6. In the Add Virtual Directory dialog box, in the Alias text box, type CRLD.

7. Next to Physical path, click the ellipsis button.

8. In the Browse for Folder dialog box, click Local Disk (C:), and then click Make
New Folder.

9. In the Name text box, type CRLDist and then press Enter.

10. In the Browse for Folder dialog box, click OK.

11. In the Add Virtual Directory dialog box, click OK.

12. In the middle pane of the console, double-click Directory Browsing, and then
in the Actions pane, click Enable.

13. In the left pane, click the CRLD folder.

14. In the Internet Information Services (11S) Manager console, in the middle
pane, under the Management section, double-click the Configuration Editor icon.
15. Click the Section drop-down list box and navigate to
system.webServer\security\requestFiltering.

16. In the middle pane of the console, double-click the allowDoubleEscaping
entry to change the value from False to True.

17. In the Actions pane, click Apply.

18. Close Internet Information Services (1IS) Manager.



Note: You need to modify the value of allowDoubleEscaping to allow clients to
access CRL deltas that will have a plus (+) sign appended to the filename.

Share and secure the CRL distribution point

1. On the taskbar, click the File Explorer icon.

2. In File Explorer, expand This PC and then click Local Disk (C:).

3. In the details pane, right-click the CRLDist folder, and then click Properties.
4. In the CRLDist Properties dialog box, click the Sharing tab, and then click
Advanced Sharing.

5. In the Advanced Sharing dialog box, click Share this folder.

6. In the Share name text box, type a dollar sign ($) at the end so that the share
name is CRLDistS.

7. In the Advanced Sharing dialog box, click Permissions.

8. In the Permissions for CRLDistS dialog box, click Add.

9. In the Select Users, Computers, Service Accounts, or Groups dialog box, click
Object Types.

10. In the Object Types dialog box, click Computers and then click OK.

11. In the Select Users, Computers, Service Accounts, or Groups dialog box, in
the Enter the object names to select text box, type LON-DC1 click Check Names,
and then click OK.

12. In the Permissions for CRLDist$ dialog box, in the Group or user names list,
click LON-DC1(ADATUM\LON-DC1S).

13. In the Permissions for LON-DC1 area, next to Full control, click Allow, and
then click OK.

14. In the Advanced Sharing dialog box, click OK.

15. In the CRLDist Properties dialog box, click the Security tab.

16. On the Security tab, click Edit.

17. In the Permissions for CRLDist dialog box, click Add.

18. In the Select Users, Computers, Service Accounts, or Groups dialog box, click
Object Types.

19. In the Object Types dialog box, click Computers and then click OK.

20. In the Select Users, Computers, Service Accounts, or Groups dialog box, in
the Enter the object names to select text box, type LON-DC1, click Check Names,
and then click OK.

21. In the Permissions for CRLDist dialog box, in the Group or user names list,



click LON-DC1(ADATUM\LON-DC1S).

22. In the Permissions for LON-DC1 area, next to Full control, click Allow, and
then click OK.

23. In the CRLDist Properties dialog box, click Close.

24. Close the File Explorer window.

Note: The following steps will make the CRL distribution point available for
external clients. Internal clients will still have the option to connect to the CRL
either by using a Lightweight Directory Access Protocol (LDAP) query to AD DS, or
by accessing the file share from the internal network adapter on EU-RTR.

Publish the CRL to EU-RTR
Note: These steps make the CRL available on the edge server for Internet-based
DirectAccess clients.

1. Switch to LON-DC1.

2. In Server Manager, click Tools, and then click Certification Authority.

3. In the Certification Authority console tree, expand AdatumCA, right-click
Revoked Certificates, point to All Tasks, and then click Publish.

4. In the Publish CRL dialog box, click New CRL and then click OK.

5. On the taskbar, click the File Explorer icon.

6. In File Explorer, in the address bar, type \\EU-RTR\CRLDistS and then press
Enter.

7. In the File Explorer window, notice the AdatumCA files.

8. Close the File Explorer window.

Note: If you receive an error while publishing the certificate, it is because either
you did not enter the extensions for CRL in the CA properly, or you did not grant
appropriate permission for LON-DC1 computer account on the \\EU-
RTR\CRLDISTS share.

Results: After completing this exercise, you should have prepared the environment
forimplementing advanced DirectAccess infrastructure.

Exercise 2: Implementing the advanced DirectAccess infrastructure
Task 1: Modify the DirectAccess deployment

Configure the Remote Access server role

1. On EU-RTR, in Server Manager, click Tools, and then click Remote Access




Management.

2. In the Remote Access Management Console, click DirectAccess and VPN.

3. To select which clients will use DirectAccess, in the central pane, under Step 1,
click Edit.

4. On the Deployment Scenario page, click Next.

5. On the Select Groups page, verify that the DirectAccessClients
(ADATUM\DirectAccessClients) group is listed, and then click Next.

6. On the Network Connectivity Assistant page, under the Resource column,
delete the existing record by right-clicking on the arrow and then clicking Delete.
7. Under the Resource column, double-click the empty row.

8. On the Configure Corporate Resources for NCA page, verify that HTTP is
selected, and then in the box next to HTTP, type https://nls.adatum.com

9. Click Validate, and then click Add.

10. On the Network Connectivity Assistant page, click Finish.

11. Under Step 2, click Edit.

12. On the Network Topology page, verify that Edge is selected, and then click
Next.

13. On the Network Adapters page, clear Use a self-signed certificate created
automatically by DirectAccess, and then click Browse.

14. In the Windows Security dialog box, click More choices, click the 131.107.0.10
certificate issued by AdatumCA and then click OK. Then click Next.

15. On the Authentication page, click Use computer certificates.

16. Click Browse, and then click OK. Verify that CN=AdatumCA, DC=Adatum,
DC=com is listed.

17. On the Authentication page, click Enable Windows 7 client computers to
connect via DirectAccess, and then click Finish.

Note: You need to enable certificate authentication with the certificates issued
from a trusted CA to support Windows 7 clients.

18. In the Remote Access Setup pane, under Step 3, click Edit.

19. On the Network Location Server page, click The network location server is
deployed on a remote web server (recommended).

20. In the Type in the URL of the network location server text box, type
https://nls.adatum.com and then click Validate.

21. Ensure that the URL is validated, and then click Next.



22. On the DNS page, double-click an empty row below nls.adatum.com.

23. In the DNS suffix box, type crl.adatum.com, click Apply to add an entry in the
Name Resolution Policy Table (NRPT), and then click Next.

24. On the DNS Suffix Search List page, click Next.

25. On the Management page, click Finish.

26. Under Step 4, click Edit.

27. On the DirectAccess Application Server Setup page, click Finish.

28. In the central pane, click Finish to apply the changes.

29. In the Remote Access Review window, click Apply.

30. In the Applying Remote Access Setup Wizard Settings dialog box, click Close.

Task 2: Verify the server and GPO configuration

1. On EU-RTR, right-click Start, and then click Windows PowerShell.

2. In the Windows PowerShell window, type the following commands, pressing
Enter at the end of each line:

gpupdate /force

Ipconfig

3. Verify that EU-RTR has an IPv6 address for Tunnel adapter IPHTTPSInterface
that start with 2002.

Results: After completing this exercise, you should have implemented the
advanced DirectAccess infrastructure.

Exercise 3: Validating the DirectAccess deployment

Task 1: Verify Windows 10 client connectivity

Verify DirectAccess Group Policy configuration settings for Windows 10 clients
1. Switch to LON-CL2.

2. Right-click the Start button, click Shut down or sign out, and then click Restart.

Note: You must restart the LON-CL2 machine because you added the machine
account to the DirectAccess Clients security while the machine was running. To
update the machine’s security token, it must restart.

3. After LON-CL2 has restarted, sign in as Adatum\Administrator by using the
password Pa55w.rd.

4. Right-click Start, and then click Run.

5. In the Run box, type cmd and then press Enter.



6. In the Command Prompt window, type the following command, and then press
Enter: gpresult /R

7. Review the output of the command.

8. Under the COMPUTER SETTINGS section, verify that the DirectAccess Client
Settings GPO is applied.

Note: If the DirectAccess Client Settings GPO is not applied, restart LON-CL2, and
then sign in as Adatum\Administrator by using the password Pa55w.rd.

9. At the command prompt, type the following command, and then press Enter:
Netsh name show effectivepolicy

10. Verify that following message displays: DNS Effective Name Resolution Policy
Table Settings.

Note: DirectAccess settings are inactive when this computer is inside a corporate
network.

Verify client computer certificate distribution

1. On LON-CL2, at a command prompt, type the following command, and then
press Enter: mmc

2. In the MMC, click File, and then click Add/Remove Snap-in.

3. In the Available snap-ins list, click Certificates, and then click Add.

4. In the Certificates snap-in dialog box, click Computer account, and then click
Next.

5. In the Select Computer dialog box, click Local computer, click Finish, and then
click OK.

6. In the Certificates snap-in, in the console tree, navigate to

Certificates (Local Computer)\Personal\Certificates.

7. In the details pane, verify that a certificate with the name LON-
CL2.adatum.com displays with the Intended Purposes of Client Authentication
and Server Authentication.

8. Close the console window.

9. When you are prompted to save the settings, click No.

Verify internal network access

1. On LON-CL2, on the taskbar, click the Internet Explorer icon.

2. In the Internet Explorer Address bar, type http://lon-svri.adatum.com and
then press Enter.



3. Verify that the default 11S 9.0 webpage for LON-SVR1 displays.
4. Right-click Start, and then click Run.
5. In the Run box, type \\LON-SVR1\Corpdata and then press Enter.

Note: Note that you can access the folder content.

6. Close all open windows.

7. Right-click Start, and then click Run.

8. In the Run box, type cmd, and then press Enter.

9. In the Command Prompt window, type ipconfig and then press Enter.

Note: Notice that you receive information about the Ethernet adapter and Tunnel
adapter isatap. This is because LON-CL2 is connected directly to the internal
network and is not using DirectAccess.

Move the client computer to the Internet virtual network

1. To move the client from the internal network to the Internet, on LON-CL2,
right-click Start, and then click Network Connections.

2. In Network Connections, right-click London_Network, and then click Disable.
3. Right-click Internet, and then click Enable.

Verify connectivity to the DirectAccess server
1. On LON-CL2, open a Command Prompt window, type the following command,
and then press Enter: ipconfig

Note: Notice the IPv6 address that starts with 2002. This is an IP-HTTPS address.
If there is no IP address for iphttpsinterface, type the following commands, restart
the computer, and then repeat step 1:

Netsh interface teredo set state disabled

Netsh interface 6to4 set state disabled

Note: In this lab setup, IP-HTTPS connectivity on the firewall is enabled and other
connectivity methods from the client—such as the Teredo or 6to4 tunneling
protocol—are disabled. If you are planning to use the Teredo or 6to4 tunneling
protocol in the production environment, you should not disable them.

2. At the command prompt, type the following command, and then press Enter:
Netsh name show effectivepolicy
3. Verify that DNS Effective Name Resolution Policy Table Settings displays three



entries for nls.adatum.com, crl.adatum.com, and .Adatum.com.

4. At the command prompt, type the following command, and then press Enter:
powershell

5. At the Windows PowerShell command prompt, type the following command,
and then press Enter: Get-DAClientExperienceConfiguration

6. Review the DirectAccess client settings that are returned.

7. 0n LON-CL2, click Start, and then click Settings.

8. In Settings, select Network & Internet, and then click DirectAccess.

9. Under Location, verify that Your PC is set up correctly for single-site
DirectAccess displays.

10. Notice the Collect button under Troubleshooting info.

Verify connectivity to the internal network resources

1. On the taskbar, click the Internet Explorer icon.

2. In Internet Explorer, in the Address bar, type http://lon-svri.adatum.com and
then press Enter.

3. Verify that the default 11S 9.0 webpage for LON-SVR1 appears.

4. Leave the Internet Explorer window open.

5. On the taskbar, click the File Explorer icon.

6. In File Explorer, in the address bar, type \\LON-SVR1\CorpData and then press
Enter.

Note: You can open http://lon-svrl.adatum.com and \\lon-svri\CorpData
because there is a record in NRPT that resolves any internal namespace from
adatum.com by using the internal DNS server.

7. Switch to the Command Prompt window.

8. At the command prompt, type the following command, and then press Enter:
ping lon-dcl.adatum.com

9. Verify that you are receiving replies from lon-dcl.adatum.com.

10. At the command prompt, type the following command, and then press Enter:
gpupdate /force

11. Close all open windows.

12. Switch to EU-RTR.

13. On the taskbar, click the Remote Access Management icon.

14. In the Remote Access Management Console tree, click Remote Client Status.



15. Notice that LON-CL2 is connected via IP-HTTPS.

16. In the Connection Details pane, in the bottom-right corner of the screen, note
that Machine Certificate & User Ntlm are in use.

17. Close all open windows.

Task 2: Monitor client connectivity

1. On EU-RTR, open the Remote Access Management Console, and then in the
left pane, click Dashboard.

2. Review the information in the central pane, under DirectAccess and VPN Client
Status.

3. In the left pane, click Remote Client Status, and then in the central pane,
review the information under the Connected Clients list.

4. In the left pane, click Reporting, and then in the central pane, click Configure
Accounting.

5. In the Configure Accounting window, under Select Accounting Method, click
Use inbox accounting, click Apply, and then click Close.

6. Open command prompt window, and type the following command, then press
Enter: gpupdate /force

7. In the central pane, under Remote Access Reporting, click Generate Report
and review the data.

Results: After completing this exercise, you should have verified that a Windows
10 client can connect to the internal network by using DirectAccess.

Task 3: Prepare for the next module

When you finish the lab, revert the virtual machines to their initial state. To do
this, perform the following steps:

1. On the host computer, start Hyper-V Manager.

2. In the Virtual Machines list, right-click 20741B-LON-DC1, and then click Revert.
3. In the Revert Virtual Machine dialog box, click Revert.

4. Repeat steps 2 and 3 for: 20741B-LON-SVR1, 20741B-EU-RTR, 20741B-INET1,
20741B-LON-CL1, and 20741B-LON-CL2.




