
Module 6: Resolving Issues with Network Connectivity 

Lab: Resolving Network Connectivity Issues                                                 
(VMs: 10982D-LON-DC1, 10982D-LON-CL1) 

Exercise 1: Configuring Network Settings 
Task 1: Verify and configure network settings 
1. Switch to LON-CL1. 
2. Right-click Start, and then select Windows PowerShell (Admin). 
3. At the Windows PowerShell (Admin) command prompt, type the following 
command, and then press Enter: test-connection LON-DC1 
4. At the command prompt, type the following command, and then press Enter: 
netstat –n 
5. If no connections appear, create a connection. To create a connection, in the 
Type here to search box, type \\LON-DC1 and then press Enter. 
6. In File Explorer, double-click NETLOGON. 
7. At the command prompt, type the following command, and then press Enter: 
netstat –n 

Note: If no connections are present, move on to the next step. 

8. Click Start, type Control Panel and then press Enter. 
9. In Control Panel, click Network and Internet, and then click Network and 
Sharing Center. 
10. In Network and Sharing Center, click Ethernet. 
11. In the Ethernet Status dialog box, click Properties. 
12. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
13. In the Properties dialog box, click Obtain an IP address automatically. 
14. Click Obtain DNS server address automatically. 
15. Click OK to save the changes. 
16. In the Ethernet Properties dialog box, click Close. 
17. In the Ethernet Status dialog box, click Close. 
18. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-NetIPAddress 

Task 2: Troubleshoot name resolution 
1. At the Windows PowerShell command prompt, type the following command, 



and then press Enter: ipconfig /displaydns 
2. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-DnsClientCache 
3. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: ipconfig /flushdns 
4. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Clear-DnsClientCache 
5. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: ipconfig /displaydns 
6. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: test-connection lon-dc1 
7. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-DnsClientCache | fl 
8. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: ipconfig /displaydns 
9. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: notepad C:\windows\system32\drivers\etc\hosts 
10. Scroll to the end of the file, type 172.16.0.10 intranet and then press Enter. 
11. Click File, and then click Save. 
12. Close Notepad. 
13. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: test-connection intranet 
14. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-DnsClientCache | fl 
15. View the intranet record in the cache. 
16. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: nslookup LON-DC1 
17. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Resolve-Dnsname LON-DC1 | fl 
18. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: nslookup –d1 lon-dc1.adatum.com > file.txt 
19. At the command prompt, type the following command, and then press Enter: 
notepad file.txt 
20. Review the information, and then close Notepad. 



Results: After completing this exercise, you should have configured and tested 
network settings. 

 

Exercise 2: Resolving a Network Problem (1) 
Task 1: Read the help-desk Incident Record for incident 823012 
• Read the help-desk Incident Record 823012 in the Student Handbook Exercise 
Scenario. 

Task 2: Discuss recommendations 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook Exercise Scenario. 
2. Discuss your recommendations with other students: 
o Visit the user’s computer. 
o Verify the problem by attempting to connect to the specific resource. 
o Attempt to connect to the same resource from other computers in the Research 
department. 
o Verify the network configuration on Colin’s client computer. 
The fact that other users are affected suggests a server-side problem. 

Task 3: Simulate the problem 
1. Switch to LON-CL1. 
2. If necessary, sign in by using the following credentials: 
o User name: Adatum\Administrator 
o Password: Pa55w.rd 
3. Run the D:\Labfiles\Mod06\Scenario1.vbs script. 
4. Wait while LON-CL1 restarts. 

Task 4: Attempt to resolve the problem 
1. Switch to LON-CL1, and then sign in as Adatum\administrator by using the 
password Pa55w.rd. 
2. Right-click Start, and then click Windows PowerShell (Admin). 
3. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-NetIPAddress 
Note: Notice that the IPv4 address has the prefix 169.254. 



4. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: ipconfig /renew 

Note: Notice that this is unsuccessful. 

5. Switch to LON-DC1. 
6. In Server Manager, click Tools, and then click DHCP. Notice that the server is 
not available. 
7. Close DHCP. 
8. Click Start. 
9. Type services.msc and then press Enter. 
10. In the Services list, right-click DHCP Server, and then click Start. 
11. In Server Manager, click Tools, and then click DHCP. The server is available. 
12. Switch to LON-CL1. 
13. At the Windows PowerShell command prompt, type ipconfig /renew and then 
press Enter. 

Note: The command runs successfully. 

14. Click File Explorer. 
15. In the File Explorer address bar, type \\LON-DC1\Research and then press 
Enter. 
16. Close File Explorer. 
17. Update the Resolution section of the Incident Record with the following 
comments: 
o The client was unable to contact the dynamic host configuration protocol 
(DHCP) server to obtain an IP configuration. 
o Restarted the DHCP service, and then renewed the IP configuration on the 
client. 

Results: After completing this exercise, you should have resolved the network-
related problem. 

Exercise 3: Resolving a Network Problem (2) 
Task 1: Read the help-desk Incident Record for incident 823101 
• Read the help-desk Incident Record 823101 in the Student Handbook Exercise 
Scenario. 



Task 2: Discuss recommendations 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook Exercise Scenario. 
2. Discuss your recommendations with other students: 
o Visit the user’s computer. 
o Verify the problem by attempting to connect to the network resources. 
o Verify the network configuration on the client computer. 
o Test name resolution on the client computer. 
3. The fact that Colin is the only affected user suggests a client-side problem. 

Task 3: Simulate the problem 
1. Switch to LON-CL1. 
2. If necessary, sign in by using the following credentials: 
o User name: Adatum\Administrator 
o Password: Pa55w.rd 
3. Run the D:\Labfiles\Mod06\Scenario2.vbs script. 
4. Wait while LON-CL1 restarts. 

Task 4: Attempt to resolve the problem 
1. Switch to LON-CL1, and then sign in as Adatum\administrator by using the 
password Pa55w.rd. 
2. Right-click Start, and then click Windows PowerShell (Admin). 
3. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-DnsClientCache 

Note: Notice that the records are returned. 

4. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Clear-DnsClientCache 
5. At the command prompt, type the following command, and then press Enter: 
test-connection lon-dc1 

Note: Notice that this is unsuccessful. 

6. At the command prompt, type the following command, and then press Enter: 
Get-DnsClientCache | fl 

Note: Notice that the wrong IP address is returned for LON-DC1. 



7. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: nslookup LON-DC1 

Note: Notice that the request times out, and that the address record returned is 
incorrect. 

8. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: notepad C:\windows\system32\drivers\etc\hosts 
9. Scroll to the end of the file, delete 172.16.0.1 lon-dc1, and then press Enter. 
10. Click File, and then click Save. 
11. Close Notepad. 
12. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Clear-DnsClientCache 
13. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Ipconfig /all 
14. Notice that the DNS server address is incorrect. 
15. Click Start, type Control Panel, and then press Enter. 
16. In Control Panel, click Network and Internet, and then click Network and 
Sharing Center. 
17. In Network and Sharing Center, click Ethernet. 
18. In the Ethernet Status dialog box, click Properties. 
19. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
20. In the Properties dialog box, click Obtain an IP address automatically. 
21. Click Obtain DNS server address automatically. 
22. Click OK to save the changes. 
23. In the Ethernet Properties dialog box, click Close. 
24. In the Ethernet Status dialog box, click Close. 
25. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: test-connection lon-dc1 
26. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Get-DnsClientCache | fl 
You now can see the correct record for LON-DC1 in the cache. 
27. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Resolve-Dnsname LON-DC1 | fl 

Note: The command runs successfully. 



28. Click File Explorer. 
29. In the File Explorer address bar, type the following, and then press Enter: 
\\LON-DC1\Research 

Note: You might be prompted to sign in. If so, sign in as Adatum\administrator by 
using the password Pa55w.rd. 

30. The folder opens. 
31. Close File Explorer. 
32. Click Start, and then under Windows Accessories, click Internet Explorer. 
33. In the Internet Explorer address bar, type http://lon-dc1 and then press Enter. 

Note: This connection attempt now is successful. 

34. Update the Resolution section of the Incident Record with the following 
comments: 
a. The client had an incorrect entry in the hosts file. Because this entry is used to 
populate the DNS 
resolver cache, the client could not resolve the host name LON-DC1. 
b. The DNS configuration was incorrect on the client. 
35. Removed the entry in hosts and reconfigured the client to use DHCP. The 
client was able to connect to resources. 

Results: After completing this exercise, you will have resolved the network-related 
problem. 

Prepare for the next module 
When you have finished the lab, revert the virtual machines to their initial state. 
1. On the host computer, start Hyper-V Manager. 
2. In the Virtual Machines list, right-click 10982D-LON-CL1, and then click Revert. 
3. In the Revert Virtual Machine dialog box, click Revert. 
4. Repeat steps 2 and 3 for 10982D-LON-DC1. 

file://LON-DC1/Research

