
Module 4: Troubleshooting Hardware and Device Drivers 

Lab: Troubleshooting Hardware and Device Driver Issues    
(VMs: 10982D-LON-DC1, 10982D-LON-CL1) 

Exercise 1: Troubleshooting a Missing Device Driver 
Task 1: Read the help-desk Incident Record for incident 711010 
• Read the help-desk Incident Record 711010 in the Student Handbook’s exercise 
scenario. 

Task 2: Verify that the device driver is not available 
1. On LON-CL1, right-click Start, and then select Device Manager. 
2. In Device Manager, expand Mice and other pointing devices, right-click 
Microsoft PS/2 Mouse, and then click Update driver. 
3. In the Update Drivers – Microsoft PS/2 Mouse dialog box, click Browse my 
computer for driver software. 
4. On the Browse for drivers on your computer page, click Let me pick from a list 
of available drivers on my computer. 
5. On the Select the device driver you want to install for this hardware page, 
clear the Show compatible hardware check box. In the Manufacturer section, 
verify that Microsoft is selected, and in the Model section, verify that Microsoft 
Arc Mouse (IntelliPoint) is not available, and then click Cancel. 
6. On the taskbar, click File Explorer. 
7. In File Explorer, in the navigation pane, click This PC, expand Local Disk (C:), 
expand Windows, expand System32, expand DriverStore, and then click 
FileRepository. 
8. In the details pane, click the Date modified column, and then verify that the 
top folder in the list was created most recently. 

Note: The date will not necessarily be today’s date. 

Task 3: Add a device driver to driver store 
1. On LON-CL1, right-click Start, and then click Windows PowerShell (Admin). 
2. At the Windows PowerShell command prompt, type the following three 
commands and press Enter after each command: 
D: 
cd D:\Labfiles\Mod04\point64 



dir 
Review the list of files that the driver package includes. 
3. Add a device package to the driver store by typing the following command at a 
command prompt, and then pressing Enter: pnputil /add-driver point64.inf 
4. In File Explorer, in the address bar, click FileRepository to refresh the view. In 
the details pane, confirm that the top folder was created when you installed the 
driver package and that its name starts with point64, as was the name of the .inf 
file. 
5. In Device Manager, right-click Microsoft PS/2 Mouse, and then click Update 
driver. 
6. In the Update Drivers – Microsoft PS/2 Mouse dialog box, click Browse my 
computer for driver software. 
7. On the Browse for drivers on your computer page, click Let me pick from a list 
of available drivers on my computer. 
8. On the Select the device driver you want to install for this hardware page, 
clear the Show compatible hardware check box. In the Manufacturer section, 
verify that Microsoft is selected, and in the Model section, verify that Microsoft 
Arc Mouse (IntelliPoint) now is available, and then click Cancel. 
9. Close Device Manager, File Explorer, and the command prompt. 
10. Update the Resolution section of the incident record. 

Results: After performing this exercise, you will have added a printer driver 
package to the driver store. 

 

Exercise 2: Resolving Hardware Problems 
Task 1: Read the help-desk Incident Record for incident 711016 
• Read the help-desk Incident Record 711016 in the Student Handbook’s exercise 
scenario. 

Task 2: Update the Plan of Action section of the Incident Record 
1. Read the Additional Information section of the Incident Record in the Student 
Handbook. 
2. Update the Plan of Action section of the Incident Record with your 
recommendations: 
o Visit the user’s computer and attempt to resolve the problem by trying a driver 



rollback, if necessary, in Safe Mode. 
o If that does not work, attempt a System Restore. 

Task 3: Simulate the problem 
1. On LON-CL1, on the taskbar, click File Explorer. 
2. In File Explorer, in the navigation pane, expand This PC, expand Allfiles (D:), 
expand Labfiles, and then click Mod04. 
3. In details pane, right-click the Scenario1.ps1 file, and then click Run with 
PowerShell. The Windows PowerShell window opens. 
4. When prompted, type Y in the Windows PowerShell window to change 
execution policy, and then wait until LON-CL1 restarts. 

Task 4: Attempt to resolve the problem 
1. On LON-CL1, sign in as Adatum\Administrator by using the password 
Pa55w.rd. 
2. On the taskbar, click File Explorer, and then verify that File Explorer does not 
open. 
3. Click Start, and then verify that the Start menu does not open. 
4. Try to open Device Manager. You will find that this is very challenging when the 
mouse is not working. 
5. Try to use the Advanced startup options to restart the computer into Safe 
Mode. You will find that this is very challenging, as well, when the mouse is not 
working. 

Note: The computer mouse does not work. Without a working mouse, you cannot 
go to Device Manager to try to roll back the driver or use Safe Mode. System 
Restore is the only tool available to resolve this driver issue. 

6. In the 10982D-LON-CL1 window, click Media, point to DVD Drive, select Insert 
Disk, navigate to the D:\Program Files\Microsoft Learning\10982\Drives folder, 
select Win10_1903_Eval.ISO, and then select Open. On the Action menu, select 
Reset, and then click Reset. When message the Press any key to boot from CD or 
DVD appears, press the space bar. 
7. On the Windows Setup page, click Next, and then click Repair your computer. 
8. On the Choose an option page, click Troubleshoot. 
9. On the Advanced options page, click System Restore. 
10. On the System Restore page, click Windows 10. 



11. On the Restore system files and settings page, click Next. 
12. On the Restore your computer to the state it was in before the selected 
event page, select Before Lab 4, and then click Next. 
13. On the Confirm your restore point page, click Finish. 
14. In the Once started, System Restore cannot be interrupted. Do you want to 
continue? Dialog box, click Yes. The System Restore process begins. 

Note: System Restore takes some time to apply the restore point. 

15. When prompted, click Restart. 
16. After LON-CL1 restarts, sign in as Adatum\Administrator by using the 
password Pa55w.rd. 
17. In the System Restore dialog box, click Close. 
18. On the taskbar, click File Explorer, and then verify that File Explorer opens. 
The mouse is now functional. Close File Explorer. 

Resolution 
1. Option to roll back the mouse driver was not available because the mouse was 
not functional. 
2. Option to access Safe Mode was not available because mouse was not 
functional. 
3. When the computer is restarted into the Windows Recovery Environment 
(Windows RE), you were able to access System Restore to recover the computer. 
This solved the issue of the nonfunctioning mouse. 

Results: After you complete the exercise, you will have resolved the issue with a 
nonfunctional mouse. 
 

Exercise 3: Resolving Device Driver Problems 
Task 1: Read the help-desk Incident Record for incident 711012 
• Read the help-desk Incident Record 711012 in the Student Handbook’s exercise 
scenario. 

Task 2: Configure picture password as a sign-in option 
1. On LON-CL1, click Start, and then click the Settings icon. 
2. In the Settings dialog box, click Accounts, click Sign-in options, and then click 
Picture Password. 



3. In the Picture Password section, click Add. In the Windows Security dialog box, 
enter Pa55w.rd as the password, and then click OK. 
4. In the Welcome to picture password window, click Choose picture, select 
Tiger.jpg, click Open, and then click Use this picture. 
5. Follow the instructions on the screen, and then draw three gestures on the 
picture. Remember which gestures you are using, as you will repeat them later to 
sign in. 
6. Repeat the pattern to confirm, click Finish, and then close the Settings window. 

Task 3: Simulate the problem 
1. On LON-CL1, right-click Start, and then select Device Manager. 
2. In Device Manager, expand Keyboards, right-click Standard PS/2 Keyboard, 
and then click Properties. 
3. In the Standard PS/2 Keyboard Properties dialog box, select the Driver tab, 
and then confirm that the Roll Back Driver button is not available. Click Update 
Driver. 
4. In the Update Drivers – Standard PS/2 Keyboard dialog box, click Browse my 
computer for driver software. 
5. On the Browse for drivers on your computer page, click Let me pick from a list 
of available drivers on my computer. 
6. On the Select the device driver you want to install for this hardware page, 
clear the Show compatible hardware check box. In the Manufacturer section, 
select Microsoft, and in the Model section, select Microsoft USB Internet 
Keyboard, and then click Next. In the Update Driver Warning box, click Yes, and 
then click Close twice. 
7. In the System Settings Change dialog box, click Yes, and then wait until the 
computer restarts. 

Task 4: Attempt to resolve the problem 
1. Sign in to LON-CL1 as Adatum\Administrator by repeating the three gestures 
that you defined for the picture password in the previous task. 
2. On the taskbar, click Start, type notepad and then press Enter. 

Note: If the keyboard is not working, you should skip steps 2, 3, and 7. 

3. In Notepad, type your name to confirm that the keyboard is working. 
4. Right-click Start, and then click Device Manager. 



5. In Device Manager, right-click Microsoft Hyper-V Virtual Keyboard, click 
Disable device, and then click Yes. 
6. Right-click Microsoft USB Internet Keyboard, click Properties, and then read 
the device status. 
7. In Notepad, try to type your name again. As neither keyboard is operational, 
you cannot use a keyboard on LON-CL1. 
8. In the Microsoft USB Internet Keyboard Properties dialog box, select the 
Driver tab. 
9. Confirm that the Roll Back Driver option is available, click Roll Back Driver, 
select Previous version of the driver seemed more reliable, and then click Yes. 
10. Confirm that the Roll Back Driver option no longer is available, as the driver 
rollback can go back by only one version, and then click Close. 
11. In Notepad, type your name to confirm that the keyboard is working again, 
close Notepad, and then click Don’t Save. 
12. In Device Manager, right-click Microsoft Hyper-V Virtual Keyboard, click 
Enable device, and then close Device Manager. 
13. Update the Resolution section of the Incident Record. 

Results: After you complete the exercise, you will have resolved problems in device 
drivers. 

Prepare for the next module 
When you have finished the lab, revert all virtual machines to their initial state: 
1. On the host computer, start Hyper-V Manager. 
2. In the Virtual Machines list, right-click 10982D-LON-DC1, and then click Revert. 
3. In the Revert Virtual Machines dialog box, click Revert. 
4. Repeat steps 2 and 3 for 10982D-LON-CL1. 


