
Module 4: Implementing DNS 

Lab A: Planning and implementing name resolution by using 
DNS (20741B-LON-DC1,20741B-LON-SVR1, 20741B-SYD-SVR1, 20741B-TOR-
SVR1, 20741B-INET1, 20741B-EU-RTR, 20741B-LON-CL1) 
Exercise 1: Planning DNS name resolution 
Task 1: Plan the DNS infrastructure to support name resolution 
Read the scenario and answer the following: 
1. What is the first step in implementing your new DNS plan for the Sydney office? 
Answer: Install the DNS Server role on SYD-SVR1. 

2. How will you configure SYD-SVR1 to resolve DNS queries for Internet-based 
addresses? 
Answer: Set forwarding to INET1 (131.107.0.100). 

3. How will you configure SYD-SVR1 to resolve DNS queries for the internal web 
server? 
Answer: Set conditional forwarding for Contoso.com to LON-SVR1. 

4. How will you configure SYD-SVR1 to resolve queries for the Treyresearch.net 
DNS namespace? 
Answer: Create a Secondary zone for TreyResearch.net on SYD-SVR1. 

5. How will you configure SYD-SVR1 to resolve queries for the Adatum.com 
domain? 
Answer: Set conditional forwarding for Adatum.com to LON-DC1. 

Task 2: Install and configure DNS on LON-SVR1 
1. On LON-SVR1, click Start, and then click Server Manager. 
2. In Server Manager, click Add roles and features. 
3. On the Before you begin page, click Next. 
4. On the Select installation type page, click Next. 
5. On the Select destination server page, ensure that LON-SVR1.Adatum.com is 
selected, and then click Next. 
6. On the Select server roles page, select DNS Server. 
7. When the Add Roles and Features Wizard displays, click Add Features, and 
then click Next. 



8. On the Select features page, click Next. 
9. On the DNS Server page, click Next. 
10. On the Confirm installation selections page, click Install. 
11. On the Installation progress page, when the Installation succeeded message 
appears, click Close. 
12. While still on LON-SVR1, in Server Manager, click Tools, and then click DNS. 
13. In DNS Manager, expand LON-SVR1, select and right-click Forward Lookup 
Zones, and then click New Zone. 
14. In the New Zone Wizard, on the Welcome page, click Next. 
15. In the Zone type page, ensure Primary zone is selected and then click Next. 
16. In the Zone name page, in the Zone name text box, type TreyResearch.net 
and then click Next. 
17. In the Zone file page, click Next. 
18. In the Dynamic update page, click Next. 
19. In the Completing the New Zone Wizard page, click Finish. 
20. Close the DNS Manager. 

Results: After completing this exercise, you should have created a plan for 
implementing DNS name resolution successfully. 

Exercise 2: Implementing DNS servers and zones 
Task 1: Install the DNS server role 
1. On SYD-SVR1, click Start, and then click Server Manager. 
2. In Server Manager, click Add roles and features. 
3. On the Before you begin page, click Next. 
4. On the Select installation type page, click Next. 
5. On the Select destination server page, ensure that SYD-SVR1.Adatum.com is 
selected, and then click Next. 
6. On the Select server roles page, select DNS Server. 
7. When the Add Roles and Features Wizard displays, click Add Features, and 
then click Next. 
8. On the Select features page, click Next. 
9. On the DNS Server page, click Next. 
10. On the Confirm installation selections page, click Install. 
11. On the Installation progress page, when the Installation succeeded message 
appears, click Close. 



Task 2: Configure DNS forwarding 
1. On SYD-SVR1, in Server Manager, click Tools, and then click DNS. 
2. In DNS Manager, expand SYD-SVR1, select and right-click SYD-SVR1, and then 
click Properties. 
3. In the SYD-SVR1 Properties dialog box, click the Forwarders tab. 
4. On the Forwarders tab, click Edit. In the Edit Forwarders window, in the <Click 
here to add an IP addresses or DNS name> text box, type 131.107.0.100 and then 
press Enter. Click OK. 
5. In the SYD-SVR1 Properties window, click OK. 

Task 3: Configure DNS conditional forwarding 
1. On SYD-SVR1, with the SYD-SVR1 node still expanded in the DNS Manager 
console tree, select Conditional Forwarders. 
2. Right-click Conditional Forwarders, and then click New Conditional Forwarder. 
3. In the New Conditional Forwarder window, in the DNS Domain text box, type 
Adatum.com and then, in the <Click here to add an IP address or DNS name> 
text area, type 172.16.0.10, press Enter, and then click OK. 

Note: You might see a red X icon beside the IP address after you press Enter. This 
is normal. Continue by selecting OK in the window. The red X icon will resolve after 
this. You can return to the Conditional Forwarder dialog box, and click Edit, which 
will now show a green Check Mark icon in place of the red X icon. 

4. Right-click Conditional Forwarders, and then click New Conditional Forwarder. 
5. In the New Conditional Forwarder window, in the DNS Domain text box, type 
Contoso.com and then, in the <Click here to add an IP address or DNS name> 
text area, type 131.107.0.100, press Enter, and then click OK. 

Task 4: Configure zones and resource records 
1. On SYD-SVR1, in the DNS Manager console, select and then right-click Forward 
Lookup Zones, and then click New Zone. 
2. In the New Zone Wizard, click Next. 
3. On the Zone Type page, select Secondary zone, and then click Next. 
4. On the Zone Name page, in the Zone name text box, type TreyResearch.net 
and then click Next. 
5. On the Master DNS Servers page, in the <Click here to add an IP address or 
DNS name> text area, type 172.16.0.11, press Enter and then click Next. 



6. On the Completing the New Zone Wizard page, click Finish. 
7. Switch to LON-SVR1. 
8. Click Start and then click Server Manager. 
9. In Server Manager, click Tools, and then click DNS. 
10. In the console tree, select LON-SVR1, and then select and expand Forward 
Lookup Zones. 
11. Select and right-click TreyResearch.net, and then click Properties. 
12. In the TreyResearch.net Properties page, click the Zone Transfers tab. 
13. Under the Allow zone transfers area, select Only to the following servers, 
and then click Edit. 
14. In the <Click here to add an IP address or DNS name> text area, type 
172.16.19.20, press Enter, and then click OK. 
15. In the TreyResearch.net Properties dialog box, while still in the Zone 
Transfers tab, click Notify. 
16. In the Notify window, under the Automatically notify area, select The 
following servers. In the <Click here to add an IP address or DNS name> text 
area, type 172.16.19.20, press Enter, and then click OK. 
17. In the TreyResearch.net Properties page, click OK. 
18. Switch to SYD-SVR1, and then in the DNS console, in the console tree, select 
the TreyResearch.net zone. 
19. In the details pane, you should see the Start of Authority (SOA) and Name 
Server (NS) resource records for LON-SVR1.Adatum.com. 

Task 5: Configure name resolution between zones 
1. Switch to LON-SVR1, and then in the DNS console, in the console tree, select 
the TreyResearch.net zone. 
2. Right-click TreyResearch.net, and then click New Host (A or AAAA)…. 
3. In the New Host window, in the Name text box, type ATL-SVR1, in the IP 
address text box, type 172.16.18.125, and then select Add Host. 
4. In the DNS pop up window, select OK, and then in the New Host window, click 
Done. 
5. Switch to SYD-SVR1, and then in the DNS console, in the console tree, select 
the TreyResearch.net zone. 
6. Right-click TreyResearch.net, and then click Refresh. In the details pane, you 



should now see the ATL-SVR1 host record, along with the Start of Authority 
(SOA) and Name Server (NS) resource records for LON-SVR1.Adatum.com. 

Results: After completing this exercise, you should have installed and configured 
DNS on 20741B-SYD-SVR1 successfully. 

Task 6: Prepare for the next lab 
After you finish this lab, Leave the virtual machine running for the next lab. 
 

Lab B: Integrating DNS with AD DS 
Exercise 1: Integrating DNS with AD DS 
Task 1: View resource records for the Sydney location 
1. On SYD-SVR1, in the DNS Manager console, in the console tree, expand SYD-
SVR1, and then select and expand Forward Lookup Zones. 
2. Note that Adatum.com does not appear. 
3. Click the Conditional Forwarders node in the console tree, right-click 
Adatum.com, and then click Delete. 
4. In the DNS pop-up window, click Yes. 
5. Close the DNS Manager console. 
6. On LON-DC1, in Server Manager, click Tools, and then click DNS. 
7. In the console tree, expand LON-DC1, select and expand Forward Lookup 
Zones, and then select Adatum.com. 
8. Note the resource records in the details pane. You will compare these to the 
resource records on SYD-SVR1 after it is promoted to be a domain controller. 
9. Do not close the DNS Manager console on LON-DC1. 

Task 2: Install AD DS on SYD-SVR1 
1. On SYD-SVR1, in the Server Manager console, click Add roles and features. 
2. On the Before you begin page, click Next. 
3. On the Select installation type page, click Next. 
4. On the Select destination server page, ensure that SYD-SVR1.Adatum.com is 
selected, and then click Next. 
5. On the Select server roles page, click Active Directory Domain Services. 
6. When the Add Roles and Features Wizard appears, click Add Features, and 
then click Next. 
7. On the Select features page, click Next. 



8. On the Active Directory Domain Services page, click Next. 
9. On the Confirm installation selections page, click Install. 
10. On the Installation progress page, when the Installation succeeded message 
displays, do not close it. Instead, click the hyperlink Promote this server to a 
domain controller. 
11. In the Active Directory Domain Services Configuration Wizard, on the 
Deployment Configuration page, ensure that Add a domain controller to an 
existing domain is selected, and then click Next. 
12. On the Domain Controller Options page, ensure that Domain Name System 
(DNS) server and the Global Catalog (GC) are selected, type Pa55w.rd in both text 
boxes, and then click Next. 
13. On the DNS Options page, click Next. 
14. On the Additional Options page, click Next. 
15. On the Paths page, click Next. 
16. On the Review Options page, click Next. 
17. On the Prerequisites Check page, click Install. 

Note: The server automatically restarts as part of the procedure. 

18. After SYD-SVR1 restarts, sign in as Adatum\Administrator with the password 
Pa55w.rd. 
19. On the Taskbar, right-click the Network icon, and then click Open Network 
and Sharing Center. 
20. In the Network and Sharing Center window, click the PAC_WAN hyperlink. 
21. In the PAC_WAN Status window, click Properties. 
22. In the PAC_WAN Properties dialog box, select Internet Protocol Version 4 
(TCP/IP4), and then click Properties. 
23. In the Internet Protocol Version 4 (TCP/IP4) Properties dialog box, in the 
Preferred DNS server text box, type 172.16.19.20 and in the Alternate DNS 
server text box, type 172.16.0.10 and then click OK. 
24. Click Close two times. 
25. Close the Network and Sharing Center window. 

Task 3: Review resource records on SYD-SVR1 
1. On SYD-SVR1, open Server Manager, click Tools, and then click DNS. 
2. In the DNS Manager console, in the console tree, expand SYD-SVR1, expand 



Forward Lookup Zones, and then click the Adatum.com zone. 
3. Right-click Adatum.com, and then click Properties. 
4. In the Adatum.com Properties dialog box, click the Start of Authority tab. 
Ensure that SYD-SVR1 shows as the Primary server. 
5. Click Cancel. 
6. With the Adatum.com zone still selected, review the resource records in the 
details pane. All the resource records that appeared in the LON-DC1 zone 
Adatum.com will appear here on SYD-SVR1. 
7. In the console tree, right-click the Adatum.com zone, and then click New Host 
(A or AAAA)…. 
8. In the New Host window, in the Name text box, type SYD-CL1, in the IP address 
text box, type 172.16.19.150 and then click Add Host. 
9. In the DNS pop-up window, click OK, and then in the New Host window, click 
Done. 
10. Switch to LON-DC1, in the DNS Manager console, click the Adatum.com zone 
in the console tree, right-click Adatum.com, and then click Refresh. In the details 
pane, you should now see the SYD-CL1 host record. 
11. If the SYD-CL1 record does not appear, perform the following actions on LON-
DC1: 
a. In Server Manager, in the Tools drop-down list, click Active Directory Sites and 
Services. 
b. In the Active Directory Sites and Services window, in the console tree, expand 
Sites, expand Default-First-Site-Name, and then expand Servers. 
c. Expand LON-DC1, and then click NTDS Settings. 
d. In the details pane, right-click the <automatically generated> replication link, 
and then click Replicate Now. 
e. In the Replicate Now pop-up window, click OK. 
f. Repeat step 10 above. The SYD-CL1 resource record should display in the 
Adatum.com zone. 
12. Close all open windows. 

Results: After completing this exercise, you should have integrated DNS with AD 
DS successfully. 

Task 4: Prepare for the next lab 
After you finish this lab, leave the virtual machines running for the next lab. 



Lab C: Configuring advanced DNS settings 
Exercise 1: Configuring DNS policies 
Task 1: Verify DNS name resolution before configuring DNS policies 
1. On LON-DC1, in Server Manager, click Tools, and then click DNS. 
2. In DNS Manager console, expand LON-DC1, expand Forward Lookup Zones, 
and then select Adatum.com. 
3. Right-click Adatum.com, and then click New Alias (CNAME)…. 
4. In the New Resource Record window, in the Alias Name text box, type www, in 
the Fully qualified domain name (FQDN) for target host text box, type                               
LON-DC1.adatum.com and then click OK. 
5. Switch to TOR-SVR1. 
6. On TOR-SVR1, right-click Start, and then click Windows PowerShell. 
7. In the Windows PowerShell console, type the following two commands, and 
press Enter after each command: 
ipconfig /flushdns 
nslookup www.adatum.com 
8. Verify that the last command returns the IP address 172.16.0.10. 
9. Switch to LON-CL1. 
10. Right-click the Start icon and select Command Prompt (Admin). 
11. In the Administrator: Command Prompt console, type the following two 
commands, and press Enter after each command: 
ipconfig /flushdns 
nslookup www.adatum.com 
12. Verify that the last command returns the IP address 172.16.0.10. 

Task 2: Configure DNS policies 
1. On LON-DC1, in the Windows PowerShell window, type the following 
command, and then press Enter: Import-Module DnsServer 

Note: There is a text file located on LON-DC1 in E:\Labfiles\Mod04 named 
ConfigurePolicies.txt. This file has all the below mentioned cmdlets that you can 
copy and paste into Windows PowerShell to eliminate excessive typing. 

2. At the Windows PowerShell command prompt, type the following cmdlets, and 
press Enter after each cmdlet: 
Add-DnsServerClientSubnet -Name "UKSubnet" -IPv4Subnet "172.16.0.0/24" 



Add-DnsServerClientSubnet -Name "CanadaSubnet" -IPv4Subnet 
"172.16.18.0/24" 

Add-DnsServerZoneScope -ZoneName "Adatum.com" -Name "UKZoneScope" 

Add-DnsServerZoneScope -ZoneName "Adatum.com" -Name 
"CanadaZoneScope" 

Add-DnsServerResourceRecord -ZoneName "Adatum.com" -A -Name "www" -
IPv4Address "172.16.0.41" -ZoneScope "UKZoneScope" 

Add-DnsServerResourceRecord -ZoneName "Adatum.com" -A -Name "www" -
IPv4Address "172.16.18.17" -ZoneScope "CanadaZoneScope" 

Add-DnsServerQueryResolutionPolicy -Name "UKPolicy" -Action ALLOW –
ClientSubnet "eq,UKSubnet" -ZoneScope "UKZoneScope,1" -ZoneName 
"Adatum.com" 

Add-DnsServerQueryResolutionPolicy -Name "CanadaPolicy" -Action ALLOW –
ClientSubnet "eq,CanadaSubnet" -ZoneScope "CanadaZoneScope,1" -ZoneName 
Adatum.com 

Task 3: Check DNS name resolution after configuring DNS policies 
1. Switch to LON-CL1. 
2. While still on LON-CL1, in the Administrator: Command Prompt window, type 
the following two commands, and press Enter after each command: 
ipconfig /flushdns 
nslookup www.adatum.com 
3. You should get the result 172.16.0.41. 
4. On the host computer, in the Hyper-V Manager console, right-click 20741B-
LON-CL2 and select Settings. 
5. In the Settings for 20741B-LON-CL2 window, select the Network Adapter, 
London_Network. 
6. In the details pane, in the Virtual switch drop down, select NA_WAN, and then 
click OK. 
7. Right-click 20741B-LON-CL2 and select Start, and then right-click 20741B-LON-
CL2 again and then select Connect. 
8. When the 20741B-LON-CL2 virtual machine completes start up, sign in as 
Administrator with a password of Pa55w.rd. 



9. On the Notification area of the Taskbar, right-click the Network icon, and select 
Open Network and Sharing Center. 
10. In the Network and Sharing Center window, click the London_Network 
hyperlink. 
11. In London_Network Properties, select the Internet Protocol Version 4 
(TCP/IPv4) item, and then click Properties. 
12. In Internet Protocol Version 4 (TCP/IPv4) Properties, change the IP address 
field to 172.16.18.51, and the Default gateway field to 172.16.18.1, then click OK 
and then Close twice. 
13. Click Start, and then, in the list of Apps, scroll down and click Windows 
PowerShell folder, and then click the Windows PowerShell item. 
14. In the Windows PowerShell window, type the cmdlets, and press Enter after 
each one: 
Ipconfig /flushdns 
Nslookup www.adatum.com 
You should get a result of 172.16.18.17. 
15. In the 20741B-LON-CL2 on host Virtual Machine Connection window, click 
the Revert icon. 

Results: After completing this exercise, you should have configured DNS policies, 
and then tested that the policies work successfully. 

Exercise 2: Validating the DNS implementation 
Task 1: Connect the client to the appropriate virtual LAN 
1. On the student host computer, in the 20741B-LON-CL1 hostname - Virtual 
Machine Connection window, in the File menu, click Settings. 
2. In the Settings for 20741B-LON-CL1 on hostname window, in the console tree, 
select Network Adapter for the London_Network. 
3. In the details pane, in the Virtual switch drop-down list, select PAC-WAN, and 
then click OK. 
4. Switch back to LON-CL1. 
5. On the Taskbar, in the Search text box, type PowerShell and then in the list 
that is returned, click Windows PowerShell. 
6. In the Windows PowerShell console, type the following cmdlet, and then press 
Enter: Get-DnsClientServerAddress 
7. Note that the DNS server address assigned to London_Network IPv4 is 



172.16.0.10. This is LON-DC1. 
8. Right-click Start, and then then click Control Panel. 
9. In the Control Panel, click Network and Internet. 
10. In the Network and Internet dialog box, click Network and Sharing Center. 
11. In the Network and Sharing Center, click London_Network. 
12. In the London_Network Status dialog box, click Properties. 
13. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
14. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, in the IP 
address text box, change the third octet from 0 to 19. 
15. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, in the 
Default gateway text box, change the third octet from 0 to 19. 
16. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, in the 
Preferred DNS server box, type 172.16.19.20 and then click OK. 
17. In the London_Network Properties dialog box, click Close. 
18. In the London_Network Status dialog box, click Close. If a Networks window 
appears that states, “Do you want to allow your PC to be discoverable by other 
PCs and devices on this network?” click No. 

Task 2: Use DNS tools to confirm proper client configuration 
1. On LON-CL1, in Windows PowerShell, type the following cmdlet, and press 
Enter after each line: 
Clear-DnsClientCache 
Get-DnsClientServerAddress 
Note that the DNS server address assigned to Ethernet IPv4 is 172.16.19.20. This 
is SYD-SVR1. 
2. On SYD-SVR1, in Server Manager, click Tools, and then click DNS. 
3. In DNS Manager, expand SYD-SVR1, expand Forward Lookup Zones, and then 
select Adatum.com. 
4. In the details pane, examine the LON-CL1 host record. The IP address should be 
172.16.19.50. 
5. If the address still shows as 172.16.0.50, perform the following: 
a. Switch to LON-CL1. 
b. On LON-CL1, in the Windows PowerShell console, type the following cmdlet, 
and then press Enter: Register-DnsClient 
c. Switch to SYD-SVR1. In the console tree, right-click Adatum.com, and then click 



Refresh. 
d. The host record for LON-CL1 should have an IP address of 172.16.19.50. 
e. In the console tree, right-click SYD-SVR1, and then click Clear Cache. 

Task 3: Test DNS name resolution to external and internal hosts 
1. On LON-CL1, in the Windows PowerShell console, type the following cmdlets, 
and press Enter after each line: 
Clear-DnsClientCache 
Nslookup mail.contoso.com 
You should get a non-authoritative reply of 10.10.0.50. 
2. On LON-CL1, in the Windows PowerShell console, type the following cmdlet, 
and then press Enter: Nslookup treyresearch.net 
You should get a reply of 172.16.19.20. 

Results: After completing this exercise, you should have validated the 
implementation of a global DNS infrastructure successfully. 
 
Exercise 3: Troubleshooting DNS 
Task 1: Review the scenario 
Read the help desk Incident Record 723101 in the Student Handbook Exercise 
Scenario. 

Task 2: Simulate the problem 
1. Switch to LON-CL1. 
2. From the Taskbar, click File Explorer. 
3. In File Explorer, in the address bar, type \\LON-DC1\Labfiles\Mod04 and then 
press Enter. 
4. In the details pane, right-click Scenario.vbs, and then select Copy. 
5. In the console tree of File Explorer, click the Documents library, and then, in 
the empty space of the details pane, right-click and select Paste. Close File 
Explorer. 
6. On the taskbar, in the Search area, type cmd and then, in the Best match list 
that appears, right click cmd, and then select Run as administrator. 
7. In the Command Prompt window, type cd documents, and then press Enter. 
8. Type Scenario.vbs and then press Enter. Close the Command Prompt window. 



Task 3: Resolve the problem 
1. On LON-CL1, while still in Windows PowerShell, type the following command, 
and then press Enter: Get-DnsClientCache 
2. Notice the records that are returned. 
3. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Clear-DnsClientCache 
4. At the Windows PowerShell command prompt, type the following command, 
and then press Enter. 
Notice that the address returned is the default gateway: test-connection lon-dc1 
5. At the Windows PowerShell command prompt, type the following command, 
and then press Enter. Notice that the wrong IP address is returned for LON-DC1: 
Get-DnsClientCache | fl 
6. At the Windows PowerShell command prompt, type the following command, 
and then press Enter. 
Notice that the correct record is returned from the Domain Name System (DNS) 
server: nslookup LON-DC1 
7. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: notepad C:\windows\system32\drivers\etc\hosts 
8. Scroll to the end of the file, delete 172.16.0.1 lon-dc1.adatum.com, and then 
press Enter. 
9. Click File, and then click Save. 
10. Close Notepad. 
11. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: Clear-DnsClientCache 
12. At the Windows PowerShell command prompt, type the following command, 
and then press Enter: test-connection lon-dc1 
13. At the Windows PowerShell command prompt, type the following command, 
and then press Enter. You can now see the correct record for LON-DC1 in the 
cache: Get-DnsClientCache | fl 
14. At the Windows PowerShell command prompt, type the following command, 
and then press Enter. Note that the command runs successfully:                                   
Resolve-Dnsname LON-DC1 | fl 
15. Click File Explorer. 
16. In the File Explorer address bar, type \\LON-DC1\Labfiles, and then press 
Enter. The folder opens. 



17. Close File Explorer. 
18. Update the Resolution section of the Incident Record with the following 
comments: 
The client had an incorrect entry in the hosts file. Because this entry is used to 
populate the DNS resolver cache, the client could not resolve the host name 
LON-DC1. 
Removed the entry, and the client was able to connect to resources. 

Results: After completing this exercise, you should have resolved the name-
resolution problems successfully. 

Task 4: Prepare for the next module 
After you finish the lab, revert the virtual machines to their initial state. 
1. On the host computer, start Hyper-V Manager. 
2. In the Virtual Machines list, right-click 20741B-LON-DC1, and then click Revert. 
3. In the Revert Virtual Machine dialog box, click Revert. 
4. Repeat steps 2 and 3 for 20741B-LON-SVR1, 20741B-SYD-SVR1, 20741B-TOR-
SVR1, 20741B-INET1, 20741B-EU-RTR, and 20741B-LON-CL1. 


