2.1. Device Connection

Cisco routers and switches do not have monitors, and you cannot connect a
keyboard or a mouse directly to the device. To manage the device, you connect to
the router or switch through either a dedicated terminal or a PC. There are
several options you can use to manage a Cisco device. These include:

Connection
Type

Console

Virtual
Terminal (VTY)

Security
Device
Manager
(SDM)

Description

A console connection allows for a direct connection through a
PC to the console port on the device. The PC will need a terminal
emulation program (such as HyperTerminal and PuTTY) to
connect to the device's command line interface. In the terminal
emulation program, use the following settings:

e 9600 bauds (or a rate supported by your router)
« Data bits = 8 (default)

« Parity = None (default)

o Stop bits = 1 (default)

o Flow control = None

A VTY connection connects through a LAN or WAN interface
configured on the device. Use a program such as Telnet or SSH
to open the command line interface. The Cisco device must be
configured with an IP address before a VTY connection can be
made.

The Cisco SDM allows a Web browser connection to the device.
Once connected, the SDM allows you to manage the security
features and network connections through a Web-based
graphical user interface. Be aware of the following SDM settings:

o 10.10.10.1 is the default IP address of the SDM
o The default value for both the username and password is
cisco



Note: A new router may not be completely configured for an
SDM connection, so you may need to make a console connection

first.

Use the following cable types to make the initial connection to the switch or the

router for device management:

Cable Type
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Straight-through Ethernet Cable

Pin-
outs

1-->8
2-->7
3-->6
4-->5
5->4
6-->3
7-->2
8-->1

1-->1
2-->2
3->3
6-->6

Use

Use a rollover Ethernet cable
to connect the device's
console port to the serial
port on a PC. Connect the RJ-
45 end to the console port,
and connect the serial end to
the PC.

Use a straight-through
Ethernet cable to connect an
Ethernet port on a router to
an Ethernet port on a hub or
switch. You can then access
the router from another PC
connected to the same
network using a VTY
connection.

Note: If the router has an AUI
port, connect one end to an
AUl transceiver before
connecting to the router.
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Crossover Ethernet Cable

1-->3
2-->6
3->1
6->2

Use a crossover Ethernet
cable to connect an Ethernet
port on a router directly to
the NIC in a PC. Establish a
VTY session from the PC to
connect to the device.

Note: If the router has an AUI
port, connect one end to an
AUl transceiver before

connecting to the router.
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2.2. Startup

The following graphic details the process used to boot the device.
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When you turn the router on, it runs through the following boot process.

1. The Power-On Self-Test (POST) checks the router's hardware.

When the POST completes successfully, the System OK LED indicator
comes on.

2. The router checks the configuration register to identify where to load the
I0S image from. A setting of 0x2102 means that the router will use
information in the startup-config file to locate the 10S image.

If the startup-config file is missing or does not specify a location, it will
check the following locations for the 10S image:

1. Flash (the default location)

2. TFTP server

3. ROM (used if no other source is found)



3. The router loads the configuration file into RAM (which configures the
router). The router can load a configuration file from:
1. NVRAM (startup-configuration file)
2. TFTP server
3. If a configuration file is not found, the router starts in setup mode.

Configuration Register

e The configuration register is a software configuration register that exists on
newer Cisco devices. At boot, the device reads the configuration register to
identify where to get the 10S image. The value of the configuration register
is normally represented as a hexadecimal number.

e If the configuration register has a value of 0x2102, the device will load the
startup-config file in NVRAM and use its settings to identify where to find
the 10S image (NVRAM, ROM or TFTP server).

e By changing the configuration register value, you can bypass the startup-
config file and load the I0S image stored in ROM. This process is useful in
gaining access to a router when you have forgotten the necessary
passwords.
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2.3. Setup Mode

If the router is brand new, it has no startup-config file. Therefore, when it boots,
it immediately enters Setup mode. Setup mode is a special, guided routine that
asks you a series of questions and uses your responses to make basic
configuration entries.

There are two ways to enter setup mode:

» Boot the router without the startup-config file. This happens when you
erase the current startup-config file, or when you boot a new router.
o Use the setup command from privileged mode.

You can exit setup mode without answering all the questions by pressing Ctrl + C.
The information you've entered to that point will not be saved.

Cisco routers and switches come with the following defaults:

o No set passwords. During setup mode, passwords are created.
o All router interfaces are in shutdown mode until they are enabled.
« All switch interfaces are enabled and ready to forward packets.

Note: Some Cisco switches allow you to enter an express setup mode. Be aware of
the following express setup details:

o The device must be enabled as a DHCP server.

o The device must be power cycled while pressing the Mode button and while
your PC is connected to an Ethernet interface.

o Use a Web browser to enter the express setup mode by going to 10.10.10.1.



2.4. Command Mode Prompts and
Commands

The following table summarizes basic command mode prompts and other
commands.

Mode Prompt To Enter To Exit
exit
User EXEC Router> Press <enter>, then log in logout
disconnect
Privileged disable (exit
Router# bl .
EXEC “ ehable disconnects)
Global . . . .
. . Router(config)# config terminal exit, NZ*
Configuration
Line Router(config-line)# line <type> <number> exit, NZ*
.. interface <type> .
Interface Router(config-if)# ! YP exit, NZ*
<number>
. . . interface <type> .
Subinterface Router(config-subif)# intertace <type exit, NZ*
<number>.<subnumber>
Router Router(config-router)# router <type> exit, AZ*
setup
Setup None, interactive dialog |erase startup-config + nC
reload

ROM Monitor mode lets
you configure your router
if the router can't find a
valid system image, or if
ROM the boot sequence is
Monitor rommon> interrupted when you
start the router. It is an
emergency command-line
access to the router. To go

to EXEC mode from this



mode, type continue at
the prompt.

RXBoot mode lets a router
boot with a limited
version of the IOS when it
cannot find a valid 10S
image in Flash. You enter
RXBoot mode by
modifying the
configuration register
before rebooting the
router.

RXBoot <boot>

*NAZ (Ctrl + Z) exits all configuration modes to privileged EXEC mode. exit "backs
up" one configuration mode.
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2.5. Command Help

Help is available in all device modes. It is context sensitive, so the information you
see depends on what you are doing. Cisco bases this on the mode you are in and
the words or partial words you type with the ?.

To... Use...

Show list of all commands available in the 5

current mode '

Show commands that begin with specific xx? (no space between the
letter(s) letter and ?)

command ? (space between

how k f
Show keywords for a command command and ?)

partial command + <tab> (no

Get the full command from a partial command
space)

Note: Typing ? acts as a return, and repeats the last command you entered after
the Help information displays. You do not need to retype the command after you
ask for help on it.

When you use Help to display the possible keywords for a command, you will see
the following types of items.

When you see... Supply...

WORD (in caps) Type a one-word response

LINE (in caps) Type a multiple-word response
<0-4567> Enter a number within the range in brackets
<0-FFFFFF> Enter a hexadecimal number within the range in brackets

The command is complete as typed, press Enter to execute
the command

A.B.C.D Enter an IP address

<cr>



2.6. Editing Features

The following lists summarize the advanced editing features of the CLI.

Use this ... To...

Ctrl+ A Move to the beginning of the line
Ctrl+ E Move to the end of the line

Ctrl + B Left arrow Go back one character

Ctrl + F Right arrow Go forward one character
f:::e::z::release Esc, before pressing B) Go back one word

f::é::i:: release Esc, before pressing F) Move forward one word

Ctrl + Z Quit a configuration mode
terminal editing Turn advanced editing on
terminal no editing Turn advanced editing off

When you are in advanced editing mode, the $ indicator appears after the
prompt. As you type, commands longer than the command line appear to scroll
under the prompt.

Note: The editing feature uses the same keystrokes as UNIX emacs editing.
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2.7. Command History Command List

By default, the I0S automatically saves the last 10 commands in the command
history buffer. The command history is specific to the configuration mode you
are in.

Use... To...

Ctrl + P or Up arrow Show the previous command
Ctrl + N or Down arrow Show the next command
terminal history Turn the command history on
terminal no history Turn the command history off

terminal history size <0-256> Set the size of the history buffer

Show all the commands in the history

show history buffer
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2.8. Controlling Screen Output

As you work with the device at the console and make configuration changes,
response messages are often displayed on the screen. The following table
describes various ways to control the response messages shown.

Problem Solution

When making configuration changes, the following Use:

message is constantly displayed (sometimes as you are no logging console

typing): To turn these

%SYS-5-CONFIG_1: Configured from console by console 'messages off.

When working with the device through a Telnet session, Use: ) )
terminal monitor

when you use a debug command, output will not be

shown. to send debug output

to the telnet session.

Use:

logging buffered

to send logging
information to RAM,
then use:

show log

to view information
one screen at a time.

When viewing debug information, you want to review
previous information, or debug information is shown
too quickly for you to examine it.
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2.9. Router Memory

Be sure you understand the difference between the following types of router
storage.

Memory Type Characteristics

Preprogrammed, non-writable memory containing the
ROM (Read- |bootstrap startup program, an older, smaller-scale version of
Only Memory) the operating system (10S) software, and the Power-on Self-Test
(POST) program

Non-volatile but programmable memory containing the
Flash proprietary Cisco operating system (I0S) images

Note: Older routers don’t have flash memory
RAM (Random

Access
Memory)

Volatile memory containing the running operating system and
current (unsaved) configuration information

Non-volatile but persistent memory that contains the backup
NVRAM (Non- [copy of the startup configuration (startup-config) file and virtual
Volatile RAM) |configuration register

Note: On some routers, NVRAM holds the I10S image

The contents of non-volatile memory (such as ROM, flash, and NVRAM) remain
when the router is powered off. The contents of volatile memory (RAM) are lost
when the router is powered down.
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2.10. Copy Commands

The device can load a configuration file from:

o NVRAM (startup-configuration file by default value 0x2102)

e TFTP server

Changes to the configuration are stored in RAM in the running-config file.
To save your configuration changes permanently, and to load different versions of
the configuration files from various locations, use the copy command in privileged

EXEC mode.

Use...
Router#copy run start
Router#copy start run

Router#copy run tftp

Router#copy start tftp

Router#copy tftp start

Router#copy tftp run

Router(config)#tftp-
server flash <filename>

To...

Save the contents of the running-config file to
NVRAM

Copy the startup-config file into RAM

Save the contents of the running-config file to a TFTP
server

Save the contents of the startup-config file to a TFTP
server

Copy a configuration file from the TFTP server into
NVRAM

Copy a configuration file from the TFTP server into
RAM

Configure a Cisco router as a TFTP server. When
using this command, you must specific the location
(flash or rom) of the 10S image file as well as the 10S
image file name.

You can also use the erase command to delete the configuration files--but be very
careful not to erase files you need!



Use...
Router#erase flash
Routertterase start
Router#erase nvram

Routerttreload

To...

Delete the contents of Flash memory (deletes the 10S
image)

Erase the contents of the startup-config file

Delete the contents of NVRAM (which also erases
startup-config)

Restarts the router

You can also use the following commands to manage system files:

Use...
show version

configure memory
or

copy startup-config
running-config

configure terminal

To...

Display information about hardware and firmware
including the configuration register value

Copy configuration information from another source
(like NVRAM)

Configure information into the RAM of a router
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2.11. 10S Boot and Upgrade Location
Commands

The router can load an 10S image from the following locations:

« Flash
o« TFTP server
« ROM (limited version of the 10S software)

Use the boot system command in global configuration mode to identify alternate
locations for the I0OS image. Use the copy command to archive, upgrade, or
replace an IOS image.

Use... To...
Router(config)#boot system flash Identify an I0S image file in
<lOSfilename> flash to use at boot.

Router(config)#boot system tftp <lOSfilename> |dentify an |0S image file on a
<tftp_address> TFTP server to use at boot.

Router(config)#boot system rom

(10S versions 11.2 and below) Specify to use the limited 10S
Router(config)#boot system flash bootflash: version stored in ROM at boot.
(10S versions 12.0 and above)

Back up (copy) the I0S image

Router#copy flash tftp from Flash to the TFTP server.
Restore the 10S image from
Router#copy tftp flash backup on the TFTP server to

Flash.

Note: When you use the boot system command, you are not making backup
copies of the I0S image, nor are you replacing the default 10S search order. You
are directing the router where to look for the I0S image on boot-up. It tries each
location in turn, until it finds a valid I0S image. If one is not found, it returns to the
default load sequence.



2.12. Show Commands (Basic)

The following list summarizes common information you can display using

common show commands.

Use this command...

show version

show running-config

show startup-config

or
show config

show flash

show history

show protocols

or

show interfaces
or

show ip interfaces

show protocols
or
show interfaces

To...

View hardware configuration, running 10S version,
ROM bootstrap version, and RAM and processor
information

View the currently running configuration file

View the startup configuration file stored in NVRAM
(the saved copy of the configuration file)

View the size of the configuration files and the
available flash memory

View information for all 10S image files stored on the
router

View the commands in the command history list

View the IP addresses assigned to a specific interface

View the status of all interfaces
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2.13. Interface Numbering

The switch interface numbering scheme includes the bank number and port
number:

Portion |Details Examples

« Switches that have one fixed bank are
assigned 0.
« Switches that have multiple banks start

Bank , _
number with 0 and are assigned from bottom to  |FastEthernet 2/1
top. For example, if a switch had 5 banks, |(3rd bank/1st port)
it would have bank numbers 0-4. FastEthernet 1/5
(2nd bank/5th port)
« Port numbers are assigned starting with  FastEthernet 0/7
1. (fixed bank or 1st
« Switches that have 1 row of ports on a bank/7th port)
Port bank are assigned from left to right. FastEthernet 5/1
number « Switches that have 2 rows of portsona | (6th bank/1st port)

bank are assigned from top to bottom
and left to right.

Router interface numbering includes the following types of schemes:

Scheme Details Examples

Older Cisco routers, such as the Cisco
2500, use a fixed port numbering scheme.

In the fixed port numbering scheme: SerialO (1st serial port)
Seriall (2nd serial port)

Fixed ports « Each built-in port was hard-wired  [EthernetO (1st Ethernet
with a port number. port)
o Numbering starts with 0, and is
assigned from right to left.



Newer Cisco routers, such as the Cisco
2600, support WAN Interface Cards (WIC)
and Network Modules (NM) with various
ports. Some Network Modules include
slots for WAN Interface Cards. In the
Slot/Port numbering scheme:

e The slot number scheme includes: |FastEthernet3/4 (3rd
o Built-in ports and built-in WIC NM slot/5th

slots are given NM slot FastEthernet port)
number 0. The remaining NM FastEthernet0/3 (built-
slots are assigned from right |in/4th FastEthernet
to left and bottom to top. port)

Slot/Port o If the device does not have

numbering built-in ports or built-in WIC Serial2/3 (2nd NM
slots, the NM slot numbering [slot/4th serial port)
is assigned from right to left Seriall/5 (1st NM
and bottom to top, starting  slot/6th serial port)

with 0. Serial0/2 (built-in or
Note: When learning about |1st WIC slot/3rd serial
the router's NM slots, port)

discover whether or not the
router has built-in ports and
built-in WIC slots.
o The port numbers start with 0 and
are assigned from right to left and
bottom to top for each NM slot.

The newest Cisco routers, such as the FastEthernet2/1/0
Cisco 1800/2800/3800, use an enhanced ((2nd NM slot/2nd WIC
slot/port numbering scheme to identify ~ |sub-slot/1st
Slot/Sub-  the WIC sub-slot. In the Slot/Sub-slot/Port FastEthernet port)
slot/Port numbering scheme: FastEthernet0/0/0
numbering (built-in/1st WIC sub-
e Built-in WIC ports are numbered slot/1st FastEthernet
using a slot of 0 and a sub-slot that |port)

is the WIC slot number. FastEthernet0/1/3
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(built-in/2nd WIC sub-
slot/4th FastEthernet
port)

Serial4/1/1 (4th NM
slot/2nd WIC sub-
slot/2nd Serial port)
Serial0/1/0 (built-
in/2nd WIC sub-slot/1st
Serial port)

Ethernet1/0 (1st NM
slot/1st Ethernet port)
FastEthernet0/1 (built-
in/2nd FastEthernet
port)



2.14. Hostname and Description
Commands

During initial setup, you can configure a host name for your device (i.e. router or
switch). This is the name that appears in the EXEC prompt. Unlike the device itself,
interfaces do not have specific names that change the prompt. However, you can
add a description to the configuration file that helps you identify the interface.

Use... To...
Router(config)#hostname <name> Change the host name of the router

Go to interface configuration mode for the

Router(config)#int serial 0/0 first serial interface. You can use
Router(config)#int s0/0 abbreviations for the interface type, such
Router(config)#int Ethernet 0 as:

Router(config)#int ether0
Router(config)#int FastEthernet 0/1 « fa=FastEthernet

Router(config)#int Fa0/1 . gi=Gigabit
Router(config)#int Gigabit 0/1 « s=Serial
Router(config)#int gi0/1 « e =Ethernet

Router(config-if)#description I e
.( . fig-if) p Set a description for a specific interface
<description text>

Examples

The following set of commands sets the hostname of the router to ATL1:

Router#config t
Router(config)#hostname ATL1
ATL1(config)#

The following set of commands adds a description of ATL to NYC for the first serial
interface on the router:

Router(config)#int ser 0
Router(config-if)#description ATL to NYC



Note: To undo any configuration change, use the same command preceded by the
no keyword followed by the command. For example, to remove a description from
an interface, use the following command:

Router(config-if)#no description

Notice that in many cases you can leave off additional parameters when using the
no command.
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2.15. Device Passwords

The following table lists three of the most common passwords that you can
configure on your device:

Password -
Description
Type
Controls the ability to log on to the router through a console
Console .
connection
VTY Controls the ability to log on to the router using a virtual terminal

(VTY) connection

Controls the ability to switch to configuration modes. There are
two different passwords that might be used:

« The enable password is stored in clear text in the
EXEC mode configuration file.
« The enable secret password is stored encrypted in the
configuration file.

Note: The router always uses the enable secret password if it exists.

Be aware of the following recommendations for configuring router passwords:

« Passwords are case-sensitive.

o For security reasons, you should not use the same password for both your
enable and enable secret passwords.

« You can set the enable, enable secret, and line passwords in setup mode.

o Cisco routers support Terminal Access Controller Access Control System
(TACACS) and Remote Authentication Dial-In User Service (RADIUS) to
centrally validate users attempting to gain access to the router.

The following table summarizes basic password commands.



Use...

Router(config)#enable secret
<password>

Router(config)#enable password
<password>

Router(config)#line con 0

Router(config)#line vty <0-197>
<1-197>

Router(config-line)#password

Router(config-line)#login

Router(config)#no enable secret
Router(config)#no enable password
Router(config-line)#no login
Router(config-line)#no password

Router(config)#service password-
encryption

To...

Set the encrypted password used for
privileged mode access. The enable secret
is always used if it exists.

This command uses the Message-Digest 5
(MD5) hashing algorithm to encrypt the
password.

Set the unencrypted password for
privileged mode access. This password is
used if the enable secret is not set.

Switch to the line configuration mode for
the console.

Switch to the line configuration mode for
the virtual terminal. Specify one line
number or a range of line numbers, for
example: line vty 0 4

Set the line password (for either console
or VTY access).

Require the password for line access.

Remove the password. The no login
command disables password checking.

Encrypt all passwords as a type 7
password. Encrypted type 7 passwords are
not secure and can be easily broken;
however, the encrypted values do provide
some level of protection from someone
looking over your shoulder after having
issued the show run command. Rather
than relying on this encryption, make sure
to use the enable secret command for
better encryption.



Note: If you do not use the login command in line mode, a password will not be
required for access, even though one is set.

Access to the console through a Telnet session is controlled by the login and the
password entries. To prevent VTY access, there must be a login entry without a
password set. Access is allowed based on the following conditions:

« nologin, no password = access is allowed without a password

« login, no password = access is denied (the error message indicates that a
password is required but none is set)

» no login, password = access is allowed without a password

« login, password = access is allowed only with correct password
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2.16. Password Recovery

Password recovery is the process of discovering or resetting forgotten router
passwords. The exact process you use to recover lost passwords depends on the
switch model. Listed below are the general steps you would take for the 2960
switch:

1.
2.
3.

No vk

8.
9.

Establish a console connection to the switch.

Unplug the power cable.

Hold down the mode button while reconnecting the power cable to the
switch. Release the mode button when the SYST LED blinks amber and then
turns solid green. When you release the mode button, the SYST LED blinks
green.

Type the flash_init command.

Type the load_helper command.

Type the dir flash: command. Note: make sure to include the colon (:).

Type rename flash:config.text flash:config.old to rename the configuration
file.

Type the boot command to restart the system.

Enter yes to terminate autoinstall.

10.Enter n at the prompt to abort the initial configuration dialog.
11.Type enable to enter enable mode.

o To save the previous settings and configurations of the switch, type
rename flash:config.old flash:config.text

o To overwrite the settings and configurations of the switch, type
copy flash:config.text system:running-config to copy the
configuration file into memory.
Note: the configuration file is now reloaded.

12.Enter configuration mode to change the passwords.
13.In global EXEC mode, type copy run start to save the changes.

To recover passwords on most routers, you need to modify the configuration
register to bypass the startup-config file and boot the router with a limited I10S
version. You can then load the existing startup-config file and view or modify the
current password settings. The exact process you use to recover lost passwords
depends on the router model. Listed below are the general steps you would take
for the 1800 series routers:



1. Establish a console connection to the router.

2. At the prompt, type show version. Record the value for the configuration
register (usually 0x2102).

3. Turn the router off and on.

4. Within 60 seconds, use the keyboard to send a break sequence to the
router. For a Windows system, the break sequence is typically one of the
following:

o Break + F5
o Shift + F5
o ASB (Shift + 6, Shift + 4, Shift + b)

5. Type confreg 0x2142 to change the configuration register setting.

6. Type reset or i to reboot. With the configuration register changed, the
router reboots bypassing the startup-config file.

7. The router will automatically enter Setup mode. At this point you can:

o Use Setup mode to configure the router (including the passwords).
o Quit Setup mode (using Ctrl + C) and change only the existing
passwords.
1. Type enable to enter privileged EXEC mode.
2. Type copy start run to load the startup-config file.
3. Enter configuration mode to change the passwords.
4. Type config-register 0x2102 to change the configuration
register back to the default.
5. Exit configuration mode and use copy run start to save the
changes to the passwords.
8. Use the reload command to restart the router normally.
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2.17. Banner Commands

Banners display messages that anyone logging into the device can see. The
following four types of banners display at various times during the login or startup
sequence.

Use... To...

Set the Message-of-the-day (MOTD) banner.
The MOTD banner displays immediately after
a connection is made.

Router(config)#banner
Router(config)#banner motd

Set the login banner. The login banner
Router(config)#banner login displays after the MOTD banner and before
the login prompt.

Set the EXEC banner. The exec banner

Router(config)#banner exec displays after a successful login.

Set the incoming banner. The incoming

Router(config)#no banner <type> Removes the specified banner

Note: The banner command without a keyword defaults to set the MOTD banner.

Follow the banner command with a delimiting character. The delimiter encloses
the banner text, and helps the router identify the beginning and ending of the
banner. This allows you to construct multiple-line banners.

Example
The following commands set the MOTD, login, and EXEC banners, using # as the
delimiting character and inserting a hard return between each banner:

Router(config)#banner motd # This is the Message-of-the-day banner!
#

Router(config)#banner login # This is the Login banner!

#

Router(config)#banner exec # This is the Exec banner!

#



2.18. CDP Commands

The Cisco Discovery Protocol (CDP) is a protocol that Cisco devices use to learn
and share information about each other. Cisco devices, such as routers and
switches, can discover neighboring Cisco devices through CDP.

« By default, CDP is enabled on all interfaces.

o CDP only shares information with directly connected (neighboring) devices.

o CDP works when there is a valid Data Link layer connection.

o CDP works regardless of the Network layer and other protocols used. It can
discover information on LANs, Frame Relay, and other network

architectures.

Use the following commands to customize and view CDP information.

Use...

Router(config)#cdp holdtime <10-255>

Router(config)#cdp timer <5-900>

Router(config)#cdp run
Router(config)#no cdp run

Router(config-if)#cdp enable
Router(config-if)#no cdp enable
Router#show cdp

To...

Specify the amount of time that
information in a packet is still valid
(default = 180 seconds)

Use the no cdp holdtime command to
reset the value to its default.

Specify how often CDP packets are
exchanged (default = 60 seconds)

Use the no cdp timer command to reset
the value to its default.

Enable CDP on the router

Disable CDP on a router, to prevent the
router from exchanging CDP packets

Turns CDP for an interface on
Turns CDP for an interface off

View CDP information



Router#show cdp interface

Router#show cdp neighbors

Router#show cdp neighbors detail

Router#show cdp entry *

Router#show cdp entry <name of the
neighbor>

Router#show cdp traffic

Show information about neighbors
accessed through an interface

Show CDP configuration information for
the router including the holdtime,
encapsulation, and CDP exchange
interval

Show information about all neighboring
Cisco devices including:

e Device ID
e Local interface

« Holdtime
« Capability
o Platform
e PortID

Shows all information for the show cdp
neighbors command and adds:

« Network address (such as the IP
address)

« Enabled protocols

« Software version

Show the same information as show
cdp neighbors detail

Show the same information as show
cdp neighbors detail, but only for the
named neighbor

Show the number of CDP
advertisements sent and received



Examples

The following commands turn on CDP for the router and configures it to send CDP
packets every 90 seconds.

Router(config)#cdp run
Router(config)#cdp timer 90

The following commands turn off CDP on the router's first Ethernet interface.

Router(config)#int eth 0
Router(config-if)#no cdp enable
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