
Module 2: Implementing DHCP 

Lab: Implementing DHCP                                                                               
(VMs: 20741B-LON-DC1, 20741B-LON-SVR1, 20741B-LON-CL1, 20741B-TOR-SVR1, 
20741B-EU-RTR, 20741B-NA-RTR)                                                                         
Exercise 1: Planning a DHCP server implementation 
Task 1: Plan a DHCP server implementation 
Based on your answers to the following questions, you will develop a plan for 
implementing a DHCP server infrastructure. 

1. What scopes do you need to create to enable the IP addressing scheme from 
module 1? 
Answer: Subnet assignments will vary, but possibilities are: 

Houston: Has 400 potential wired connections and 150 potential wireless 
connections. Houston will need two /24 subnets supernetted for the wired 
connections and one /24 subnet for the wireless connections. 
Houston will use 172.16.30.0/24 and 172.16.31.0/24 supernetted for wired 
connections, and 172.16.55.0/24 for wireless connections. 

Mexico City: Has 150 potential wired connections and 70 potential wireless 
connections. Mexico City will use 172.16.35.0/24 for wired connections and 
172.16.56.0/24 for wireless connections. 

Portland: Has 175 potential wired connections and 225 potential wireless 
connections. Portland will use 172.16.40.0/24 for wired connections and 
172.16.57.0/24 for wireless connections. 
Wireless scopes will have a short duration of one day, and wired scopes will have 
a duration of eight days. 

2. Where will DNS service come from? 
Answer: LON-DC1 will be the DNS server for all scopes. 

3. How will you get DHCP messages from TOR-SVR1 to the clients in the 
Houston, Mexico City, and Portland locations? 
Answer: You will configure DHCP relay agents in the branches. 



4. What configuration changes do you need to make to NA-RTR to enable the IP 
addressing scheme through the DHCP relay? 
Answer: You will need to assign IP addresses to the interfaces from their 
respective branch subnets, and configure them as DHCP relay agents. 

5. How will you assign different IP ranges to the clients in each location? How 
will you assign different IP addresses for wired and wireless clients? 
Answer: You will create multiple scopes on the DHCP server, and you will need a 
separate scope for each wired and wireless network. 
To distinguish between wired and wireless requests, you will configure the router 
as a DHCP relay agent for the wired connections, and then configure the wireless 
access points as relay agents for wireless requests. 

6. What IP addresses will you assign to the network interfaces on NA-RTR that 
are connected to the Houston, Mexico City, and Portland networks? 
Answer: You will assign 172.16.30.1 to the Houston interface; 172.16.35.1 to the 
Mexico City interface; and 172.16.40.1 to the Portland interface. 

7. How will you provide for DHCP Failover for TOR-SVR1? 
Answer: You will configure a failover relationship with LON-SVR1 as a hot standby 
DHCP server. 

Results: At the completion of this exercise, you should have planned a DHCP 
implementation. 

Exercise 2: Implementing the DHCP configuration 
Task 1: Install and configure the DHCP server role on TOR-SVR1 

Install the DHCP server role 
1. On TOR-SVR1, click Start, and then click the Server Manager tile. 
2. On the Server Manager dashboard, click Add roles and features. 
3. On the Before you begin page, click Next. 
4. On the Select installation type page, click Next. 
5. On the Select destination server page, click Next. 
6. On the Select server roles page, select DHCP Server. 
7. In the Add Roles and Features Wizard, click Add Features, and then click Next. 
8. On the Select features page, click Next. 



9. On the DHCP Server page, click Next. 
10. On the Confirm installation selections page, click Install. 

Note: The installation will take a few minutes to complete. 

11. After the installation succeeds, click Close. 

Perform the post-installation tasks 
1. On the top menu bar, click the (orange triangle) Notifications icon, and then 
click the Complete DHCP configuration link. 
2. In the DHCP Post-Install configuration wizard, on the Description page, read 
the text, and then click Next. 
3. On the Authorization page, click Commit. 
4. Read the text on the Summary page, and then click Close. 
5. In Server Manager, click Tools, and then click Services. 
6. Select the DHCP Server service, and then click the Restart link. 
7. Close the Services management console. 

Task 2: Configure DHCP scopes for Houston, Mexico City, and Portland 

Create the Houston scopes 
1. On TOR-SVR1, in Server Manager, click Tools, and then click DHCP. 
2. In the left pane, click to select TOR-SVR1.adatum.com. This will open the IPv4 
node. 
3. Click to select the IPv4 node. 
4. In the Actions pane, click More Actions, and then click New Scope. 
5. In the New Scope Wizard, click Next. 
6. On the Scope Name page, in the Name text box, type Houston-wired1 and then 
click Next. 
7. On the IP Address Range page, in the Start IP address text box, type 
172.16.30.2 and in the End IP address text box, type 172.16.30.254 

Note: Note that the subnet mask field fills in automatically to match the default 
subnet mask for a class B address range. 

8. Change the value of the subnet mask to 255.255.255.0, and then click Next. 
9. On the Add Exclusions and Delay page, click Next. 
10. On the Lease Duration page, click Next. 
11. On the Configure DHCP Options page, click Next. 



12. On the Router (Default Gateway) page, in the IP address text box, type 
172.16.30.1 click Add, and then click Next. 
13. On the Domain Name and DNS Servers page, click Next. 
14. On the WINS Servers page, click Next. 
15. On the Activate Scope page, click Next, and then click Finish. 
16. Repeat steps 4 through 15 to create a second scope with the following 
settings: 
o Name: Houston-wired2 
o Start IP address: 172.16.31.1 
o End IP address: 172.16.31.254 
17. Repeat steps 4–15 to create a third scope with the following settings: 
o Name: Houston-wireless 
o Start IP address: 172.16.55.2 
o End IP address: 172.16.55.254 
o Lease duration: 1 day 
o Router (Default Gateway): 172.16.55.1 

Create a superscope for Houston wired scopes 
1. Right-click the IPv4 node and then click New Superscope. 
2. In the New Superscope Wizard, click Next. 
3. On the Superscope Name page, in the Name text box, type Houston-wired and 
then click Next. 
4. On the Select Scopes page, press and hold the Ctrl key, click to select 
[172.16.30.0] Houstonwired1 and [172.16.31.0] Houston-wired2, and then click 
Next. 
5. On the Completing the New Superscope Wizard page, click Finish. 

Create the Mexico City scopes 
1. Click to select the IPv4 node. 
2. In the Actions pane, click More Actions, and then click New Scope. 
3. In the New Scope Wizard, click Next. 
4. On the Scope Name page, in the Name text box, type MexicoCity-wired and 
then click Next. 
5. On the IP Address Range page, in the Start IP address text box, type 
172.16.35.2 and then in the End IP address text box, type 172.16.35.254 
6. Change the value of the subnet mask to 255.255.255.0, and then click Next. 



7. On the Add Exclusions and Delay page, click Next. 
8. On the Lease Duration page, click Next. 
9. On the Configure DHCP Options page, click Next. 
10. On the Router (Default Gateway) page, in the IP address text box, type 
172.16.35.1 click Add, and then click Next. 
11. On the Domain Name and DNS Servers page, click Next. 
12. On the WINS Servers page, click Next. 
13. On the Activate Scope page, click Next, and then click Finish. 
14. Repeat steps 1 through 13 to create a scope with the following parameters: 
o Name: MexicoCity-wireless 
o Start IP address: 172.16.56.2 
o End IP address: 172.16.56.254 
o Lease duration: 1 day 
o Router (Default Gateway): 172.16.56.1 

Create the Portland scopes 
1. Click to select the IPv4 node. 
2. In the Actions pane, click More Actions, and then click New Scope. 
3. In the New Scope Wizard, click Next. 
4. On the Scope Name page, in the Name text box, type Portland-wired and then 
click Next. 
5. On the IP Address Range page, in the Start IP address text box, type 
172.16.40.2 and then in the End IP address text box, type 172.16.40.254 
6. Change the value of the subnet mask to 255.255.255.0, and then click Next. 
7. On the Add Exclusions and Delay page, click Next. 
8. On the Lease Duration page, click Next. 
9. On the Configure DHCP Options page, click Next. 
10. On the Router (Default Gateway) page, in the IP address text box, type 
172.16.40.1 click Add, and then click Next. 
11. On the Domain Name and DNS Servers page, click Next. 
12. On the WINS Servers page, click Next. 
13. On the Activate Scope page, click Next, and then click Finish. 
14. Repeat steps 1 through 13 to create a scope with the following parameters: 
o Name: Portland-wireless 
o Start IP address: 172.16.57.2 



o End IP address: 172.16.57.254 
o Lease duration: 1 day 
o Router (Default Gateway): 172.16.57.1 

Task 3: Configure network adapters on NA-RTR 
1. Switch to NA-RTR. 
2. Right-click Start, and then click Network Connections. 
3. Right-click the HOU_WAN adapter, and then click Properties. 
4. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
5. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, select Use 
the following IP address. 
6. In the IP address text box, type 172.16.30.1 and in the Subnet mask text box, 
type 255.255.255.0 and then click OK. 
7. Click Close. 
8. Right-click the MEX_WAN adapter, and then click Properties. 
9. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
10. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, select 
Use the following IP address. 
11. In the IP address text box, type 172.16.35.1 and then in the Subnet mask text 
box, type 255.255.255.0 
12. Click OK, and then click Close. 
13. Right-click the POR_WAN adapter, and then click Properties. 
14. Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties. 
15. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, select 
Use the following IP address. 
16. In the IP address text box, type 172.16.40.1 and in the Subnet mask text box, 
type 255.255.255.0 
17. Click OK, and then click Close. 

Task 4: Install the DHCP server role on LON-SVR1 

Install the DHCP Server role 
1. On LON-SVR1, click Start, and then click the Server Manager tile. 
2. On the Server Manager dashboard, click Add roles and features. 
3. On the Before you begin page, click Next. 
4. On the Select installation type page, click Next. 



5. On the Select destination server page, click Next. 
6. On the Select server roles page, select DHCP Server. 
7. In the Add Roles and Features Wizard, click Add Features, and then click Next. 
8. On the Select features page, click Next. 
9. On the DHCP Server page, click Next. 
10. On the Confirm installation selections page, click Install. 

Note: The installation will take a few minutes to complete. 

11. After the installation succeeds, click Close. 

Perform the post-installation tasks 
1. On the top menu bar, click the (orange triangle) Notifications icon, and then 
click the Complete DHCP configuration link. 
2. In the DHCP Post-Install configuration wizard, on the Description page, read 
the text, and then click Next. 
3. On the Authorization page, click Commit. 
4. Read the text on the Summary page, and then click Close. 
5. In Server Manager, click Tools, and then click Services. 
6. Select the DHCP Server service, and then click the Restart link. 
7. Close the Services management console. 

Task 5: Configure DHCP failover between TOR-SVR1 and LON-SVR1 
1. Switch to TOR-SVR1. 
2. In the DHCP management console, right-click the IPv4 node, and then click 
Configure Failover. 
3. On the Introduction to DHCP Failover page, ensure that all scopes are selected, 
and then click Next. 
4. On the Specify the partner server to use for failover page, click Add Server. In 
the This server text box, type 172.16.0.11 click OK, and then click Next. 
5. On the Create a new failover relationship page, click the Mode drop-down list 
box, click Hot standby, and then set the Maximum Client Lead Time to 1 minute. 

Note: This low value is for the purposes of the lab. 

6. In the Shared Secret text box, type Pa55w.rd click Next, and then click Finish. 
7. In the Configure Failover message box, click Close. 
8. Switch to LON-SVR1. In Server Manager, click Tools, and then click DHCP. 



9. In the DHCP management console, expand the IPv4 node, and then note that 
all of the scopes now display. 

Task 6: Configure DHCP relay on NA-RTR for Houston, Mexico City, and Portland 
1. On NA-RTR, click Start, and then click the Server Manager tile. 
2. In Server Manager, click Tools, and then click Routing and Remote Access. 
3. Expand NA-RTR, expand IPv4, right-click General, and then click New Routing 
Protocol. 
4. In the New Routing Protocol dialog box, select DHCP Relay Agent, and then 
click OK. 
5. Right-click DHCP Relay Agent, and then click Properties. 
6. In the DHCP Relay Agent Properties dialog box, in the Server address box, type 
172.16.18.20 and then click Add. In the Server address box, type 172.16.0.11 click 
Add, and then click OK. 
7. Right-click DHCP Relay Agent, and then click New Interface. 
8. In the New Interface for DHCP Relay Agent, dialog box, click HOU_WAN, and 
then click OK. 
9. In the DHCP Relay Properties – HOU_WAN Properties dialog box, click OK. 
10. Repeat steps 7 through 9 for both MEX_WAN and POR_WAN. 

Results: After completing this exercise, you should have you should have 
implemented your plan for the DHCP configuration successfully. 

Exercise 3: Validating the DHCP implementation 
Task 1: Test DHCP allocation to the correct subnets 
1. Switch to LON-CL1. 
2. Right-click Start, and then click Network Connections. 
3. Right-click the London_Network adapter, and then click Properties. 
4. In the London_Network Properties dialog box, click Internet Protocol Version 
4 (TCP/IPv4), and then click Properties. 
5. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click 
Obtain an IP address automatically, click OK, and then click Close. 
6. On the virtual machine menu bar, click the File menu, and then click Settings. 
7. In the left pane, click the Network Adapter connected to London_Network. 
8. In the right pane, click the Virtual switch drop-down list box, click HOU_WAN, 
and then click OK. 



9. Right-click Start, and then click Command Prompt. 
10. In the Administrator: Command Prompt window, type the following 
command, and then press Enter: Ipconfig /All 

Note: Note that the IP address will be 172.16.30.2 and the DHCP server’s IP 
address will be 172.16.18.20 

11. On the virtual machine menu bar, click the File menu, and then click Settings. 
12. In the left pane, click the Network Adapter connected to HOU_WAN. 
13. In the right pane, click the Virtual switch drop-down list box, click MEX_WAN, 
and then click OK. Wait a few seconds for the change to take effect. 
14. In the Administrator: Command Prompt window, type the following 
command, and then press Enter: Ipconfig /All 

Note: Note that the IP address will be 172.16.35.2 and the DHCP server’s IP 
address will be 172.16.18.20 

15. On the virtual machine menu bar, click the File menu, and then click Settings. 
16. In the left pane, click the Network Adapter connected to MEX_WAN. 
17. In the right pane, click the Virtual switch drop-down list box, click POR_WAN, 
and then click OK. Wait a few seconds for the change to take effect. 
18. In the Administrator: Command Prompt window, type the following 
command, and then press Enter: Ipconfig /All 

Note: Note that the IP address will be 172.16.40.2 and the DHCP server’s IP 
address will be 172.16.18.20 

Task 2: Test DHCP failover 
1. Switch to TOR-SVR1. 
2. In Server Manager, click Tools, and then click Services. 
3. Click the DHCP Server service, and then click Stop. 
4. Switch to LON-CL1. 
5. At a command prompt, type Ipconfig /release and then press Enter. 
6. At a command prompt, type Ipconfig /renew and then press Enter. 
7. Type Ipconfig /All and then press Enter. 

Note: Note that the IP DHCP server now will be 172.16.0.11 



Results: After completing this exercise, you should have tested DHCP IP address 
allocation to the correct subnets and tested DHCP failover. 

Task 3: Prepare for the next module 
When you finish the lab, revert all virtual machines to their initial state by 
performing the following steps: 
1. On the host computer, start Hyper-V Manager. 
2. In the Virtual Machines list, right-click 20741B-LON-DC1, and then click Revert. 
3. In the Revert Virtual Machine dialog box, click Revert. 
4. Repeat steps 2 and 3 for 20741B-LON-SVR1, 20741B-LON-CL1, 20741B-TOR-
SVR1, 20741B-EU-RTR, and 20741B-NA-RTR. 


