1.1. Business Requirements

Before beginning any security design project, take the time to analyze and
understand how the business operates. This includes looking at the company, its
goals, projected growth, and any security concerns. Understanding the current
and future state of the organization helps you to identify security goals and
outcomes, and in some cases affects the solutions you can propose.

Information that affects your security design will typically come from one of the
following sources:

Source Description

Begin by interviewing the stakeholders in the design. A
stakeholder is anyone who has an interest in the organization
or it products, and who might be affected by the design.
Stakeholders include:

o Upper-level management (CEO, CIO, CSO)

o Business department managers
Interviews o IT administrators

o Employees

e Customers

o Partners and vendors

During the interviews, try to identify how things currently
work, desired changes, or problems that you can address in
the design.

An easy way to identify the current organization or network
status is to look for existing documentation. Documentation

Documentation YOY should look for includes:

« Literature published by the organization describing its
products or services.



o An organizational chart that shows departments and
personnel.

« Network diagrams and inventories of computers and
network resources.

» Existing security policies.

Laws and regulations that govern the company or the
technology implementation can greatly influence a network's
design. For example:

o The company may be part of a government-regulated
activity, such as insurance or banking.
« The government might mandate that certain processes
Legal or reporting take place.
Requirements o The company might have contracts with the government
that have strict procedures in place.
« Regulations might limit the level of some services (such
as encryption technology) that can be implemented.

Before beginning any design, you should understand the laws
that apply to the organization and which might affect your
design.

The purpose of gathering information is to identify the existing environment and
compare that to the security goals. In addition, you will be looking for problems
that can be resolved through your design. Be aware that in many cases the
information you gather might not explicitly tell you the areas that need to be
addressed. In some cases, you might need to pull information from various
sources together to identify those issues that will affect the design. In particular,
you might look for the following:



Issue

Workflow and
data access
needs

Data security
classifications

Security concerns

Description

Workflow is how work gets accomplished. For example, the
workflow might be identified by tracing product from design
to production to sales. Understanding how data and products
move from department-to-department or person-to-person
helps you identify data access needs and security concerns.

An important activity is to identify the data within the
organization and classify the data according to a security
level. The actual levels you define might vary depending on
the organization and the users who need access. Sample
classifications could include:

o Public--All users have access to view data or access
resources.

« Internal--Access is only allowed for individuals within
the organization or for trusted partners.

« Confidential--Access is allowed for specific groups or
individuals but restricted for others.

« Secret--Only specific groups have knowledge of or
access to specific resources.

One goal of the design is to solve security problems or
address security concerns. To identify security issues, ask:

o What security problems have come up that need to be
addressed?

« What problems do stakeholders anticipate as the
organization changes?

« What problems are being overlooked?

As you examine the various security concerns, you will need
to balance the concerns of different stakeholders. In some
cases, you might find conflicting concerns.

Note: If responses from people lower in the business hierarchy
differ from high-level stakeholder responses, you should
design for the high-level stakeholder responses.



A company's tolerance for risk depends on many factors such
as the company size, the type of business, the company's
reputation, and the revenue or loss potential. Overall
organizational tolerance for risk can be classified as:

« Conservative, where the organization takes on little or
no risks.

« Cautious, where risk is assumed only after careful
scrutiny and only if good security can be maintained.

« Some risk, where the organization is open to taking
some risk if the potential return is acceptable.

« Open to risk, where security might be secondary to
results.

Risk tolerance

Additional considerations include:

« How much funding is available for the new design? Will
funding become available all at once, or will it come in
stages?

« What is the organization's attitude towards
outsourcing? Do security clearances or security policies
require that all work be done by employees? Can some
of the work be handled by contractors?

o How will the design be approved? Who makes
decisions and how much information does each person
need?

« What is the attitude towards possible changes? Will the
IT department object to new policies? How can you
overcome objections and build consensus so you can
effectively implement the plan?

Additional
considerations

Remember, at this point in the process, you are gathering information, not
looking for solutions.



1.2. Technical Requirements

You should have a good idea of the physical network layout and network
resources. In particular, examine the following areas:

« The size of the network (hnumber of sites, users, and resources).

« The type of connectivity between sites, including the access methods
deployed.

« Server and workstation roles (identify services and applications provided by
each computer).

o Computer hardware, operating system versions, patch levels, and
applications.

« The logical network structure (Non-Domain and/or Active Directory
structure).

» The existing and desired network performance, including the available
bandwidth between sites.

As you gather information about the network, be looking for issues that might
affect the design such as:

o Which components must be preserved and which might be candidates for
change in any proposed design.

« Things that will prevent implementing specific solutions (such as hardware
or operating system support).

« Issues with interoperability between hardware and software versions or
vendors.

In addition to identifying the physical network components, you should identify
the network administrative model. IT management is typically classified as one of
the following types:



Administrative

Model Description

With a centralized approach, a single IT department manages
the entire network.

Centralized Centralization ensures standardization and guarantees a
certain amount of expertise available for all network
administration tasks.

With a decentralized approach, localized IT departments
handle administration tasks locally.

Decentralized Decentralization may improve crisis response times and
reduce indirect expenses such as travel required to fix
problems in distant locations.

Most large organizations use a combined approach where some tasks (such as
system-wide tasks) are centralized and other tasks are decentralized (such as
administering user accounts and files).
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1.3. Risk Analysis

Risk analysis is the process of identifying threats and taking steps to mitigate
(reduce) risk. In addition to asking those within the organization, you should
conduct your own investigation to identify potential or existing security problems.

A general process used for risk analysis is as follows:

Process

Identify Potential
Threats

Identify
Vulnerabilities

Identify Risks

Description

A threat is any potential danger to the confidentiality,
integrity, or availability of information or systems.

To identify threats, examine the network resources,
identify the resources that need protection, then identify
who might have the opportunity to compromise those
resources. Threats can be:

o Internal or external. Many threats come from people
within the organization who already have access or
who have too much access.

« Innocent or malicious. Many security problems begin
with accidents or curiosity and then spread to more
harmful forms of access such as manipulating or
destroying data for gain or revenge.

o User or automated attacks. Attacks might deploy
automated or technological exploits, or they might
be as simple as a person walking into a building and
asking for information.

A vulnerability is the absence or weakness of a safeguard
that could be exploited. Identifying vulnerabilities includes
identifying where threats could occur.

A risk is the likelihood of a threat taking advantage of a
vulnerability. As you identify potential threats, classify
them according to the likelihood that the threat could

affect the network or the organization.



Calculate the Cost

Identify
Countermeasures

After you have identified the threats, vulnerabilities, and
risks, calculate the cost (the consequences) that would be
incurred if the threat were to happen.

Before you can calculate the cost, you should be aware of
the possible consequences of a security breach. These
consequences might be:

o Loss, destruction, or unavailability of data or
network services that renders data or service access
impossible.

« Unauthorized data or service access. The resources
may still exist, but unauthorized personnel have
access. Data might be shared or inappropriately
used.

« Modification of data or corruption of services.
Resources are still accessible, but are rendered
unreliable due to modifications.

Costs could include:

« The cost of recovering data and replacing systems.

» Legal costs associated with evidence gathering,
prosecution, and public relations following the loss.

» The loss of revenue while systems are being
restored.

A countermeasure is the means of mitigating the potential
risk. Countermeasures might be computer hardware or
software, network devices (such as a firewall), security
practices, user training and education, or even policies to
implement in order to respond to the security breach.

As you identify countermeasures, be sure to calculate the
cost of deploying the countermeasure.



After you have identified the risks and countermeasure

costs, you can select the countermeasures to deploy. In

some cases, you might decide that the cost of prevention
Select outweighs the potential risk. Management could decide

Countermeasures that accepting the risk is acceptable.

to Depl
o beploy After you have identified the countermeasures to deploy,

document the processes that will be put into place and
educate users and administrators on new procedures.

Be aware that risk analysis cannot completely eliminate all risks or chances for
loss. However, a good design can:

o Reduce the possibility of a threat.
e Minimize the damage that can be caused by the threat.
« Speed the recovery if the threat occurs.
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1.4. Security Design

Security design involves planning to protect the confidentiality, integrity, and
availability of your network and its data.

Component  Description

Confidentiality is the protection of disclosure to unauthorized
users. For example, when a cryptographic system is used to
protect the confidentiality of data, unauthorized users are
prevented from viewing or accessing the resource.

Confidentiality

Integrity is the protection against alteration. For example, a hash

Integrit )
grnty or checksum validates that the data has been unaltered.

Availability is the accessibility of the network and its data. For
Availability example, a system that is down or a database that has been
erased is unavailable.

As you plan for security, consider the following four areas:

Security

Descripti
Aspect escription

The first line of defense for your network should be preventing
Prevention potential problems. You can prevent problems by implementing
security controls, settings, and policies that reduce the risk.

Planning for detection involves putting into place mechanisms to
Detection |identify current or past attacks. Detection methods could include
implementing auditing or Intrusion Detection Systems (IDS).

Isolation involves protecting systems by limiting the exposure. For
Isolation example, you might isolate some systems on a private subnet or a
controlled physical location to limit access.

Recovery is the process of restoring data and systems following a
security incident. Recovery goals should include establishing a safe
environment for personnel, restoring systems, restoring data
access, and preserving and gathering evidence.

Recovery



As you design for security, keep the following security principles in mind.

Security
Principle

Least
Privilege

Separation of
Duties

Defense in
Depth

Reduce the
Attack
Surface

Description

The principle of least privilege states that users should receive the
minimum level of access necessary for them to complete their
work tasks and no more. One way to ensure that only necessary
privileges are granted is to start by giving no access, then allowing
access only to those needed resources.

Separation of duties ensures that no one individual has the power
to complete transactions or has full control over data or a system.
There are several approaches to separation of duties:

« System users should have the lowest level of rights and
privileges necessary to perform their work and should only
have them for the shortest length of time.

« An organization can use the principle of split knowledge.
This means that no single person has total control of a
system's security mechanisms, so no single person can
completely compromise the system.

« In cases of sensitive or high-risk transactions, an
organization can use two-man control. This means that two
operators must review and approve each other's work.

Defense in depth means adding layers of security. Attackers must
breach multiple layers in order to compromise a system or gain
access. It might also mean that looser controls are added to all
systems, with tighter controls being added to systems that must
be more secure.

Reducing the attack surface involves eliminating potential threats
and risks by eliminating unnecessary network services or
vulnerabilities. It could also mean reducing the number of entry
points into a physical location or a network.

The security design typically results in a security policy. The security policy is a
written document describing the network security. It might include:



o An overall statement of the organization's attitude towards security.

o Areprint of key legal issues that apply to the business.

« A statement on privacy and ethics for end users.

« Alist of specific computer systems with a description of the security
controls to implement. This could include allowed network connections and
protocols.

o End-user policies that must be implemented to enforce security and which
could reduce social engineering threats.

« A description of how to respond to security incidents, including a step-by-
step process to follow in incident response.

In addition to creating the security document, your plan should include ways to
publish the policy and make sure that administrators and users are aware of the
applicable portions of the security policy.
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1.5. Implementation

An implementation plan details how the design in the security policy will be
implemented. As part of the implementation plan you should:

« Analyze the impact of the design's implementation on the existing network
and on day-to-day operations. Be sure to discuss any areas that affect
existing components with those in charge.

o Prioritize implementation tasks, doing the most important tasks first. Take
the steps that will address the most serious security issues or which will
result in the greatest risk reduction.

o Obtain approval for the plan.

o Present the plan in language that is easy to understand.

o Include costs for hardware, software, labor, and any other project
expenses as part of the plan.

o Take time to discuss the plan with shareholders to receive their input
and approval for the implementation plan.

« Before implementing things system wide, test the new configurationin a
lab. During implementation, you might consider a staged implementation
with a department or two to see how things go.

» Include processes to restore the network in case the implementation runs
into problems.

o Monitor the implementation in progress to quickly identify and resolve any
problems.

After the plan has been put into place, don't be misled into thinking the work is
done. Following the implementation, there should be a period of evaluation and
review to ensure that everything is working as planned.

» Design tools and processes to simplify ongoing administration and enforce
security settings.

o Audit the network to ensure security levels are adequate.

» Establish processes for periodic review and modification of the design.

o Train users and administrators as needed

« Identify any on-going support issues.



Once the implementation is complete, take the time to ensure that all
stakeholders are satisfied with the results. Compare the design criteria with the
actual results and get the final stamp of approval indicating that the
implementation of the design plan has been completed.
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